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Regulatory Information

The regulatory information herein might vary according to the model you purcea. Some
information is only applicable for the country or region where the productisd.

FCC Information

A

Changes or modifications not expressiypproved by the party responsible for compliance could void
the user's authority to operate the equipment.

FCC conditions

This device complies with part 15 of the FCC Rules. Operation is subject toltbwiftg two conditions:

z This device may not cause harmful interference

z This device must accept any interference received, including interferencet thy cause
undesired operation.

FCC compliane:

This equipment has been tested and found to comply with the limits for a digdalice, pursuant to
part 150f the FCC Rules. This equipment generate, uses and can radiate radigefreg energy and,
if not installed and used in accordance with the guide, may cause harnritérference to radio
communication.

z For class A device, these limits are designed tovisle reasonable protection against harmful
interference in a commercial environment. Operation of this equipment in a resiifdrarea is
likely to cause harmful interference in which case the user will be requiredcéorect the
interference at his own gxense.

z For class B device, these limits are designed to provide reasonpfméection against harmful
interference in a residential installation. However, there is no guaeanthat interference will not
occur in a particular installation. If this equipmedoes cause harmful interference to radio or
television reception, which can be determined by turning the equipment off and olne tuser is
encouraged to try to correct the interference by one or more of the following aseres:

z Reorient or relocate the eiving antenna.

z Increase the separation between the equipment and receiver.

z Connect the equipment into an outlet on a circuit different from that to which the réeer
is connected.

z  Consult the dealer or an experienced radio/TV technician for help.
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Foreword

General

This uses manual (hereinafter referred to bghe Manual) introduces the functions and operations
of the DVRdevices(hereinafter referred taas "the Device").

Safety Instructions

The following categorized signal words with defined meaningight appear in the Manual.
Signal Words Meaning

Indicates a high potential hazard which, if not avoided, will result
DANGER in death or serious injury.

Indicates a medium or low potential hazard which, if not avoided,
WARNING could result in slight © moderate injury.

Indicates a potential risk which, if not avoidechuld result in
property damage, data loss, lower performance, or unpredictabl
A CAUTION

11%

result.
0= 11ps Provides methods to help you solve a problem or save you time.
[_T_[ Providesadditional information as the emphasis and supplement
==l NOTE to the text.
Revision History

Version Revision Content Release Time

Added DHXVR58169KL:12-LP and DHXVR7816S
V1.0.11 May 2021

4KL=XLRV2
V1.0.10 Deleted the video quality analytics function. April 2021
V1.0.9 Added some models February 2021
V1.0.8 Added some models. November2020
V1.0.7 Added some models. September 2020
V1.0.6 Added some models. May 2020
V1.0.5 Updated to 4.0 Ul version. February 2020
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Version Revision Content Release Time

Added disarm function, HDD datsase function, and

SMD preview function.

V1.0.4 o i , September 2019
Optimizes Smart Search function, available to

filtering human and vehicle.

V1.0.0 First release. October 2018

Privacy Protection Notice

As the device user or data controller, you mighkbllect peronal data of otherssuch as face,
fingerprints, car plate nhumber, Email address, phone number, GPS andns&/ou need to be in
compliance with the local privacy protection laws and regulations to pgot the legitimate rights and
interests of other peopleby implementing measures include but not limited to: providing cleand

visible identification to inform data subject the existence of surveillanceaand providing related
contact.

About the Manual

z Themanual is for reference only. If there is incastsincy between themanual and the actual
product, the actual product shalprevail.

z We are not liable for any loss caused by the operations that do not comply withntheual.

z Themanual would be updated according to the latest laws and regulations of tetaregions. For
detailed information, see the papemanual, CBROM, QR code or our official website. If there is
inconsistency between papemanual and the electronic version, the electronic version shall
prevail.

z All the designs and software are subjetti change without prior written notice. The product
updates might cause some differences between the actual product and thanual. Please
contact the customer service for the latest program and supplementary aimentation.

z  There still might be deviation in technical data, functions and operations ctgstion, or errors in
print. If there is any doubt or dispute, please refer to our final expigon.

z Upgrade the reader software or try other mainstream reader software if thenual (in PDF
format) cannot beopened.

z All trademarks, registered trademarks and the company names inrttaaual are the properties
of their respectiveowners.

z Please visit our website, contact the supplier or customer service ifelgany problem occurred
when using the device.

z If there is any uncertainty or controversy, please refer to ourlf@lanation.



http://www.affordablelaundry.com/all-trademarks-and-registered-trademarks-are-the-property-of-their-respective-owners
http://www.affordablelaundry.com/all-trademarks-and-registered-trademarks-are-the-property-of-their-respective-owners
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Important Safeguards and Warnings

Thischapter describes the contents covering proper handling of the Device, hdzarevention, and
prevention of property damage. Read these contents carefully before using te&i€, comply with
them when using, and keep it well for future reference.

OperationRequirement

z Do not place or install the Device in a place exposed to sunlight or near #eg Bource.

z Keep the Device away from dampness, dust or soot.

z Keep the Device installed horizontally on the stable place to preventanf falling.

z  Walkmounting isnot supported.

z Do not drop or splash liquid onto the Device, and make sure there is no ahfifed with liquid
on the Device to prevent liquid from flowing into the Device.

z Install the Device in a wellentilated place, and do not block the ventilatioof the Device.

z Operate the device within the rated range of power input and output.

z Do not dissemble the Device.

z Transport, use and store the Device under the allowed humidity and temperatareditions.

Electrical &fety

z Use the battery of specified mana€turer; otherwise there might result irxplosion.When
replacing battery, make sure the santgpe is used.Improper battery use might result in fire,
explosion, or inflammation.

z Follow the instructions to dispose of the used battery.

z Use the recommended power cables in the region and conform to the rated power sjoatibn.

z Usethe power adapter providedwith the Device or adapter meets the LPS standaaiherwise,
it might result inpeople injury and device damage

z The power source shall conform to theequirement of the Safety Extra Low Voltage (SELV)
standard, and supply power with rated voltage which conforms to Limitedvper Source
requirement according to IEC6095D. Please note that the power supply requirement is subject
to the device label.

z  Conrect the device(l-type structure)to the power socket with protective earthing.

z The appliance coupler is a disconnection device. When using the celeep the angle for easy
operation.
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1 Introduction

1.1 Overview

The Deviceis an excellent @yital monitor product for securityindustry. The embedded LINUX OS
assuresthe stable operéion. The H.26 and G.711 technologieassure the high quality image and low
bit stream.The frameby-frame play function displays more details for analysis, and provides the
functions such as record, playback, and monitor and asstinessynchronizationfor audio and video.
The Device also adopts the advanced control technology and greatwwk data transmission
capability.

The Device adopts embedded design to achieve high security and reliajillt can work in the local
end and, with strong networking capability it can getconnected to the professional surveillance
software Smart PSSp form asecurity networkto show its powerful remote monitoring function

The Deviceis applicable to the areas such as bank, telecom, electricity, traffic, iniligesidential
district, factory, warehouse, resources, and water conservaacififies.

1.2 Functions
L[]

The functions might be different depending on the software and hardware versiof the model you
purchased.

Al Function

z Support face detectiorthat analyzesthe attributes such as age, gender, glasses, beard, mask, and
then makestructured of these datato storefor quick search.

z  Support face recognition that compares the captured face snapshot wtik face library and link
the configured alarms (face detection should be enabled).

z  Support searching by picture that is convenient for finding the target picturerh database.

z Support 16 channel IVS function that includes tripwire and intrusiogtection. The IVS function
can avoid wrong alarms by filtering the factors such as rains, light, and animals

z Calculate the quantity of detectethumanswithin 24 hours.

z Detect the vehicles passing by within 24 hours.

Reakttime Surveillance
z  SupportVGA port and HDMI port teealize the surveillance througmonitors.
z Suppot HDMI, VGAand TV output at the same time.
IoT Management
Provide specific management module for loT features including humidapd temperature data
reports and alarms linkage.
Sensor Integration

Integrate coaxialcamera with diverse array of sensors such as temperature, humiditg wireless
alarm devices
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Storage Management
z Special data format to guarantee data securépd avoidthe risk of modifying datavicioudy.
z  Support digital watermark.

Compression Format

Support multiple-channel audio and \deo signal An independent hardware decodes the audio and
video signal from each channel to maintain video and audio synchronization.

Backup Function
z  Support backup operationthrough USB port (such as USB storadisk, portable HDDand
burner).
z Clientend user can download the filédromlocal HDDthrough network to backup

Record &Playback
z  Support each channel reaime record independently, andgimultaneouslysupportthe functions
such assearchpackwardplay, network monitor, record searclnd download.
z  Support various playback modes: slow play, fast play, backward play and frame by friaye p
z  Support time title overlay so that you can view event accurate occurred time
z  Support zaoming in the selected aren the live view

Network Operation

Support retwork remote realtime monitor, remote record search and remote PTZ control.

Alarm Activation
z Several relay alarm outputs to realize alarm activation andsite light control.
z The alarm input port and outpufport have the protection circuit to guaranteg¢he Device safety.

Communication Port
z RS$485 port can realize alarm input and PTZ control.
z RS232 port can connect to keyboard, COM port of PC or the matrix control.
z Standard Ethernet port can realize networ&mote access function.
z The duainetwork port has the multiaddress faulttolerance, loadbalance setup mode.

PTZ @ntrol
Support PTZ decodethrough RS485port.
Intelligent Operation
z  Support mouse operation function
z  Support "copy and paste" function for the same settings.
UPnP (Universal Plug andPlay)
Establish mappingonnection between LAN and WAN througdmP protocol.

Camera Selfadaptive

Auto-recognize and work with thd®?AL or NTSC camera and HD camera.
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2 Getting Started

2.1 Checking the Components

L1

The actual appearance, component, or quantityight be different depending on the model you

purchased.

When you receive the Device, please check against the following checkingfliahy of the items are
missing or damaged, contact the local retailer or aftmales engineer immediately.

No. Checking Items

Requirement

1 Package

Appearance

No obvious damage.

Packing materials

No broken or distorted positions tha
could be caused by hit.

Not torn up.

L1

Do not tear up or throw away the labels;

=

cables, farcables
mainboard

2 Labels Labels on the device otherwise the warranty seri¢es are not
ensured. You need to provide the seri
number of the product when you cal
the aftersales service.

Appearance No obvious damage.

3 Device Data cables, power

No connection loose.

2.2 Installing HDD

Please checlvhetherthe HDD is already installed in the Device when you first time using the &evi
It is suggested to use the HDD recommended officially. Do not use the PD.H

A\

Shut down the device and then unplug the power cable before you open the case to replaee t

HDD.




@’hua

2.2.1 DH-XVR8216A4KL-I/DH-XVR8208A4K-1/DH-XVR8208A4KL-

Users Manual

I/DH-XVR7208A4KL-I/DH-XVR 7216 A4KL-1/DH-XVR52xXAN-12/DH-
XVR52xxA12/DH-XVR52xXAN4KL-12/DH-XVR52xxA4KL-12/DH-
XVR72xxA4K-12/DH-XVR7216AN4K-12/DH-XVR4216AN|

Step 1 Remove the screws to take off tleover.

Step 4 Turn the device and put in the other two screws, and then fasten all seremfix the HDD to
the device.
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2.2.2 DH-XVR8816S4KL-I/DH-XVR5808SI12/DH-XVR5816SI12/DH-
XVR5832S12/DH-XVR5816S4KL-12/DH-XVR5832S4KL-12/DH-
XVR7808S4K-12/DH-XVR7816S4K-12/DH-XVR5816S4KL-12-LP/DH-
XVR7816S4KL-X-LP-V2

Step 1 Renove the screwdrom the chassis

Step 2

Step 3

Step 4 Align the four screw holes on the disk to those on the drive bracket and fix the diskhe
bracket

ke,
] o e, 3
:-;- e | =1
AL S sy =
S e
= D
e ——
'ﬁ?ﬁn___h_ﬁ_hq' —
o T —

Step 5 Fix other disks on th bracket as needed
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Stepa  Fix the two drive brackets
[

This is only need on models with 8 bays.

Step ¥ Put the drive brackets back and fix them in the DVR.

Step B Connect the disks and the DVR with power cable and data cable.
I

The following figure shows the connectio of 4bay model for example
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Step 9  Put the cover back and fasten the screws.

2.2.3 DH-XVR54081:12/DH-XVR54161-:12/DH-XVR54321-12/DH-
XVR54161-4KL-12/DH-XVR5432-:4KL-12/DH-XVR74081-4K-12/DH-
XVR74161-4K-12

Step 1 Remove the fixing screws on the rear panel

Step 3 Remove the screws on the sides of HDD bracket to take out the bracket.
For the way to remove the brackeigethe following figure.

Step 4 Match the four screw holes on the HDD with the four holes on thedket and then fasten
the screws. The HDD is fixed to the bracket.
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Step 5  Installthe other HDDs.

Step B Put back thecover and fasten the screws on the rear panel to complete the installation.
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2.2.4 DH-XVR5104HI1/DH-XVR5108HI/DH-XVR5116HI/DH-
XVR7104HE4KL-I/DH-XVR7108HE4KL-I/DH-XVR7116HE4AKL-I/DH-
XVR51xxHSI2/DH-XVR51xxHI12/DH-XVR51xxHEI2/DH-
XVR51xxHS4KL-12/DH-XVR51xxH4KL-12/DH-XVR51xXxHE4KL-
12/DH-XVR71xxH4K-12/DH-XVR71xxHE4K-12/DH-XVR4104HSI/DH-
XVR4108HSI/DH-XVR4104CI/DH-XVR4108CGI/DH-XVR4116HS
|/DH-XVR1B08I/DH-XVR1B08HI/DH-XVR1B041/DH-XVR1B04H
|/DH-XVR1B161l/DH-XVR5104HSI3/DH-XVR5104H13/DH-
XVR5104HEI3/DH-XVR5108HSI3/DH-XVR5108H13/DH-
XVR5108HEI3/DH-XVR5104HS4KL-13/DH-XVR5104H4KL-13/DH-
XVR5104HE4KL-I3

Step 1 Removethe screws on the cover.
—, [
- l."' e
/ Y
¥

10
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Step4  Connect the HDD cable and the power cable to the mainboard.

Step 5 Put back the cover.

11
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2.2.5 DH-XVR5104CI3/DH-XVR5108CI3/DH-XVR5104CG4KL-13

Step 1 Removethe screws.

Step 2 Take off the cover.

12
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Step 5 Put back the cover.

13
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Stepa Fasten the screws.

14
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3 The Grand Tour

This chaptelintroduces various components of the Device, remote control and mouse ofierss.

3.1 Front Panel

3.1.1 DH-XVR51MH-I/DH-XVR510&H-I/DH-XVR5116H-I|

No. Port Name Function
1 HDD Glows blue when HDD statts abnormal.
2 NET Glows blue when etwork statusis abnormal.
3 POWER Glows blue when the pwer is connected properly.
Connecsto peripheraldevices such ablSB storage device, keyboard,
4 USB port
and mouse.

3.1.2 DH-XVR7104HE4KL-I/DH-XVR7108HE4KL-I/DH-XVR7116HE
4KL-I/DH-XVR7 1xxH4K-12/DH-XVR7 1xXHE4K-12

.|l|
No. Port Name Function
Connecsto peripheraldevices such as USB storage devikeyboard
1 USB port
and mouse.

15
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3.1.3 DH-XVR7208A4KL-I/DH-XVR7216 A4KL-I/DH-XVR7216AN4K-
12

No. Port Name Function

1 IR receiver Receives infrared signal from remote control

Connects to the eternal devices such as keyboard, mouse, and

2 USB port .
USB storage device.

3.1.4 DH-XVR8216A4KL-1/DH-XVR8208A-4K-1/DH-XVR8208 A 4KL-I

No. Indicator/Port Function

Connecs to peripheral devices such as USB storage deyice
1 USB port

keyboard, andnouse.

16
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3.1.5 DH-XVR51xxHSI2/DH-XVR51xxHI2/DH-XVR51xxHEI2/DH-
XVR52xXAN12/DH-XVR52xXXA12/DH-XVR51xXHS4KL-12/DH-
XVR51xxH4KL-12/DH-XVR51xXHE4AKL-I2/DH-XVR52XXAN-4K L-
12/DH-XVR52xxA4KL-12/DH-XVR5104HSI3/DH-XVR5104H13/DH-
XVR5104HEI3/DH-XVR5108HSI3/DH-XVR5108H13/DH-
XVR5108HEI3/DH-XVR5104HS4KL-13/DH-XVR5104H4KL-13/DH-
XVR5104HE4KL-13/DH-XVR4104HSI/DH-XVR4108HSI/DH-
XVR4104CI/DH-XVR4108CI/DH-XVR4116HSI/DH-XVR4216AN|

No. Port Name Function
1 HDD Glowswhen HDD statuds abnormal.
2 NET Glowswhen network status is abnormal.
3 POWER Glowswhen the poweris connected properly.
Connecsto peripheral devices such as USB storage device, keyboard,
4 USB port
and mouse.

3.1.6 DH-XVR8816S4KL-I/DH-XVR7808S4K-12/DH-XVR7816S4K-
12/DH-XVR7816S4KL-X-LP-V2

17
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No. Port Name Function

1 IR receiver Receives infrared signal from remote control.

Connecsto peripheraldevices such as USB storage deyice

2 USB port
P keyboard, andmouse.

3.1.7 DH-XVR74081-:4K-12/DH-XVR74161-4K-12

et Py
e
= =
[ |
No. Port Name Function
1 IR receiver Receives infrared signal from remote control.

Connecsto peripheraldevices such as USB storage device, keyboard,

2 USB port
P and mouse.

3.1.8 DH-XVR5408L:12/DH-XVR5416L:-12/DH-XVR5432L-12/DH-
XVR5416L-4KL-12/DH-XVR54321-4KL-I2

No. Port Name Function

Connecsto peripheraldevices such as USB storage device, keyboard,

1 USB port
P and mouse.

18
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3.1.9 DH-XVR5808SI2/DH-XVR5816S12/DH-XVR5832SI12/DH-

XVR5816S4KL-12/DH-XVR5832S4KL-12/DH-XVR5816S4KL-12-LP

. ::.m
4

_m

No. Port Name Function

Connecsto peripheraldevices such as USB storage device, keybo
1 USB pors

and mouse.

ard,

3.1.10 DH-XVR1B08I/DH-XVR1B08HI/DH-XVR1B16I/DH-XVR1B04

I/DH-XVR1BO4H-|

L
e

= ="

3.1.11 DH-XVR5104GI3/DH-XVR5108CI3/DH-XVR5104CG4KL-I3

w

Icon

Name

Function

HDD status indicator

# The indicator is off when the HDD is running normally.
# Theindicatorglows blue when the HDD isn malfunction.

19
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Icon Name Function

4« The indicator is off when the power is connectec

0 o abnormally.
O Power status indicator . _
# The indicatorglows blue when the power is connected
normally.
4 The indicator is off when the network connection is correct.
Network status Lo L
% i dicator # The indicatorglows blue when the network connection is

abnormal.

3.2 Rear Panel

3.2.1 DH-XVR5104HI1/DH-XVR5108HI/DH-XVR5116HI/DH-
XVR7104HE4KL-I/DH-XVR7108HE4KL-I/DH-XVR7116HE4KL-I/DH-
XVR51xxHI12/DH-XVR51xXHEI2/DH-XVR51xxH4KL-12/DH-
XVR51xXxHE4KL-12//[DH-XVR71xxH4K-12/DH-XVR71xxHE4K-12/DH-
XVR5104HI3/DH-XVR5104HEI3/H-XVR5108H13/DH-XVR5108HE
|13/DH-XVR5104H4KL-13/DH-XVR5104HE4KL-13

No. Port Name Function

Four groups of alarm inpuports Group 1 port 1 to port 4 Group 2:
port 5to port 8; Group3:port 9to port 12;Group4:port 13to port
16). These porteeceive the signal from the external alarm source.
There are two typs:NO (Normaly Open)and NC Normaly osed).
1-16 1

When your alarm input device is using external power, please make

1 sure thealarminput device and theDevicehave the same ground.

4 Three groups of alarm output ports(Group 1 port NOXC1,
Group 2:port NO2C2, Group 3:port NO3-C3).These ports
output alarm signal to the alarm device. Please make sure poywer
supplyto the externd alarm device.
NO:Normaly open alarm output port.
C. Alarm output public end.

Alarm input port

Alarm output port
1-3 NOI-NO3
C1C3

20
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D

ard

No. Port Name Function
<4 Ground.
2 Video input port Connectsto analog camera to input video signal.
. Receivesaudio signal output from the devices such as microphorie
3 Audio input port . )
corresponds to video input portl.
Connects to the audio splitter taken from the package to convert tq
4 DB25 port audio input portwhich receives theaudio signal fromdevices such
as microphone. It corresponds to video input porgs-16.
5 Audio output port | Qutputsaudio signal to the devices such as the sound box.
High definition audio and video signal output port.
6 HDMI port The portoutputs the uncompressed high definition video and mutti
channel audio data to the connected display with HDMI port.
Connecs to external devices such as USB storage device, keybo
7 USBport
and mouse.
8 Network port Connects toEthernet port
RS485 Connectsto the control devices such as speed dome PR&E485 A
9 communication port is connected bythe cable Aand RS-485_Bis connected tathe
port cableB.
10 Power input port Inputs 12V DCpower.
11 VGA port Outputsanalog videodatato the connected display with VGA port
12 Power button Turns on/off the DVR
Power cable )
13 Usea cable tieto secure the power cable on thBVRto prevent loss
fastener
14 @ Groundterminal.

3.2.2 DH-XVR51xxHSI2/DH-XVR51xxHS4KL-12/DH-XVR5104HS

|3/DH-XVR5108HSI3/DH-XVR5104HS4KL-13/DH-XVR4104HSI/DH-

XVR4108HSI/DH-XVR4104CI/DH-XVR4108CI/DH-XVR4116HSI

10 11

=
i

B

| 53 'i:} 1
-
L]
= T n -
No. Port Name Function
1 Video input port Connecsto analog camera to input video signal.

21
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No. Port Name Function
2 Audio input port Receives audio signal output from the devices such as microphone.
3 Audio output port | Qutputsaudio signal to the devices such as the sound box.
High definition audio and video signal output port.
4 HDMI port The portoutputs the uncompressed high definition video and mutti
channel audio data to the connected display with HDMI port.
5 Network port Connects toEthernet port
RS485 Connects to the control devices such as speed dome PR5485 A
6 communication port is connected bythe cable Aand R5-485 Bis connected tothe
port cableB.
7 VGA port Outputsanalog videodatato the connected display with VGA port
Connecsto externaldevices such ablSB storge device, keyboard and
8 USB port
mouse.
9 Power input port | Inputs12V DGoower.
10 Power cable Use clamp to secure the power cable on tl&/Rin case there is any
fastener loss.
11 ® Ground terminal.

3.2.3 DH-XVR7208A4KL-I/DH-XVR 7216 A4KL-I/DH-XVR52XXAN-

I2/DH-XVR52xA-12/DH-XVR52XxXAN4AKL-12/DH-XVR 52xXA-4KL-

|2/DH-XVR72xXA4K-12/DH-XVR 7216 AN4K-12/DH-XVR4216AN|

No.

Port Name

Function

®

Ground terminal.

Alarm input port1-
16

Four groups of alarm inpuports Group 1 port 1 to port 4 Group 2:
port 5to port 8; Group3: port 9to port 12;Group4:port 13to port

16). These porteeceive the signal from the external alarm source.
There are two typesNO Normaly Open)and NC Normaly dosed).

L1

When your alarm input device is using external power, please m

ake

sure thealarminput device and theDVR connect tdhe same ground.

22
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& Three groups of alarm output ports. (Group :1port NO1-
C1,Group 2:port NOZ2,Group 3:port NOZL3A). These ports

Alarm output port ) i
output alarm signal to the alarm device. Please make sure poywer

1-3 NOINO
Cl—CN3 8 supplyto the external alarm device.
NO ONormaly open alarm output port.
C OAlarm output public end.
— Ground.
3 Video input port Connecsto analog camera to input video sital.
4 Audio input port Receives audio signal output from the devices such as microphone
5 Audio output port | Outputsaudio signal to the devices such as the sound box.

High definition audio and video signal output port.

6 HDMI port The portoutputs the uncompressed high definition video and muki
channel audio data to the connected display with HDMI port.
Connects to the eternal devices such as keyboard, mouse, and YSB

7 USB port i
storage device.
8 Network port Connects toEthernet port
RS485 Connectsto the control devices such as speed dome PR%&485 A
9 communication port is connected bythe cable Aand R5-485_Bis connected tathe
port cableB.
10 Power input port Inputs 12V DCpower.
11 VGA port Outputsanalog videodatato the connected display with VGA port
12 Power button Turns on/off the DVR
13 Power cable Use clamp to secure the power cable on tB8/Rin case there is any
fastener loss.

3.2.4 DH-XVR8216A4KL-1/DH-XVR8208A4K-1/DH-XVR8208 A 4K L
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No. | Port Name Function
1 Video input port Connecsto analog camera to input video signal.
2 Audio output port Outputsaudio signal to the devices such as the sound box.
3 MIC IN Two-way talk input port which receives analog audio signal output|
from the devices such as microphorand pickup.
4 Audio input port Receives audio signal output from the devices such as microphone.
The port 8 usedfor general COM debug to configure IP address|or
5 RS232 debug COM
transfer transparent COM data.
4 groups of alarm inpuports Group 1 port 1 to port 4 Group 2:
port 5to port 8; Group3:port 9to port 12;Group4: port 13to port
. 16). These porteeceive the signal from the external alarm source.
Alarm input port
There are two typedNO (normal openand NC (normal close).
6 1-16 m
When your alarm input device is using external power, please make
sure theinput device and theDVR connect tahe same ground.
® Ground terminal.
7 VGA port Outputsanalog videodatato the connected display with VGA port
8 Network port Connects toEthernet port
High definition audio and video signal output port.
9 HDMI port The portoutputs the uncompressed high definition video and muki
channel audio data to the connected display with HDMI port.
Connects to the eternal devices such as keyboard, mouse, and USB
10 USB port i
storage device.
11 Power input port Inputs powert
# 5 groups of alarm output ports (Group:port NOL-C1,Group
2:port NO2-C2,Group 3:port NOZ3, Group port NO4-C4,
Alarm output port 1 Group 5: port NO5, C5, NChhese ports atput alarm signal to
12 5 (NOL-NO5; the alarm device. Please make sure powapplyto the external
alarm device.
C1-C5NG)
NO: Normal open alarm output port.
4 C: Alarm output public end.
NC: Normal close alarm opiit port.
13 Power button Turns on/off the DVR
14 |4+ Ground.
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3.2.5 DH-XVR8816S4KL-I/DH-XVR58xxS12/DH-XVR58xxS4KL-

I2/DH-XVR78xxS4K-12

AS

1Se
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No. Port Name Function
1 GND Ground.
2 Power input port Inputs power.
3 Power button Turns on/off the Device
. Receives the analog audio signal output from the devices such
4 Audio input port )
microphone.
5 Audio input port | Towway talk input port which receives the analog audio signa
(MIC IN) output from the devices such as microphone, pickup.
5 Audio output port | Towway talk output port which outputs the analog audio signal tg
(MIC OUT) the devices such as the sound box.
7 Audio output port | Qutputsthe analog audio signal to the devices such as the sound b
8 Video output port | Connect to video output devices sth as TV.
& Four groups of alarm output ports(Group 1 port 1 to port 4
Group 2:port 5 to port 8; Group 3: port 9 to port 12; Group 4:
) port 13 to port 16). These portseceive the signal from the
Alarm input port1-
16 external alarm source. There atwo types; NO Nlormaly Open)
and NC Normaly dosed).
# When your alarm input device is using external power, pled
make sure the device and the NVR have the same ground.
a Fivegroups of alarm output ports. (Group:port NO-C1,Group
9 2:port NO2C2,Group 3:port NOZ3, Group 4port NO4-C4,
Alarm output port Group 5: port NO5, C5, NChhese ports atput alarm signal to
1-5 (NOL-NOS: the alarm device. Please make sure powepplyto the external
alarm device.
C1-C5NG)
# NO: Normdl open alarm output port.
& C: Alarm output public end.
# NC: Normdy closed alam output port.
RS485 You can connect to the control devices such as speed dome REZ.
communication 485_A portis connected bythe cable Aand R5-485_Bis connected
port to the cableB.
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No. Port Name Function
Fourwire full- ) ) i
Fourwire full-duplex 4385 port. T+and T-is the output wire R+and R-
duplex RS485 port | . ) )
is the input wire.
(T+1 T_’ R+R_)
Control power | Controls12VDCpower output. It is to control the oroff alarm relay

output (CTRL 12V | output.
12V power output| Provides power to externaldevices such asamera andalarm device.

port Please note the supplying power shall be below 1A.
— Ground.

10 Video input port Connect to analog camera to input video signal.

11 Network port Connects toEthernet port

i Outputs analog video signal. Itan connect to the monitor to view|
12 VGA video output

analog video.

13 RS232 debug| It is for general COM debug to configure IP address or tran

COM. transparent COM data.

High definition audio and video signal output port. It outputs the
same video sourcas VGA. It supports 4K resolution output and

14 HDMI port supports mouse operation and control.
Please note when the HDMI output resolution is 4K, the VGA output
stops.

Connects to the eternal devices such as keyboard, mouse, and USB
storage device.

External SATA portvhich connecsto the devicewith SATA port.
Perform the jumper configuration when connecting HQD

15 USB port

16 eSATA port

3.2.6 DH-XVR5816S4KL-12-LP/IDH-XVR7816S4KL-X-LP-V2

] -] [¥
1t
—r " =
No. Port Name Function
1 Audio output port | Outputsthe analog audio signal téhe devices such as the sound box.
2 Video output port | Connect to video output devices such as TV.

Audio input port | Towway talk input port which receives the analog audio signa
(MIC IN) output from the devices such as microphone, pickup.
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No. Port Name Function
4 Audio output port | Towway talk output port which outputs the analog audio signal tg
(MIC OUT) the devices such as the sound box.
. Receives the analog audio signal output from the devices such
5 Audio input port i
microphone.
& Fourgroups of alarm output port§Group 1 port 1 to port 4
Group 2:port 5to port 8; Group3:port 9to port 12;Group4:
i port 13to port 16). These porteeceive the signal from the
Alarm input port1—
16 external alarm source. There are two types; N@rfnaly Open)
and NC Normaly dosed).
# When your alarm input device is using external power, make
surethat the device and the NVR have the same ground.
4 Fivegroups of alarm output ports. (Group: port NO1-
C1,Group 2:port NOZ2,Group 3:pdrNO3-C3, Group 4port
Alarm output port NO4-C4, Group 5: port NO5, C5, NO%)ese ports atput alarm
1-5 (NOL-NCS: signal to the alarm deviceviake surethat power supplyto the
external alarm device.
C1-C5NG)
4 NO: Normdl open alarm output port.
6 4 C: Alarm output public end.
# NC: Normdy closed alarm output port.
RS485 You can connect to the control devices such as speed dome REZ.
communication 485 A portis connected bythe cable Aand R5485_Bis connected
port to the cableB.
Fourwire full- ) . X
Fourwire full-duplex 485 port. T+and T-is the output wire R+and R-
duplex RS485 port | . ) )
is the input wire.
(T+T- R+R-)
Controls the & channel power output for &arm.
Control power )
&  Turns off power output when there is alarm output.
output (CTRL 12V .
& Turns on power output when the alarm deared.
12V power output| Provides power to externaldevices such as camesmnd alarm device.
port Note the supplying power shall be below 1A.
G Ground.
. RS232 debug| It is for general COM debug to configure IP address or tran
COM. transparent CO/ data.
) Outputs analog video signal. It can connect to the monitor to vie
8 VGA video output ,
analog video.
9 Power button Turns on/off the Device
10 Power input port Inputs power.
11 Loop out Outputsthe video signal of the corresponding video inpygort.
12 Video input port Connect to analog camera to input video signal.
13 Network port Connects toEthernet port

W
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3.2.7 DH-XVR54081:12/DH-XVR54161-:12/DH-XVR54321-12/DH-

XVR54161-4KL-12/DH-XVR5432-:4KL-12/DH-XVR74081-4K-12/DH-

XVR74161-4K-12

Users Ma

No. Port Name Function

Connects to the eternal devices such as keyboard, mouse, and USB
14 USB port .

storage device.

External SATA postvhich connecsto the devicewith SATA port.
15 eSATA port . . . :

Perform the jumper configuration when connecting HDD

High definition audio and video signal output port. It outputs the

same video source as VGA. It supports 4K resolution output and
16 HDMI port .

supports mouse opedation and control.

Note when the HDMI output resolution is 4K, the VGA output stops.
17 GND Ground.

1Se

[2] L
R P TP PP TSP TTYPTTN PR T, TTTYT i | B
@@z:a &@ﬁﬂﬂ Yoo &ﬂ@@! [ﬁ () o L iy
©80000BE0BBOVYDY B == ]
o :
No. Port Name Function
1 Audio output port | Towway talk output port which outputs the analog audio signal tg
(MIC OUT) the devices such as the sound box.
5 Audio input port | Towway talk input port which receives the analog audio signa
(MIC IN) output from the devices such as microphone, pickup.
3 Video output port | Connect to video output devices such as TV.
4 Audio output port | Outputsthe analog audio signal to the devices such as the sound b
. Receives the analog audio signal output from the devices such as
5 Audio input port i
microphone.
6 Video input port Connect to analog camera to input video signal.
a Four groups of alarm output ports(Group 1 port 1 to port 4
Group 2:port 5 to port 8; Group 3: port 9 to port 12; Group 4:
) port 13 to port 16). These pus receive the signal from the
Alarm input port1-
7 16 external alarm source. There are two types; NN@rfnaly Open)
and NC Normaly dosed).
# When your alarm input device is using external power, pled
make sure the device and the NVR have the same ground.
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No. Port Name Function
a Fivegroups of alarm output ports. (Group:port NOEX-C1,Group
2:port NO2C2,Group 3:port NOZ3, Group 4port NO4-C4,
Alarm output port Group 5: port NO5, C5, NChhese ports atput alarm signal to
1-5 (NOL-NO®; the alarm device. Please make sure powepplyto the external
alarm device.
C1-C5NG)
4 NO: Normdl open alarm output port.
a C: Alarm output public end.
# NC: Normdy closed alam output port.
RS485 You can connect to the control devices such as speed dome REZ.
communication 485 A portis connected bythe cable Aand R5-485 Bis connected
port to the cableB.
Fourwire full- i i i
Fourwire full-duplex 485 port. T+and T-is the output wire R+and R-
duplex RS485 port | . . .
is the input wire.
(T+1 T_a R+R_)
Control power | Controls12VDCpower output. It is to control the oroff alarm relay
output (CTRL 12V | output.
12V power output| Provides power to externaldevices such asamera andalarm device.
port Please note the supplying power shall be below 1A.
=+ Ground.
8 Network port Connects toEthernet port
9 RS232 debug| It is for general COM debug to configure IP address or tran
COM. transparent COM data.
Comects to the exernal devices such as keyboard, mouse, and U
10 USB port .
storage device.
i Outputs analog video signal. It can connect to the monitor to vie
11 VGA video output ,
analog video.
10 Video input port Connect to analog camera to input video signal.
11 Network port Connects toEthernet port
External SATA portvhich connecsto the devicewith SATA port.
12 eSATA port . i . .
Perform the jumper configuration when connecting HQD
High definition audio and video signal output port. It outputs the
same video source as VGA. It supports 4K resolution output and
13 HDMI port supports mouse operation and control.
Please note when the HDMI output resolution is 4K, the VGA outp
stops.
14 Power button Turns on/off the Device
15 Power input port Inputs power
16 GND Ground.
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3.2.8 DH-XVR1B161/DH-XVR1B081/DH-XVR1B08HI/DH-XVR1B04

I/DH-XVR1B04HI

AS
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No. Port Name Function
1 Video input port Connect to analog camera to input video signal.
. Receives the analog audio signal output from the devices such
2 Audio input port i
microphone.
3 Audio output port | Qutputsthe analog audio signal to the devices such as the sound b
4 GND Ground.
5 Power cable Use clamp to secure the power cable on tB&/Rin case there is any
fastener loss.
) Outputs analog video signal. It can connect to the monitor to vie
6 VGA video output )
analog video.
High definition audio and video signal output port. It outputs the
same video source as VGA. It supports 4K resolution output and
7 HDMI port ,
supports mouse operation and control.
Note when the HDMI output resolution is 4K, the VGA output stops
Connects to the eternal devices such as keyboard, mouse, and |
8 USB port i
storage device.
9 Network port Connects toEthernet port
10 Power input port Inputs power

3.2.9 DH-XVR5104CI3/DH-XVR5108CI3/DH-XVR5104CG4KL-13

No.

Port Name

Function

Video input port

Connecsto analog camera to input video signal.
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No. Port Name Function

Connecsto externaldevices such as USB storage deviceyboard and
2 USB port

mouse.
3 VGA port Outputsanalog videodatato the connecteddisplay with VGA port

High definition audio and video signal output port.
4 HDMI port The portoutputs the uncompressed high definition video and mutti
channel audio data to the connected display with HDMI port.

5 Network port Connects toEthernet port
6 Power input port | Inputs12V DChower.
7 ® Ground terminal.

3.3 Remote Control Operations
[L1

Please note the remote control is not our standard accessory and might nanbkided in the
accessary bag. It is supplied dependent on the model you purchased.

4 g
11 12
15
No. Name Function
1 Power button Presghis button to boot up or shut down the device.
Presghis button to input deviceserialnumber, so that you can contro
2 Address .
the Device
3 Forward Multi-step forward speed and normal speed playback.
4 Slowmotion Multi-step slow motionspeed or normal playback.
5 Next record In playback statepressthis button to play back the next video.
6 Previous record In playback statepressthis button to play back the previous vide.
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No. Name Function
4 In normal playlackstate, presshis button to pauseplayback.
4 |n pause statepressthis button to resume tonormal playback.

7 Play/Pause . . . . . .

4 In live view window interfacepressthis button to enter video
search menu.

In the reverse playback state, predhis button to pause reverse
playback

8 Reverse/pause -
In the reverse playback pause statgressthis button to resume to
playback revermg state

9 E Go back to previous menu or cancel current operation (cldsent

SC.

interface or control)

4  Start or stop record manally.

4 Inrecord interfaceusethe direction buttons to select the channe|

10 Recod that you want torecord.

# Pressthis button for at least 1.5 secondand the manual record
interface will be displayed

Switch between current activated controlgy going left or right.
11 Direction keys In playback statethe keyscontrol the playback prgress bar.
Aux function(such aperatingthe PTZ menu)

4 Confirms an operation.
12 Enter/menu key | 4 Go tothe OK button.
4 Go tothe menu

Multiple-window

13 ) Switch between nultiple-window and onewindow.
switch
# In singlechannel monitoring mode, press this button to display
the PTZ control and color setting functions.
Switch the PTZ control menu in PTZ control interface.
# |[n motion detection interface, press this button with direction keys
14 En to complete setup.

# In text mode, pressand hold this button to delete the last
character.To use the clearing function: Long press this button for
1.5 seconds.
& |n HDD menu, switch HDD recording time and other information
as indicated in the pp-up message.
Alphanumeric Input password numbers.
15 keys &  Switch channel.
PressShift to switch the input method.

3.4 Mouse Operations
L1

The operations are based on the considerations for rigfinded users.

Operation Function

Click left mouse| Password input dialogue box pops up if you have not logged yet.
button In live view window interface, you can go to the main menu.
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Operation Function

When you have selected one menu item, clitko view menu content.

Implement the control operation.

Modify checkbox or motion detection status.

Click combo box to pop up drogdown list.

In text box, click the corresponding button on the paneio enter a numeral or
English character (small/capitalized).

# |n English input modeClick to enter a backspace andlick =

delete the previous character.

4 |In numeral input mode:Click to clearand click E= to delete the

previous character.

Implement special control operatioasuch as doubleclick one item in the file list
Double-click left | to playback the video

mouse button In multiple-window mode, doubleclick one channel to view in fullvindow.
Double-click current video again to go back to previous multiplgindow mode.
Rightclick in live view window interfacethe shortcut menuis displayed For
Right-click different series product, the shortcut menu may vary.

Exit current menu without saving the modification.

In numeral input box: Increase or decrease numeral value.

Click scrollwheel

Switch the items in the combo box.
button

Page up or page down

Point to ®lect and
move

Select current controhnd move it.

Dragging a| Select motion detection zone
selection box with

left mouse button

Select privacy mask zone.
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4 Connecting Basics

This chaptelintroduces the typical connectiordiagrams and ports connections

4.1 Typical Connection Diagram
I

The following figure is for reference only. The actual product shadivail
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4.2 Connecting to Video and Audio Input and Output

4.2.1 Video Input

The video input interface is BNC. The input video format includes/IRA&C BNCL.0\s.5 75 ).
The video signal should comply with your national standards.

The input video signal shall have high SNR, low distortion; low interiess natural colorand suitable
lightness.

Guarantee the stability and reliability of the camera signal

The camera shall be installed in a cool, dry place away ftbenconditions such as direct sunlight,
inflammable, andexplosive substances.

The camera and thé®VRshould have the same grounding to ensure the normal operation of the
camera.

Guarantee stability and r eliability of the transmission line

Please use high quality, sound shielded BNC. Please select suitable BWNE according to the
transmission distance.

If the distance is too long, you should use twisted pair cable, and you can addovidenpensation
devices or use optical fiber to ensure video quality.

You should keep the video signal away from the strong electromagneti®rference, especially the
high tension current.

Keep connection lugs in well contact

The signal line and shielded wire should bedik firmly and in well connection. Avoid dry joint, lap
welding, and oxidation.

4.2.2 Video Output

Video output includes a BNC (PAL/NTSC&£V5) output, a VGA outputand HDMI output. System
supports BNC, VGA and HDMI output at the same time.

When you are using ptype monitor to replace the monitor, please pay attention to the following
points:

z To defer aging, do not allow the pc monitor taun for a long time.

z Regular demagnetization will keep device maintain proper status.

z Keep it away from strong electromagnetic interference devices.

Using TV as video output device is not a reliable substitution method. You alsa neeeduce the
working hour and control the interference from power supply and other devices. Téw buality TV
may result in device damage.

4.2.3 Audio Input

This seriesof products audio input port adopt BNC port.
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Due to high impedance of audio input, please use active sound pigk

Audio transmission is similar to video transmission. Try to avoid interferedeg joint, loose contact
and it shall be away from high tension current.

4.2.4 Audio Output

The audio output signal parameter is usually over 200mv 1(BNC or RCA). It can ditlycconnect to
low impedance earphone, active sound box or amplifidrive audio output device.

If the sound box and the pickip cannot be separated spatially, it is easy to arouse squeaking. In this

case you can adopt the following measures:

z Use better sand pick-up with better directing property.

z Reduce the volume of the sound box.

z Using more sounebbsorbing materials in decoration can reduce voice echo and improve
acoustics environment.

z  Adjust the layoutof speaker and pickupo reduce squealng.

4.3 Connecting to Alarm Input and Output

Please read the followings before connecting.

Alarm input
z Make sure alarm input mode is grounding alarm input.
z  Grounding signal is needed for alarm input.
z Alarm input needs the low level voltage signal.
z  Alarm input mode can besither NC Normally Closed) or NO (Normdy Open).
z  When you are connecting twVRs or you are connecting onBVRand one other deviceyse a
relay to separate them

Alarm output

The alarm output port should not be connected to high power load directlyghall be less than 1A)
to avoid high current whichmight result in relay damageJse thecontactor to realize the connection
between the alarm output port and the load.

How to connect PTZ decoder

z Ensure the decoder has the same grounding wiltvR otherwisethe PTZmight not be controlled
Shielded twisted wire is recommended and the shielded layer is used to connect to thergling.

z  Avoid high voltage. Ensure proper wiring and some thunder protection measur

z Fortoo long signal wires,20 should be farallel connected between A, B lines on the far end to
reduce reflection and guarantee the signal quality.

z “485A, Bof DVRcannot parallel connect wh“485port” of other device.

z The voltage between of A, B lines of the decoder should be less than 5

Make sure the front-end device has soundly earthed

Improper groundingmight result in chip damage.
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4.3.1 Introducing Alarm Port
[l

The alarm input ports are dependent on the model you purchased.

|17 3 & & 5% E T 0 4 5 1071 17 + 13 14 15 16 &

o000 oD DOOCOD0DOODD0OD0

[MOICIHOZLINDIGE + A B 4

oo oDOoo QDO

Icon Description
1,23,4,5,6,7,8,9,
10, 11, 12, 13, 14, 15, | ALARM 1 to ALARM 16. The alarm becomes active in low voltage.
16
NO1 CINO2 C2NO3
C3

There are four groups of normiglopen activation output (on/off button)

—é— Ground cable.

485 communication port. They are used to control devices such asodler.
485 A/B 120 should be parallel connected between A, B lines if there are too many
PTZ decoders.

4.3.2 Alarm Input

Refer to the followingfigure for more information.

z  Grounding alarm inputswhich includesNO (Normaly Open) and NC(Normaly Closed) tyge.

z Paralkel connect COM end and GND end of the alarm detector (Provide external power to the
alarm detector).

z Parallel connect the Ground of thBVRand the ground of the alarm detector.

z  Connect the NC port of the alarm sensor to ti¥/Ralarm input(ALARM)

z Use the same ground with that oDVRIif you use external power to the alarm device.

Alarm itpd paldie end aboild jiag oo with desica pows) sad
Elarm desica connactien benmirel
—

+14 Lok
b PL Alarm devloe
fr=-] =1} = = copiactios Eeaiie
u i [
12 ALARK
= 48D

wzy =N

4.3.3 Alarm Output

z Provide external power to external alarm device.
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z To avoid overloadingread the following relay parametersable carefully.
z RS485 A/B cable is for the A/B cabléthe PTZ decoder.

4.3.4 Alarm Output Relay Parameters

i

Refer to the actual product for relay model information.

Model

HFD23/005-1ZS

HRBL1SDC5V

Material of the touch

AgNi+ gold-plating

AuAg10/AgNi10/CuNi30

Rated switch
. 30VDC 1A/125V AC 0.5A | 24V DC 1A/125V AC 2A
capacity
) Maximum switch
Rating 62.5VA/30W 250VA/48W
) power

(Resistance . -
Maximum switch

Load) 125V AC/60V DC 125V AC/60V DC
voltage
Maximum switch

2A 2A

currency
Between touches 400VACL minute 500VACL minute

Insulation Between touch and i .
winding 1000VACL minute 1000VACL minute

Turn-on Time

5ms maximum

5ms maximum

Turn-off Time

5ms maximum

5ms maximum

. 1x10times 5x10° times
Mechanical . .
. (300 times/MIN) (300 times/MIN)
Longevity - -
. 1x10P times 2.5x10¢ times
Electrical i )
(30 times/MIN) (30 times/MN)

Working Temperature -30- —+70- 40- —+70-
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S Local Configurations

Read the following notes prior to usinghe Device.
=
z The interfaces in the Manual are used for introducing the operations antydor reference. The
actual interface might be different dependent on the model you pthased.If there is
inconsistency between the Manual and the actual product, the actual protishall govern.
z The Manual is a general document for introducing the product, so there migaslome functions
described for the Device in the Manual not apply the model you purchased.
z Conventionsfor mouse operations on a menu
Click Onthe menu, eft-click the mouseonce on an optionto enter the option setting.
Rightclick On any interface, rightlick the mouse once to return to the previous level. For
detailsabout mouse operations, se&.4Mouse Operation$

5.1 Initial Settings

5.1.1 Booting up

A\

z Ensure the input voltagecorresponds to the power requirement of the Device. Power on the
Device after the power cable is properly connected.

z To protect the Device, connect the Device with the power cable first, and thennect to the
power source.

z To ensure the stable work of the Device and the external devices connectedgdevie and to
prolong the HDDIife, it is recommended to refer to the national related standard to use the power
source that provides stable voltage with less interference from ripplesSiBwer source is
recommended.

Step 1 Connect the Device to the monitor.

Step 2 Plug inthe power cable to the Device.

Step 3 Press the power button to turn on the DevicEhe power indicator light is on.

On the connected monitor, hie live view screen is displayed by defadkt.you turn on the
Device during the time period that is configured for recording, the system stagsording
after it is turned on, and you will see the icon indicating recording status is waykimthe
specific channels.

5.1.2 Initializing the Device

When booting up for the first time, you need to configure the password informati for admin (by
default).
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To secure the Device, it is strongly recommended for you to propeeggkthe password for admin

and modify it regularly.
Step 1 Turn on the Device.
Thelocation, Language andVideo Standard interface is displayed. Se&

Flasmnze mulwsl ar i bam,

Step 2 Select your location from the drojlown list, then language and video standard will match
your location automatically. You can change the language and video standaeshuoally.

Step 3 ClickNext.
TheDahua Software License Agreanent interface is displayed. Se@

Casei-ide SOFTisaRE LG EMEE AGREFRMENT

i reEt LTy

o L vk ety e

Step 4 Tick the check box thathave read and agree to all terms and then clickNext.
TheSystem Zoneand System Timeinterface is displayed. Se&
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Step 5 Select system zone, configure system time, and then dhielkt.
TheEnter Passwordinterface is displayed.

Step s Configure the password information for admin.

Confirm Password

Parameter Description
User By default, the user iadmin.
Password In the Password box, enter the password for admin.

The new password can be set from 8 characters through 32 characte
and contairs at least two types from number, letter and special
characters (excluding™, "™, ";", ":" and "&").

Prompt Hint

In the Prompt Hint box, enter the information that can remind you of
the password.

[LI

=)

On the login interface, clicldssll, the prompt will display to help you find

back the password.

'S

Step ¥ ClickNext.

TheUnlock Pattern interface is displayed.
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Pritlaliaa o

Step 8 Draw an unlock pattern.
After the setting is completed, th®assword Protection interface is displayed

[1I
z The pattern that you want to set must cross at least four points.
z If you do not want to configure the unlock pattern, clickkip.
z Once you have configured the unlock pattn, the system will require the unlock
pattern as the default login method. If you skip this setting, enter theessword for login.

Lo IR L i [
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Stepd  Configure the protection parameters for password.
After configuration, if you forgt the password for admin user, you camset the password
through the reserved email address or security questions. For detailsualvesetting the

password, se®.1.3
If you do not want to configure the settings, disable the email address ardurity questions

functions on the interface.
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Password

) Description
Protection Mode

Enter the reserved email address.

In the Reserved Email box, enteran email address for password res#t.
you forget the passwordenterthe security codethat you will get fromthis
reservedemailaddressto reset the password of admin.

Reserved Email

Configure the security questions and answers.
Security Questiong If you forget the password,enter the answers to the questions can make
you reset the password.

LI
If you want to configure the email or security questions fucntion later orwwant to change the
configurations, selecMain Menu > ACCOUNT > Password Reset

Step 10 ClickOKto complete the settings.
TheEnd-User License Agreementinterface is displayed.

Step 11 Selectl haveread and agree to all terms check box.

Step 12 ClickNext.
TheStartup Wizard interface is displayed. For details about quick settings during startug, se
5.14

5.1.3 Resetting Password

You can reset the password by the folling methods when you forget the password for admin
account.
z If the password reset function is enabled, you can use mobile phone to sharQR code to reset
the password. For details, séB.1.3.2Resetting Password on Local Interfdte
z If the password reset function is disabled, there are two situations:
.+ If you configured security questions, you can find back the password by theusg
guestions.
o+ If you did not configure the security questions, you can only use tleeat button on the
mainboard to restore the Device to factory defaulor details, se€5.1.3.3Using Reset
Button on theMainboard"
L1

Not all models are provided with reset button.

5.1.3.1 Enabling Password Reset Function

Step 1 SelectMain Menu > Account > Password Reset
The Password Resetinterface is displayed.
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Step 2 Enable the Password Reset function.
o
This function is enabled by defdiu
Step 3 ClickApply to save the settings.
When Password reset function is disabled, you can retrieve passworditirdollowing ways:
z You can retrieve password through resetting password on local interface ongifteset
button on the mainboard when the devicsupports Reset button.
z You can only retrieve password through resetting password on local intezf@make sure
that security questions are preset) when the device does not support Resetoloutt

5.1.3.2 Resetting Password on Local Interface

Step 1 Enter the login interfae.
z If you have configured unlock pattern, the unlock patteradin interface is displayed.

ClickForgot Pattern, the passwad login interface is displayed.
z If you did not configure unlock pattern, the password login interface is diggged. Click

- to display the password with plaintext.
=
To login from other user account,rothe unlock pattern login interface, clicBwitch User, or
on the password login interface, in theser Namelist, select other users to login.
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Step 2 Click .
z If you have set the reserveeimail address, th&rompt message interface is displayed.
z If you did not set the reserved email address, the email entering interface idaiisg.
SeeStep 3 Enter the email address, and then cligkext, the Prompt message interface
is displayed.
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Step 3 ClickOK
ThePassword Resetinterface is displayed.
=
After clicking OK, the system will collect your information for password reset, and the
information includes but not limited to email address, MAC address, dadice serial number.
Read the prompt carefully before clickin@K.

Step 4 Reset the password.
z QR code
Follow the onscreen instructions to get the security code in your reser email address.
In the Security code box, enter the security code.
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z You can get the security code twice by scanning the same QR code.ulf yo
need to get the security code once again, refresh the interface.
z Use the security code received in your email box to reset the password withi
24 hours; otherwise the security code becomes invalid.
z  Security questions
1) On the Reset password interface as shown irStep 3 in the Reset Typelist, select
Security Questions, the Security Questions interface is displayed.

LI

If you did not configure the security questions before, in tReset Typelist, there will be
no Security Questions.
2) Inthe Answer box, enter the correct answers.

Step 5 ClickNext.
The new password resetting interface is displayed.

a7



@\‘!ﬂ‘ua Usels Manual

Stepf  In the New Password box, enter the new password and enter it aigain the Confirm
Password box.

Step 7 ClickSave The password resetting is started.
After resetting is completed, a popip message is displayed.

Step B ClickOK
A pop-up message is displayed asking if you want to sync the password with the remote

devices.
z ClickCancd, the resetting is finished.
z ClickOK, the Sync Info interface is displayed.

ANEHTH I T

e E I W TER T o T

LI

This message appears only when there are digital channels insteamhlyfanalog channels.
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5.1.3.3 Using Reset Button on the Mainboard

You can always use the reset button on the mboard to reset the Device to the factory default.

L1

Not all models are provided with reset button.

Step 1 Disconnect the Device from power source, and then remove the cover paneld€tails about
removing the cover panel, se®.2Installing HDD'

Step 2 Find the reset button on the mainboard, and then press and hold the resetttmitfor 5
seconds to 10 seconds.

Step 3 Reboot the Device.
After the Device is rebooted, the settings have been restored to the factory défaolu can

start resetting the password.
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5.1.4 Setting Up with the Startup Wizard

5.1.4.1 Entering Startup Wizard

The Startup Wizard helps you configure the basic settings to set up the [Revic

After you have initialized the Device, &tartup Wizard interface is displayed.

z If you select theAuto-check for updates check box, the system will notify you automatically
when updates are available.

z  After the autocheck function is enabled, to notify you to update timely, the systevill collect
the information such as IP address, device name, firmware version, anadeleerial number. The
collected information is only used to verify the legality of the Devicedgmush upgrade notices.

z Ifyou clear théAuto -check for updates check box, he system wilhot perform automatic checks

5.1.4.2 Configuring General Settings

You can configure the general settings for the Device such as Device nlanguage, and settings for
instant playback.
You can also configure general settings by selectidgin Menu > SYSTEM> General > Basic
Step 1 On theStartup Wizard interface, ¢ick Next.
TheBasicinterface is displayed.
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Step 2 Configure the basic settings parameters.

Parameter

Description

Device Name

In the Device Namebox, enter the Device name.

Device No.

In the Device No.box, enter a number for the Device.

Al Mode

SelectSMD, Faceor IVS&SMDfor Al function in5.11.2For Lite Al Series

4 WhenSMDis selected, only SMD is available

# WhenFaceis selectedonly face detection and face recognitioare
available

# WhenlVS&SMDis selected, only IVS and SMD are available

L1l

This parameter is supported on select models. SMD, face detection,

recognition and IVS cannot be enabled sintaheously on those models.

Language

In the Language list, select a language for the Device system.

Video Standard

In the Video Standard list, selectPAL or NTSCaccording to your actual
situation.

Instant Playback

In the Instant Playback box, enter thetime length for playing back the
recoded video. The value ranges from 5 to 60.

On the live view control bar, click the instant playback button to play bg
the recorded video within the configured time.

Logout Time

In the Logout Time box, enter the standly time for the Device. The Devig
automatically logs out when it is not working for the configured tim
period. You need to login the Device again.

The value ranges from 0 to 60. O indicates there is not stantime for the
Device.

ClickMonitor Channel(s) when logout. You can select the channels th

face

D @

you want to continue monitoring when you logged out.

51



@lhua

Users Manual

Parameter Description

Enable the navigation bar. When you click on the live view screen, |the
navigation bar is displayed.

Mouse Pointer Adjust the speed 6double-click by moving the slider.

Speed The bigger the value is, the faster the doubdticking speed must be.

Navigation Bar

5.1.4.3 Configuring Date and Time Settings

You can configure the system time, choose the time zone, set the daylighihgatime, and enable the
NTP server

You can also configure date and time settings by selectiMgin Menu > SYSTEM> General > Date

&Time.

Step 1 After you have configured the general settings, on tiBeneral interface, clickNext.
TheDate &Timeinterface is displayed.

Dol AT ire

=l aur

Marnidal e ale

Step 2 Configure the settings fodate and time parameters.

Parameter Description

In the System Timebox, enter time for the system.
Click the time zone list, you can select a time zone for the system, and the
time in adjust automatically.

System Time A

Do not change the system time ralomly; otherwise the recorded vided
cannot be searched. It is recommended to avoid the recoding period or stop
recording first before you change the system time.

Time Zone In the Time Zonelist, select a time zone for the system.
Date Format In the Date Format list, select a date format for the system.
Date Separator In the Date Separator list, select a separator style for the date.
) In the Time Format list, selectl2-HOURor 24-HOURfor the time display
Time Format
style.
DST Enable the Daylight Savingime function. ClickVeek or clickDate.
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Parameter Description

Start Time
Configure the start time and end time for the DST.

End Time
Enable the NTP function to sync the Device time with the NTP server.
11

NTP

If NTP is enabled, device time will be automatically synchrodizeith
server.

Serve Address

In the Server Addressbox, enter the IP address or domain name of t
corresponding NTP server.

Click Manual Update, the Device starts syncing with the serv
immediately.

Port

The system supports TCP protocol only and thefaldt setting is 123.

Interval

In the Interval box, enter the amount of time that you want the Device 1o

sync time with the NTP server. The value ranges from 0 to 65535.

5.1.4.4 Configuring Network Settings

You can configure the basic network settings such as mede, IP version, and IP address of the Device.

You can also configure network settings by selectikgin Menu > NETWORKs TCP/IR
Step 1 After you have configured the date and time settings, on tBate &Timeinterface, clickNext.
TheNETWORKnterface is diplayed.

R Peirslawr Moy Lipibopfres

Step 2 Configure the settings for network parameters.
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Parameter Description
) In the IP Version list, you can selecitPv4 or IPv6. Both versions arg
IP Version
supported for access.
MAC Address Displays the MAC address of the Device.
Enable the DHCP function. The IP address, subnet mask and default gateway
are not available for configuration once DHCP is enabled.
# |f DHCP is effective, the obtained information will display in the
Address box, Subnet Mask box and Default Gateway box. If not, all
DHCP values show0.0.0.0
4 |f you want manually configure the IP information, disable the DHCP
function first.
4 If PPPOE connection is successful, the IP address, subnet mask, d
gateway, and DHCP are not available for configuration.
IP Address Enter the P address and configure the corresponding subnet mask g

Subnet Mask

Default Gateway

default gateway.
LL

IP address and default gateway must be in the same network segment.

DNS DHCP

Enable the DHCP function to get the DNS address from router.

Prefered DNS

In the Preferred DNSbox, enter the IP address of DNS.

Alternate DNS

In the Alternate DNSbox, enter the IP address afternate DNS.

MTU

In the MTU box, enter a value for network card. The value ranges fitiz80

byte through 1500 byte. The defauis 1500.

The siggested MTU values are as below.

4 1500: The biggest value of Ethernet information package. This valy
typically selected if there is no PPPoE or VPN connection, and it is
the default value of some routers, network adapters and s\is.
1492: Optimized value for PPPoOE.

1468: Optimized value for DHCP.
1450: Optimized value for VPN.

Test

ClickTestto test if the entered IP address and gateway are interworking.

5.1.4.5 Configuring P2PSettings

You can add the Device into your cell phone citeor the platform to manage.

You can also configure P2P function by selecti¥igin Menu > Network > P2P.

LI

eis
also

Make sure the DVR is connected into the Internet, and if yes, irstiagéus box of the P2P interface, it

showsOnline.
After you have configured tk network settings, on théNetwork interface, clickNext.

Step 1

TheP2Pinterface is displayed.
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Step 2 Enable the P2P function.
After the P2P function is enabled and connected to the Internet, the systethowllect your
information for remote access, and the information includes but not limited to ehzaldress,
MAC address, and device serial number.

You can start adding the device.

z  Cell Phone Client: Use your mobile phone to scan the QR code to add the denathe
Cell Phone Client, and then you can stadcessing the Device.

z Platform: Obtain the Device SN by scanning the QR code. Go to the P2P management
platform and add the Device SN into the platform. Then you can accessmaanage the
device in the WAN. For details, refer to the P2P operation manual.

z You can also enter the QR code of Cell Phone Client and Device SN higglick

- on the top right of the interfaces after you have entered the Main Menu.

z If selection of this function is canceled, thhote interface is displayed.
Choose to enable it or naaccording to your actual need.

To use this function, take adding device into Cell Phone Client as an exampl

Adding Device into Cell Phone Client
Step 1 Use your cell phone to scan the QR code under Cell Phone Client to downl@adgplication.

Step 2 On your celphone, open the application, and then taE.

Themenu is displayed. You can start adding the device.
3) TapDevice Manager.
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TheDevice Managerinterfaceis displayed.

Dievice Manages

Cranle disvice card

4) Tap on the top rightcorner.

The interface requiring device initialization is displaye8l.pop-up message reminding
you to make sure the Device is initialized is displayed.
5) TapOK
‘ If the Device has not been initialized, Tapevice Initialization to perform
initializing by following the onscreen instructions.
* If the Device has been initialized, you can start adding it directly.
6) TapAdd Device.
The Add Device interface is displayed.
LI
You can add wireless device or wired device. The Manual takes adding wired devae a
example.

56



@’hua

Users Manual

Hepisier Mode:

7) TapP2P.
TheP2Pinterface is displayed.

8) Ener a name forhe DVR, the username and password, scan the QR code ubelece

SN

9) TapStart Live Preview.
The Device is added and displayed on the live view interface of the cell phone.
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5.1.4.6 Configuring Encode Settings

You can configure the settings of main stream and sub stream for the Device.

You can also configure encode settings by selectvigin Menu > CAMERA> Encode> Audio/Video .
Step 1 After you have configured the P2P settings, on thadio/Video interface, clickNext.
TheEncodeinterface is displayed.

Step 2 Configure the settings for the main/dustreams parameters.
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Parameter

Description

Channel

In the Channel list, select the channel that you want to configure th
settings for.

Smart Codec

Enale the smart codec function. This function can reduce the video
stream for nonrimportant recorded video to maximize the storage space

bit

Type

# Main Streamin the Type list, selectGeneral, MD (Motion Detec), or
Alarm.
#  Sub Stream: This setting is not configurable.

Compression

In the Compression list, select the encode mode.

4 H.265: Mairprofile encoding. This setting is recommended.

4 H.264H: High profile encoding. Low bit stream with high definition.

4 H.264:Main profile encoding

4 H.264. Baseline profile encodingThis setting requires higher bi
stream compared with other settings for the same definition.

—

Resolution

In the Resolution list, select resolution for the video.
The maximum video resolution might be different dependent on yol
device model.

r

Frame Rate (FPS)

Configure the frames per second for the videthe higherthe value is the
clearer and smoother the image will becomeFrame rate changes alon
with the resolution.

Generally, in PAL format, you can select the value from 1 through 2}
NTSC format, you can select the value from 1 through 30. However,
actud range of frame rate that you can select depends on the capability
the Device.

b: i
the
of

Bit Rate Type

In the Bit Rate Type list, seleciCBR(Constant Bit Rate) &/BR(Variable Bit|
Rate). If you seledEBR the image quality cannot be configured; if yo
selectVBR the image quality can be configured.

[

Quality

This function is available if you sele¢BRin the Bit Rate List.
Thebigger the value isthe betterthe image will become.

| Frame Interval

The interval between two reference frames.

Bit Rate (Kb/S)

In theBit Ratelist, select a value or enter a customized value to change
image quality. The biggethe value isthe betterthe image will become.

the

Audio Source

Compression

Video Enable the function for sub stream.
ClickMore, theMore interface is displayed.
Audio # Audio: Tis function is enabled by default for main stream. You ne

to manually enable it for sub stream 1. Once this function is enabl
the recorded video file is composite audio and video stream.

4 Audio Source: In theAudio Source list, you can selectocal and
HDCVI

*  Local: The audio signal is input from Audio In port.

‘  HDCVI: The audio signal is input from HDCVI camera.

4 Compression: In th€ompression list, select a format that you need

ed
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5.1.4.7 Configuring Snapshot Settings

You can configure the basic snapshot settings such as quantity of snapshot each time, elfahto
take snapshot, and image size and quality of snapshot.

You can also configure general settings by selectiigin Menu > CAMERA> Encode> Snapshot.

For more informationabout snapshot settings, se&!8Configuring Snapshot Settings
Step 1 After you have configured the encode settings, on tlscodeinterface, clickNext.
TheSnapshot interface is displayed.

Step 2 Configure the settings for the snapshot parameters.

Parameter

Description

Manual Snapshot

In the Manual Snapshot list, select how many snapshots you want to tal
each time.

Channel

In the Channel list, select the channel that you warto configure the
settings for.

Type

In the Mode list, you can selecHuman Face Event, or General as the

event type for which you want to take a snapshot.

#  Scheduled: The snapshot is taken during the scheduled period.

4« Event:The snapshot is taken when there is an alarm event occurs, §
as motion detection event, video loss, and local alarms.

# FaceSnapshot: The snapshot is taken when the face is detected. T

face detection function is support only with the Channel 1.

Size

In the Size list, select a vae for the image The bigger the value is, the

better the image will become.

Quality

Configure the image quality by 6 levels. The higher the level is, the be
the image will become.

Interval

Configure or customize the snapshot frequency.

5.1.4.8 Configurin g Basic Storage Settings

e

uch

he

tter

You can configure the settings for the situations when HDD is full, file tangnd time length of
recorded video, and the settings if to autdelete the old files.

You can also configure basic storage settings by selectifgin Menu > STORAGE Basic
Step 1 After you have configured the encode settings, on tlsmapshot interface, clickNext.
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The Basicinterface is displayed.

Step 2 Configure thebasic storagesettings parameters

Parameter Description

Configure the settings forhe situation when all the read/write discs are

full, and there are no more free discs.

4 SelectStop to stop recording

Disk Full 4  SelectOverwrite to overwrite the recorded video files always from the
earliest time.

[1I

The locked recorded video files will not be overten.

Create Video Files| Configure the time length and file length for each recorded video.

Configure whether to delete the old files and if yes, in tBelete Expired

Fileslist, selectCustomto configure the time length for how lag you want

to keep the old files.

Delete Expired
Files

5.1.4.9 Configuring Recorded Video Storage Schedule

You can configure the schedule for the recorded video such as channels tadeetarm settings, and
the armed period.

You can also configure recorded video storage settingg $electingMain Menu > STORAGE>

Schedule > Record

Step 1 After you have configured the basic storage settings, on Basicinterface, clickNext.
TheRecordinterface is displayed.
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Step 2 Configure therecord settingsparameters.

Parameter

Description

Channel

In the Channel list, select a channel to record the video.

Pre-record

In the Pre-record list, enter the amount of time that you want to start th
recording in advance.

Redundancy

If there are several HDDs installed to the Device, you can set one o

D

the

HDDsas the redundant HDD to save the recorded files into different HDDs.
In case one of the HDDs is damaged, you can find the backup in the gther

HDD.

# SelectMain Menu > STORAGE Bisk Manager, and then set a HDD

as redundant HDD.
4 SelectMain Menu > STORAGE Schedule> Record, and then select
the Redundancy check box.
If the selected channel is not recording, the redundancy function tak

es

effect next time you record no matter you select the check box or not.

If the selected channel is recording, the current recorded files will
packed, and then start recording according to the new schedule.
[11

z  Not all models support this function.

z The redundant HDD only back up the recorded videos but n
snapshots.

Event type

Select the check box of the event type which Indes General, Motion
(motion detect, video loss, tempering, diagnosigilarm (loT alarms, local

be

alarms, alarms from alarm box, IPC external alarms, IPC Offline alarms),

M&A, Intelligent (IVS events, face detection), aRDS

Period

Define a period durig which the configured recording setting is active.
(11

The system only activates the alarm in the defined period.

Copy

ClickCopyto to copy the settings to other channels.

Step 3 Define the video recording period by drawing or editing. By default, it csize all the time.

z

1)

Define the period by drawing.
Select the check box of event type.
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2) Definea period. The system supports maximum six periods.

*  Define for the whole week: Clic. next to All, all the icon switches tc. , you

can define the period for all theays simultaneously.

* Define for several days of a week: Cli. before each day one by one, the icon

switches to . You can define the period for the selected days simultaneously.

3) On the timeline, drag to define a period. The Device starts recoding tHeded event
type in the defined period.

The color bar indicates the event type that is effective in a defined period:
z Recording priority in case of event types are overlapp&&A > Alarm >
Intelligent > Motion > General.

z Select the check box of evernype, and then cIick. to clear the defined

period.
z When selecting MD&Alarnthe MD and Alarm check boxes will be cleared
respectively.
z Define the period by editing. Take Sunday as an example.

4) Click .

ThePeriod interface is displayed.
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5) Enter the time fame for the period and select the event check box.
There are six periods for you to set for each day.
Under Copy to, selectAll to apply the settings to all the days of a week, or select
specific day(s) that you want to apply the settings to.
6) ClickOKto save the settings.
Step 4 ClickOKto complete the settings.

LI

z ClickCopyto copy the settings to other channels.
z  After configuring the recording schedule settings, you need to perfornetfollowing
operations to start recording according to the defined schedule.
‘  Enable the alarm event and cofigure the settings for the recording chanrier
details, se€5.10Alarm Events Settings
*  You need to enable the recording function, 8€5.9.1Enabling Record Contrdl

5.1.4.10 Configuring Snapshot Storage Schedule

You can configure the storage schedule for the snapshot such as channels to tagesbkat, alarm
settings, and the armed period.

You can also configure snapshot storage settings by selectifejn Menu > STORAGE Schedule >

Snapshot.

Step 1 After you have configured the video recording settings, on tRecordinterface, clickNext.
TheSnapshot interface isdisplayed.
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Step 2 Configure thesnapshot settingparameters
Parameter Description
Channel In the Channellist, select a channel to take a snapshot.
Select the check box of the event type which includégneral, Motion ,
Event type .
Alarm, M&A, Intelligent , and POS
Define a period during which the configured snapshot setting is active.
Period For details about defining a period, seb.1.4.9Configuring Recorded
Video StorageSchedule’
Copy ClickCopyto copy the settings to other channels.
Step 3 ClickOK
A pop-up message is displayed.
Step 4 ClickOK
The live view screen is displayed. The setting up with startup wizarcmpteted. You can
start using the Device.
Step 5 (Optional) After he setting with startup wizard is completed, if the connected HDMI digpla

resolution is inconsistent with default resolution1280*1024, a dialog box will pop up.
Choose to switch the resolution or not.
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Change Resolution

The monitor supports 3840 x 2160 resolution, do

yvou want to change the device resolution?

Cancel

5.2 Live View

After you logged in the Device, théve view is displayedlhe number of channels displayed depends
on your model.

To enter the live vier screen from other interfacesljick - on the top right of the screen.

5.2.1 Live View Screen

You can view the live video from the connected camethsough each channebn the screen

z By default, the system time, channel name aaldannelnumber are displayed on eacbhannel
window. This setting can be configuredytselectingMain Menu > CAMERA > Overlay > Overlay

z Thefigure in the bottom right corner represets channel numberlf the channelposition is
changed or the channel name is modified, you can recognize the channel number lg/fihure
and then perform the operations such as record query and playback.
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Icon Function
[ ] Indicates recording status. This icon displays when the video is beingroksmh
X This icon displays when the motion detection occurs in the scene.
2 This icon displays when the video loss istdcted.
[ -] This icon displays when the channel monitoring is locked.
=" TPg

To switch the position of two channels, point to one of the two channels, andrtitieag the window
to the other channel.

5.2.2 Live View Cotrol bar

The live view control bar provides yoweess to perform the operations such as playback, zoom,-real
time backup, manual snapshot, voice talk, adding remote devices, andastieswitch.

When you move the pointer to the top middle position of@annelwindow, the live view control bar
is displayd. Sed for analog channebnd O for digital channel

[

If there is not operation for six seconds after the control bar is displayled,control bar hides
automatically.

1 2 3 4 5
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No. | Function No. | Function No. | Function

1 Instant Playback | 4 Manual Snapshot 7 Camera Registration
2 Digital Zoom 5 Mute / /

3 Instant Record 6 Audio Talk / /

5.2.2.1 Instant Playback

You can play backhe previous five minutes to sixty minutes of ¢hrecorded video.

By clicking , the instantplayback interface is displayed. The instant playback ktzes following

features:

z

z

z

Move the slidetto choose the time you want to start playing.

Play, pause and close playback.

The information such as channel namand recording status icon are shielded during instant
playback and will not display until exited.

During playback, screen sipllayout switch is not allowed.

To change the playback time, selelgtain Menu > SYSTEM > General > Basiim thelnstant Play
box, enter the time you want to play back.
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5.2.2.2 Digital Zoom
You carenlarge a specific area tiie image to view the details by either of the followingvo ways.

z Click , the icon switches t(.. Hold down the left mouse button to select the area you

want to enlarge. The area is enlarged after the left mouse button is released.
z Point to the center that you want to enlargeptate the wheel button to enlarge the area.

[

z For some models, when the image is enlarged in the first way described prelypthe selectd

area is zoomed proportionally according to the window.
z  When the image is in the enlarged status, you can drag the image towaryl direction to view

the other enlarged areas.
z Rightclick on the enlarged image to return the original status.

5.2.2.3 Instant Record

You can record the video of any channel and save the clip into a USB storageedevi

By clicking , the recording is started. To stop recording, click this icon again. T is

automatically saved into the connected USB storage device.
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5.2.2.4 Manual Snapshot

You can take one to five snapshots of the video and save into a USB storageede

By clicking E you can take snapshots. The snapshots are automatically saved into theected

USB storage device. You can view the snapshots on your PC.

L1

To change theguantity of snapshots, seledlain Menu > CAMERA > ENCODE > Snapshat the
Manual Snaplist, select the snapshot quantity

5.2.2.5 Mute (Analog channel only)

You can nute the video soundby clicking m This function is supported in singlehannel view.

5.2.2.6 White Light (Supported on camera with white light function)

Click BEH to manually control the camera to turn on the white light function

5.2.2.7 Siren (Supported on camera with siren function)

e
I
Click to manually control the camera to generate alarm sound.

5.2.2.8 Two-way Talk Digital channel only)

You canperform the voice interaction between the Device and the remote device to improve
efficiency of emergency. This function is supported only when the remiptconnected IPC device
supportsbidirectional talk.

z Click . the icon swithes to , the bidirectional talkof the remote device is turned o he

bidirectional talkof other digital channelssdisabled.

z Click H to cancel thebidirectional talk Thebidirectional talk of other digital channelsis

resumed.

5.2.2.9 Adding Camera (Digital channel only)

You can view the information of remote devices and add new remote devices to pthe current
connected devices.
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By clicking G , theCamera Listinterface is displayed. For details about adding the remote devices,

see 5.6Configuring Remote Devices

5.2.3 Navigation Bar

You can access the functions to perform operations through the function is@m the navigation bar.
For example, you can access Main Menu amdtch window split mode

[l

The navigation bar is disabled by default. It does not appear in the live vieeestuntil it is enabled.
To enable it, seledlain Menu > SYSTEM > General > Basienable the Navigation Bar, and then
click Apply .

Function

OpenMain Menu.

Expand or condense the navigation bar.

Select viewlayout.

Go to the previous screen.

Go to the next screen.

Enable tour function. The icon switches t.

Open the PTZ control panel. For details, séet'Controlling PTZ
Cameras

Open thelmage interface.

[0l

This function is supported only in singlehannel layout.

Open the record search interface. For detail, sSB®Playing Back
Videa"

Open theAlarm Status interface to view the device alarm status. Fg
details, se€’5.21.3Viewing Event Informatiori

Open theCHANNEL INFGnterface to display the information of
each channel.

=

Open theCamera Listinterface. For details, se&.6.1Adding
Remote Device$

Open theNetwork interface. For details, se®.15.1Configuring
Network Settings'

Open theDisk Manager interface For details, seé18.3
Configuring DiskManaget'

[ ] I g
o
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Icon Function
Open theUSB Managementinterface. For details about USB
operations, see5.14.2Backing up File§'5.21.2Viewing Log
. Information”, '5.20.4Exporting and Importing System Settings
"5.20.6Updating the Devicée"

5.2.4 Shortcut Menu

You can quickly access some function interfasegh as main menu, record seardATZ setting, color
setting and selectthe view split mode.

Right-click on the live view screen, the shortcut menu is displayedr details about the functions of
shortcut menu, sed.

11

After youaccess any interface through shortcut menu, you can return to the prasiscreen by
right-clicking on the current screen.

Main Menu
Search

FPTZ Control
View 1

View 4

View 8

View 9
Sequence
Previous Screen
Next Screen
Add Camera
Manual Control
Live Mode
Auto Focus

Image

Camera Property

Sub Port
Function Description
Main Menu OpenMain Menu interface.
Search Open thePLAYBACHnterface where you can search and play back
record files.
PTZ Open thePTZinterface.
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Function

Description

View Layout

Configure the live view screen as a singlbannel layout or multi
channel layout

Previous Screen

Next Screen

ClickPrevious Screeto go to the previous screen. For example, if yol
are using4-split mode, the first screen is displaying the channef1
clickNext screen, you can view channel-8.

Add Camera

Open theCamera Listinterface. For details, se&.6 Configuring
Remote Devices

LT

This parameter displays on the rigidlick menu only after setting at
least one channel tdP type in Main Menu > CAMERA > Channel
Type.

Manual Control

# SelectRecord Mode, you canconfigure the recording node as
Auto or Manual, or stop the recording. You can also enable
disable snapshot function

& SelectAlarm Mode, you canconfigure alarm output settings.

4 SelectGeneral, the layout of live view screen is as default.

Live Mode Select Face the detected fae snapshots are displayed in th
bottom of the live view screen.
Point to the channel windowand right-click onit to open the shortcut
menu, and then &ick Auto Focus.
Auto Focus IJ_IJ
Not all cameras support this function.
Image Open thelmage interface where you can adjust the video image colo
Camera Property Click to modify the camera properties.
Sub Port Click to switch to extra screen control.

5.2.5 Al Preview Mode

or

You can view the detected facesapshotsand comparison results of detected faces andcetFaces in
the library, and play back the recorded picture file.

To display the Al preview mode, the face detection function must be enabled. Faaidetsee5.11.1.1

FaceDetection."

Right-click on the live view screen to display the shortcut menu, and then sdlés Mode > Al Mode,
the Al prevew mode interface is displayed.
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d: Indicates the quantity of detected facdsom 0 A.M. to midnight

. Indicates the quantityf detectedhumans 0 A.M. to midnight
z m: Indicates the quantity of detectechotor vehiclesO A.M. to midnight

z : Indicates the quantity of detected neamotor vehicles 0 A.M. to midnight.

z .: Click this icon and then select the face attributes that younvin display on the Al preview

mode. Maximum four attributes are supported to display. See

z .: Click this icommo export counting report in .csv format. The report informatiagmcludes date,

starting time, erding time, and the number of human, vehicle and face. The title of report is
named as'device name_ XVR_AI_Statistics_starting time_ending timé.csv
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Propartles

ShowkFacs: HumanB.. MNon-Motor

ATErbATa: Attribwte:--
AT e-- ATtribsute --
ATLriba e Attrbaita:--

ATLI llr:;_;r_ AT b Te --
,;-Ip.lll'

Tima [ Tima

Cancel

5.2.6 Channel Sequence

You can adjust thehannel sequence displayed on live interface on actual needs.

A\

Thelive view interface displays the default channel sequence after resipifactory defaults.
Step 1 Rightclick on the live view interface and seleSequence
TheSequenceinterface is displayed.
LI
z The system displays the maximum number of window splits suppartey the DVR after
selecting Sequence.
z The Sequence interface displays only the channel name and channel number of cadde

remote devices.. represents the remote device is online, an. represents the

remote device is offline.
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Figure 5-5 Sequence

Seuence

Apply

Step 2 Adjust channel segence.
z Drag a channel to the target window split.
z Drag a window split to another to change the sequence.

You can view the channel sequence according to the channel number on the tenight
corner of the window split.
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Figure 5-6 Adjusted Sequece

5.2.7 Color Setting

You can adjust the video image color effect such as sharpness, brightness, amdrast. The
parameters are different according to the connected camera typgkd analog channel as an example.

LI
Parameters displayed on the interface vary from different caagrthe actual interface shall prevail.

In the live view screenjght-click on the analog channeto see the shortcut menu, and thenetect
Image, the Image interface is displayed.

For details, seé&.5.1Configuring Image Settings
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Slainduard

Parameter Description

Divide 24 hours into two periods and configure the corresponding
color settings.
Effective Time Enable the function and then set the effective time for eggériod.

Period

Adjust the sharpness of image edg€he bigger the value is, thmore
Sharpness obvious the image edge, and the noise is also greater.
The value ranges from 1 to 15. The default value is 1.

Adjust the hue of image. The value ranges from QL20. The default
value is 50.

Adjust the image brightnessThe value ranges from 0 to 100. The
default value is 50.

The bigger the valuas, the brighter the imagewill become You can
adjust this value when the image as a whole looks darlboght.
However, the image is likely to become dim if the value is too big.
The recommended range is between 40 and 60.

Adjust the image contrast. The bigger the value is, the more obvioug
the contrast between the light area and dark areéll become.You can
adjust this value when the contrast is not obvious. However, if the
value is too big, the dark area is likely to become darker and the ligh
area over exposed. If the value is too small, the image is likely to
become dim.

The value ranges from 0 to 100. The default value is 50. The
recommended range is between 40 and 60.

Hue

Brightness

—

Contrast
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Parameter Description

Adjust the color shades. The bigger the value, the lighter the codt
become This value does not influence the general image lightness.
The value ranges from 0 to 100. The default value isTh@.
recommended range is between 40 and 60.

In the Color Mode list, you can selecétandard, Soft, Bright, Vivid,
Bank, Customized 1, Customized 2, Customized 3, and Customized
Color Mode 4,

The sharpness, hue, brighttss, contrast and saturation will adjust
automatically according to the selected color mode.

Saturation

Enhance the image effect. Adjust the effect value.

4 Click . image is adjusted to the optimized effect automatically.

= o |
4 Click , the current effect settingvill be locked.

LI

Only HD analog channel supports this function.

Adjust the display position of the image in the channel window. The
value indicates pixel. The default value is 16.
Position 7
LI
This function is only supported by analog channel.
You can astomize four color modes.
1. ClickCustom. TheCustom Colorinterface is displayed.
2. In the Color Mode list, selectCustom 1, for example. Ther
configure the settings for sharpness, hue, brightness, contrast
Custom and saturation. If you seledll, the configuratian will apply to
all four customized color modes.
3. ClickOK
4. Onthelmage interface, in theColor Mode list, you can selec
the customized color mode.

5.2.8 Live View Display

5.2.8.1 Configuring Display Settings

You can configure the display effect such as displaying time title and channkg, tédjusting image
transparency, and selecting the resolution.
Step 1 SelectMain Menu > DISPLAY> Display.

The Display interface is displayed.
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Step 2 Configure the settings for the display parameters.

Parameter Description
Output Port Indicates the main screen port.
Select theTime Title check box, the current system time displays
Time Title in each channel window in live view screen. To hide the time, clear

the check box.
Select theChannel Title check box, the channel name, channe
Channel Title | number and recording status display in each channel window
live view screen. To hide the time, clear the check box.

n

>

Select theOriginal Ratio check box, the video image displays
its actual size in the channel wilow.

Select theAl Rulecheck box to enable Al rule showing function. |It
is enabled by default. .

SMD Preview | Display the SMD rule box while preview. It is disabled by defau

Original Ratio

Main
Screen | Al Rule

—

Select thelLive Audio check box to enable the audiodjustment

Live Audio o . . .
function in the channel window on the live view screen.
Volume Move the slider to adjust the volume of live audio.
Configure the transparency of the graphical user interface (GUI).
Transparency i
The higher the value, the more transparent ti@&J!l becomes.
, Select resolution for the video. The default resolution for VGA port
Resolution

and HDMI port i9.280%x1024
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Show Message

an alarm is triggered.

Parameter Description
LT
Some of the resolution options might not be supported on the
HDMI port.
4 General: No information is displayed on the airael window.
. 4 Al Mode: Displays the detected face snapshots.
Live Mode oy
LI
Not all models support this function.
Enableextra screen functionAfter this function is enabled, you
Enable can select which port as extra screen port, and the other pprt
automatically becomes the main screen port.
Select the VGA port or HDMI port as the port connected by a
secondary monitor. For example, if you select HDMI port as [the
Output Port . .
extra screen port, the VGA port automatically becomes the main
Sub screen port.
Screen Select resolution for the video. The default resolution for VGA port
and HDMI port i280x720.
Resolition H_IJ
Some of the resolution options might not be supported on the
HDMI port.
After it is enabled, the sub screen will display alarm messagenvh

LI

z

The main menu does not display on the extra screen.
If you do not enable the extra screen function, both the VGA port and HDMt daplay

the same image.

5.2.8.2 Configuring Zero -Channel Settings

You can view several video sources one channebn theweb end.

Step 1

SelectMain Menu > DISPLAY> Zero-Channel.

TheZero-Channel interface is displayed.
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Step 2 Configure the settings for the zershannel parameters.

Parameter

Description

Enable

Enablezero-channel function

Compression

In the Compression list, select the video compression standard accordin
to the device capability. The default i4.265.

g

Resolution

In the Resolution list, select the video resolution. The default is 2@ 6
(D1).

Frame Rate (FPS)

Select a value between 1 and 25fBAL standard, and between 1 and 30
for NTSC standard@he actual arrange is decided and selected depende
on the Device capability.

Bit Rate (Kb/S)

The default value i4024Kb/S The actual arrange is decided and selecte
dependent on the Device capabfy and frame rate.

Step 3 ClickApply to save the settings.

In the live interface on the web, clicl==

Bl (0 select one

multi-channel modes, and then you can view the local video image.

5.2.8.3 Configuring TV

L]

Not all models support this function.

of the

You can adjusthie border margins in top, bottom, left and right directions as well as the htitess of
the monitor connected to the Video out port of the Device.
Step 1 SelectMain Menu > DISPLAY> TV Adjust.

TheTV Adjust interface is displayed.
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Step 2 Configure the parameters aceding to your actual situation.
Step 3 ClickApply to complete the settings.

5.2.9 Configuring Tour Settings

You can configure a tour of selected channels to repeat playing videbs. ideos display in turn
according to the channel group configured in tour settingEhe system displays one channel group
for a certain period and then automatically changes to the next channel group
Step 1 SelectMain Menu > DISPLAY >dur Setting .

The Tour interface is displayedlhere areMain Screentab andSub Screentab, £e0andO0.
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Step 2 Configure the settings for the tour parameters for both M&Screen and Extra Screen.

Parameter Description
Enable Enabletour function.
Enter the anount of time that you want each channel group displays on
Interval (Sec.) the screen. The value ranges from 5 seconds to 120 seconds, and the
default value is 5 seconds.
Motion Tour, Select the View 1 or View 8 fivtotion Tour and Alarm Tour (system alarm
Alarm Tour events).

In the Live Layout list, selectView 1, View 4, View 8, or other modes that

are supported by the Device.

Display all channel groups under the current Window Split setting.

4 Add a channel groupClickAdd, in the popup Add Group channel,
select the channels to form a group, and then cliskve.

# Delete a channel group: Select the check box of any channel grqup,

Channel Group and then clickDelete.

« Edit a channel group: Select the check box of any channel group and
then clickModify , or dowble-click on the group. Théodify Channel
Group dialog box is displayed. You can regroup the channels.

# ClickMove up or Move down to adjust the position of channel group

Live Layout

Step 3 ClickApply to save the settings.
E=" nps

z On the top right of the live view screen, uskd left mouse button or press Shift to

)
switch between *=" (image switching is allowed) anc@ (image switching is not

allowed) to turn on/off the tour function.
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z  On the navigation bar, cIicl- to enable the tour and cIick. to disable it.

Adding a Channel Group
Step 1 ClickAdd.
TheAdd Group interface is displayed.

Step 2 Selectthe channels that you want to group for tour.

If you want to select more than one channel, in these Layout list, do not seleci/iew 1.

Step 3 ClickOKto complete the settings.

Modifying a Channel Group
Double-clickon a channel group, th&€hannel Group Modified interface is displayed.

You can modify channel group and clicBKto complete the settings.

5.2.10 Quick Operation Bar

You can quickly access to the function modules on function tiles and sgttimenu through shortcut icons on
quick operation bar.
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This topic use®ALARMand CAMERAan examples to show you how to quickly access to other modules.

Shortcut Icons on Function Titles

ClickALARMto enter theALARMinterface.
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Description

Clickto jump to SEARCHnterface.

Click to jump toALARMinterface.

Click to jump toAl interface.

Click to jump toPOSinterface.

Click to jump toNETWORHnterface.

Click to jump toMAINTAINinterface.

Click to jump toBACKUPRinterface.

Click to jump toDISPLAYinterface.

Click to jump toAUDIO interface.

Shortcut Icons on Setting Menu

Click CAMERAto enter the CAMERAinterface.

Icon

Description

Click to jump toCAMERAiInterface.
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Icon Description
Q\ Click to jump toNETWORHnterface.
<2

E Click tojump to STORAGHNterface.

ﬁ Click to jump toSYSTEMnterface.
E Click to jump toSECURIT Yhterface.
m Click to jump toACCOUNTinterface.

5.3 Entering Main Menu

Rightclick on the live view screen, the shortcut menu is displayed, Click Mainuvand then login
the system. The Main Menu is displaysggO.

K WeF an
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No. Icon Description

Includes nine function tilesSSEARCHALARM SMART DETECTIQROS loT,

MAINTAIN, BACKUP, DISPLAYand AUDIO. Cick each tile to open the

configuration interface of the tile.

# SEARCH Search for and play back the recorded video saved on fthe
Device.

ALARM Search for alarm information and configure alarm event actions.
SMART DETECTIQMNearch SMD, face detection, andS information,
and configure related settings.

4 POS You can connect the Device to the POS (Point of Sale) maching and

) receive the information from it.
Function . . . .
1 files " IoT:.IoT live video preview, search, export reports, and configure functjo
settings.

4 MAINTAIN: You carview log and system information, test network and
do other maintenance work.

4 BACKUP Search and back up the video files to the external storage
device such as USB storage device.

4 DISPLAY Configure the display effect such as displaying content, image
transparency, and resolution, and enable the zechannel function.

4 AUDIO Manage audio files and configure the playing schedule. The
audio file can be played in response to an alarm event if the vgice
prompts function is enabled.

Switch n indicates thecurrent page of main menu. CIic. to switch to the next
2 .
eon page or cIickE] or to turn page.
Setting Includes six configurations through which you can configure camera s&j$,
3 menu network settings, storage settings, system settings, account settirgsl view
information.
4 Live cClick Il 1o go to the live view screen.
5 E When you point to E the current user account is displayed.
6 + . Click , selectLogout, Reboot, or Shutdown according to your actual
situation.

DisplaysCell Phone Clientand Device SNQR Code.

# Cell Phone Client: Use your mobile phone to scan the QR code to add the
device into the Cell Phone Client, and then you can start accessing|the
Devicefrom your cell phone

7 o # Device SNODbtain the Device SN by scanning the QR code. GiéoR2P
management platform and add the Device SN into the platform. Then you
can access and manage the device in the WAN. For details, refer to the P2P
operation manual. You can also configure P2P function the local
configurations. See5.1.4.5Configuring P2PSettings’
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5.4 Controlling PTZ Cameras

PTZ is a mechanical platform that carries a camera and a protectiver@neperforms overall control
remotely. A PTZ can mova both horizontal and vertical direction to provide adround view to the

camera.

[

Before operating PTZ&nsurethe network connection between PTZ and the Device.

5.4.1 Configuring PTZ Connection Settings

You need to configure the PTZ connection settings bef use.
z Local connection: R885 Portfor connectingspeed domeor coaxial cable for connectingoaxial

camera.

z Remote connection: local area netwaork

Step 1 SelectMain Menu > CAMERA PTZ
ThePTZinterface is displayed.

Step 2 Configure the settings for the PTZ noection parameters.

Parameter Description
Channel In theChannellist, select the channel that you want to connect the PTZ camgra
to.
4 Local: Connect through R&85 port or coaxial cable.
Type # Remote: Connect through network by adding IP address of Pdidera to
the Device.
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Parameter Description
In the Control Mode list, selecSerial Port orHDCVI For HDCVI series produg
Control Mode selectHDCVI The control signal is sent to the PTtfough the coaxial cable
For the serial mode, the control signal is sent to the Riigbugh the R$485
port.
Protocol In the Protocol list, select the protocol for the PTZ camera. For example, s€
HDCVI3.Q
In the Address box, enter the address for PTZ camera. The default is 1.
Address [::[
The entered address must be the same with thedselss configured on the PT]
camera; otherwise the PTZ camera cannot be controlled from the Device.
Baud Rate In the Baud Ratelist, select the baud rate for the PTZ camera. The defau
9600.
Data Bits The default value is 8.
Stop Bits The default value is 1.
Parity The default value is NONE.

Step 3 ClickApply to save the settings.

L1

ClickCopy to copy the settings to other channels.

5.4.2 Working with PTZ Control Panel

PTZ control panel performs the operations such as directing camera in tedjlections, adjusing
zoom, focus and iris settings, and quick positioning.

Basic PTZ Control Panel

Rightclick on the live view screen and then seldeTZ The PTZ control panel is displayed.

11

The functions with buttons in grayare not supported by the system.

Parameter Description

Speed Controls the movement speed. The bigger the value is, the faster the
movement will be.
=: Zoom out.

Zoom
: Zoom in.
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Parameter Description

.: Focus far.
.: Focus near.

.: Image darker.

Focus

Iris
.: Image brighter.

PTZ movement | Supports eight directions
Fast positioning button.

4 Positioning: CIick. to enter the fast positioning screen, and then

int

click anywhere on the live view screen, the PTZ will turn to this pg
and move it to the middle of the screen.
# Zooming: On the fast positioning screen, drag draw a square on the
view. The square supports zooming.
1. Dragging upward is to zoom out, and dragging downward is to zoom |n.
2. The smaller the square, the larger the zoom effect.

N

Not all models support this function and can only be controlled through
mouse operatons.

. Click . you can control the four directions (left, right, up, and down) PTZ

movement through mouse operation.

. Click . to open the expanded PTZ control panel.

Expanded PTZ Control Panel

On the basic PTZ control panel, cIi. to open the expanded PTZ control panel to find more

options.

[l

z The functions with buttons in gray are not supported by the system.
z Rght-click once to return to the interface of PTZ basic control panel.
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Icon Function Icon Function

. Preset . Pan

. Tour . Flip

. Pattern . Reset

. Scan . Click theAuxiliary Config icon to open
the PTZ functions settings interface.

. Click theEnter Menuicon to open the

. Auxiliary .

MENU OPERATIOMterface.

5.4.3 Configuring PTZ Functions

5.4.3.1 Configuring Presets

Step 1 On the Expanded PTZo@trol Panel, click..

ThePresetinterface is displayed.

Step 2 Click the direction arrows to the required position.
Step 3 In thePresetbox, enter the value to represent the required position.

Step 4 ClickSetting to complete the preset settings.

5.4.3.2 Configuring Tours

Step 1 On theExpanded PTZ Control Panel, cli..

ThePTZinterface is displayed.
Step 2 Click theTour tab.
TheTour interfaceis displayed.
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Fallarn

Ardd Freset
|ielate Frazet

Delete ['our

Step 3 In theTour No. box, enter the value for the tour route.
Step 4 In thePresetbox, enter the preset value.

Step 5 ClickAdd Preset.
A preset willbe added for this tour.

[

z You can repeat adding more presets.
ClickDelete Presetto delete the preset for this tour. This operation can be repeated to

delete more presets. Some protocols do not support deleting.

z

5.4.3.3 Configuring Patterns

Step 1 On the Expanded PTZo@trol Panel, click..

ThePTZinterface is displayed.

Step 2 Click thePattern tab.
ThePattern interface is displayed.

[allern

Step 3 In thePattern box, enter the value for pattern.
ClickStart to perform the directions operations. You can also go to the PTZ Control Ranel

perform the operations of adjusting zoom, focus, iris, and directions.
Step 5 On thePTZinterface, clickEndto complete the settings.
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5.4.3.4 Configuring Scan

Step 1 On the Expanded PTZ Control Panel, cl..

ThePTZinterface is displayed.
Step 2 Click theScantab.
TheScaninterface is displayed.

Fattern

Step 3 Click the direction arrows to position the left and righinits.

5.4.4 Calling PTZ Functions

After you have configured the PTZ settings, you can call the PTZ funstfon monitoring from the
Expanded PTZ Control Panel.

5.4.4.1 Calling Presets

Step 1 On theexpanded PTZ Control Panel, in thido. box, enter the value of the preset that you
want to call.

Step 2 Click - to call the preset.

Step 3 Click - again to stop calling the preset.
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5.4.4.2 Calling Tours

Step 1 On the Expanded PTZ Control Panel, in the. box, enter the valueof the tour that you want
to call.

Step 2 Click . to call the tour.

Step 3 Click . again to stop calling the tour.

5.4.4.3 Calling Patterns

Step 1 On the Expanded PTZ Control Panel, in the. box, enter the value of theattern that you
want to call.

Step 2 Call ' to call the pattern.

ThePTZ camera moves according to the configured pattern repeatedly.

Step 3 Click ﬂ again to stop calling the pattern.

5.4.4.4 Calling AutoScan

Step 1 On the Expanded PTZ Control Panel, in tHe. box, enter the value of théorder that you
want to call.

Step 2 Click -

The PTZ camera pfarms scanning according to the configured borders.

Step 3 Click - again to stop autascanning.

5.4.4.5 Calling AutoPan

Step 1 On the Expanded PTZ Control Panel, cI- to start moving in horizontal direction.

Step 2 Click - again to stop moving.

5.4.4.6 Using AUX Button

On the Expanded PTZontrol Panelglick ﬂ the AUX setting interface is displayed.

z IntheShortcut Aux list, select the option that corresponds to the applied protocol.
z IntheAux No. box, enter the number that corresponds to the AUX switch on the decoder.
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5.4.5 Calling OSD Menu

For thecoaxialcamera, you can call the OSD menu throutjle Expanded PTZ Control Panel.

Step 1 On the Expanded PTZ Control Pandick .
ThePTZ Menuinterface is displayed.

lZnter

Step 2 ClickEnter.
The OSD menu is displayed.

Step 3 On thePTZ Menuinterface, click the aow button to select the onscreen parameters.
Step 4  ClickEnter to complete the settings.
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5.5 Configuring Camera Settings

5.5.1 Configuring Image Settings

You can configure the image settings such as saturation, contrast, brighs, sharpness for each
connected camera.
Step 1 Sdect Main Menu > CAMERA> Image.

Thelmage interface is displayed. Se@for analog channel and for digital channel.
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Step 2 Configure the settings for the image paraners.
On the digital channel interface, cliddore to display more parameters.

Parameter Description
Channel In the Channellist, select the channel that you want to configure.
In the Cable Typelist, select the cable type that the camera uses
Cable Type E.L:ﬂ
Not all models support this function.
Period In the Period list, select a time period for the image settings. The image

settings will be only used during the selected period.

Effective Time

Enable the effective function.
In the Effective Time box, erter the start time and end time for the periog
you selected.

Saturation

Adjuststhe color shades. The bigger the value, the lighter the colol
become This value does not influence the general image lightness.
The value ranges from 0 to 100. The ddtavalue is 50The recommended
range is between 40 and 60.

Contrast

Adjuststhe image contrast. The bigger the value is, the more obvious th
contrast between the light area and dark areall become You can adjust
this value when the contrast is nothwious. However, if the value is too
big, the dark area is likely to become darker and the light area over
exposed. If the value is too small, the image is likely to become dim.
The value ranges from 0 to 100. The default value is 50. The recomme

nded

rangeis between 40 and 60.
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Parameter Description

Adjuststhe image brightness. The bigger the valusg the brighter the
imagewill become You can adjust this value when the image as a wholég
looks dark or bright. However, the image is likely to become dim if the

Brightness valueis too big.
The value ranges from 0 to 100. The default value is 50. The recommended
range is between 40 and 60.

Hue Adjusts the hue of image. The value ranges from 0 to 100. The default

value is 50.

Adjusts the sharpness of image eddgehe bgger the value is, thenore
Sharpness obvious the image edge, and the noise is also greater.
The value ranges from 1 to 15. The default value is 1.

Adjusts the image definition. The bigger the value is, the clearer the imag
will become, but there will be more noises.
Reduces the noises from image. The bigger the value is, the better the

Image Enhance

NR . .
image will become.
In the Config File list, selectDay, Night, Normal, or Switch By Period.
The system configures the parameters correspondingly.
« Day:Apply the configuration during daytime.
Config File « Night: Apply the configuration during nighttime.
« Normal: Apply the configuration during day and night.
#  Switch by Period: If you select this option, you need to configure the
sunrise time and sunset time where youealocated.
Mirror Enable the function, the left and right side of the video image will be

switched. It is disabled by default.
This function specially applies to the image which frame rate is confégl
3D Denoise as 2 at least. It reduces the noisesrhgking use of the information
between two frames. The bigger the value is, the better the effect.
In the Flip list, you can select80° to change the video image display.
By default, the setting idlo Flip.
In the Light list, selectCloseor Enable to use the backlight compensation
or not.
Configure the white balance to adjust the general hue of the image. The
default setting isAuto.
# Auto: Automatically apply white balance to different colors to make
Scene Mode the image color display norméy.
#  Sunny: Apply the threshold value to sunny environment.

Night: Apply the threshold value to night.
# Customized: Manually adjust the Red Gain and Blue Gain values.

Flip

Light
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Parameter Description
Configure the color and black&white mode of the image. This setting is
not affected by the configuration files. The default settingAsito .
# Color: The camera outputs color image only.
) # Auto: Depends on the camera, such as overall brightness and whether
Day & Night

there is an IR light, either color image or black&white image is output.
4 B/W: Theamera outputs Black and white image only.

By Time: The camera outputs image according to the configul

sunrise time and sunset time.

Step 3 ClickApply to complete the settings.

5.5.2 Configuring Encode Settings

Step 1 SelectMain Menu > CAMERA> Encode> Audio/Video.
The Audio/Video interface is displayed.

Mpim Slrsam

Step 2 Configure the settings for the main/sub streams parameters.

Parameter Description

In the Channel list, select the channel that you want to configure the
Channel :

settings for.

101



@r/hua

S Tecraares Users Manual

Parameter Description

# General: Uses general dimg strategy.
4 Smart CodecEnables the smart codec function. This function can
reduce the video bit stream for noimportant recorded video to

Coding Strategy maximize the storage space.

# Al CodecEnablesthe Alcodec function. This function can reduce the
video bit stream for noAmportant recorded video to maximize the
storage space.

4 Main Streamln the Type list, selectGeneral, Motion , orAlarm.

#  Sub Stream: This setting is not configurable.

In the Compression list, select the encode mode.

4 H.265: Mai profile encoding. This setting is recommended.

4 H.264H: High profile encoding. Low bit stream with high definition.

4 H.264.Generalprofile encoding

4 H.264B. Baseline profile encodingThis setting requires higher bi
stream compared with other settings for the same definition.

In the Resolution list, select resolution for the video.

Resolution The maximum video resolution might be different dependent on your

device model.

Configure the frames per second for the videéihe higher thevalue, the

clearer and smootherthe image will becomeFrame rate changes along

with the resolution.

Frame Rate (FPS)| Generally, in PAL format, you can select the value from 1 through 25; irj

NTSC format, you can select the value from 1 through 30. However, the

specific range dframe rate that you can select depends on the capability

of the Device.

Type

Compression

—

This function is available if you sele¢BRin the Bit Rate List.
The higher thevalue, the betterthe image will become.
| Frame Interval The interval between two reference frames.

Quality

In the Bit Ratelist, select a value or enter a customized value to change
Bit Rate (Kb/S) the image quality. The bigger the value is, the better the image will
become.

Video Enable the function for sub stream.

ClickMore, theMore interface is displayed.
4 Audio: This function is enabled by default for main stream. Yoeade
to manually enable it for sub stream 1. Once this function is enabled,
the recorded video file is composite audio and video stream.
& Audio Source: In théAudio Source list, you can selectOCALand
Audio Source HDCVI
‘ LOCAL: The audio signal is input from Audio input port.
* HDCVI: The audio signal is input from HDCVI camera.
# Audio Format: In theCompression list, select a format that you need.
Step 3 ClickApply to complete the settings.

L1

ClickCopyto to copy the settings to other channels.

Audio

Compression

102



@’hua

Users Manual

5.5.3 Configuring Snapshot Settings

Step 1 SelectMain Menu > CAMERA> Encode > Snapshot.
TheSnapshot interface is displayed.

Step 2 Configure the settings for the snapshot parameters.

Parameter Description

In the Manual Snapshot list, select how many snapshots you want to take
each time.
In the Channel list, select the channel that you want to configure the
settings for.
In the Type list, you can selecgcheduled, Event, orFaceSnapshot as the
event type for which you want to take a snapshot.
& Scheduled: The snapshot is taken during the scheduled period.
Type « Event:The snapshot is taken when there is an alarm event occurs, such
as motion detection event, video los&nd local alarms.
& FaceSnapshot The snapshot is taken when the face is detected. The
face detection function is support only with the Channel 1.
In the Size list, select a value for the imag&he bigger the value is, the
better the image will beome.
Configures the image quality by 6 levels. The higher the level, the better|th
image will become.
Configures or customizes the snapshot frequency. You can select 1 second
Interval per one snapshot to 7 seconds per one snapshot. The maximsr8600
seconds per one snapshot.
Step 3 ClickApply to complete the settings.

Manual Snapshot

Channel

Size

Quiality
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ClickCopy to to copy the settings to other channels.

5.5.4 Configuring Encode Enhancement

You can enable this function and get more FPS in encode settings (8ée2Configuring Encode
Settings"). In the meantime, you will not be able to use extra screen function (5e&8.1Configuring
Display Setting¥) and Al functions (se€5:11Al Functior).

SelectMain Menu > CAMERA> Enhcode >Encode Enhancement
TheEncode Enhancementinterface is déplayed.
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dick the switch to enable it.

When connecting to the new generation 4K cameras, you can endileN to switch 4K nonlive view
to 4k-N live view and encoding.

5.5.5 Configuring Overlay Settings

You can configure to display system time and channel raon each channel window in the live view
screen.
Step 1 SelectMain Menu > CAMERA> Overlay >Overlay.

TheOverlay interface is displayed.
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Step 2 Configure the settings for the text overlay parameters.

Parameter Description

In the Channel list, select the chnnel that you want to configure the
settings for.

Select he Time Title check box to display the system time on each channel
Time Title window in the live view screen

In the Time Title list, select time displagtyle.

Selectthe Channel Title check box to display thehannel nameon each
Channel Title channel window in the live view screen

In the Channel Title box, enter the name for the selected channel.
Step 3 ClickApply to complete the settings.

L1

ClickCopy to to copy the settings to other channels.

Channel

5.5.6 Configuring Covered Area Settings

Step 1 SelectMain Menu > CAMERA> Overlay > Privacy Masking.
ThePrivacy Masking interface is displayed.
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Step 2 Configure the settings for the covered area parameters.

Parameter Description
In the Channel list, select the chanel that you want to configure the
Channel ,
settings for.
# Preview Select thelLive check box to apply the configured covere
Live block to the selected channel window in the live view screen.
# Record: Select thRecord check box to apply the configured covere
blockto the selected channel window during recording.
To configure covering block, do the following:
1. Select thelLive check box or theRecordcheck box, or select the both.
The "1, 2, 3, 4" buttons are activated.
Record 2. Click the buttons to select blocks.
A trianglesolid black block is displayed.
3. Drag the block to the area that you want to cover and adjust t
size of the blockYou can configure total 4 covered blocks.

|

ne

Step 3 ClickApply to complete the settings.

5.5.7 Configuring Channel Type

You can configure the channel type #nalog or IP channel.
Step 1 SelectMain Menu > CAMERA Xhannel Type.
TheChannel Typeinterface is displayed.
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Step 2 Configure the channels.

z

Analog Channel: Select the transmission medium such as, 8MD, CVBS, and then
follow the onscreen instructins to complete the settings.

IP ChannelYou can enable the IP channels by disabling the corresponding analog
channels. Théevicealsoprovides expanded IP channels for your use, suchhes17—

64 channels in0.

The 17-64 channels are only for IP camera and the range changes dependent on the
model you purchased.

The channel selection for analog camera or IP camera are in sequencexdorpe, if

you want to select channels for IP camera, you need to sefemn the last channel
number Channell6 first, which meansyou cannot jump to select the channel5
directly until you have selected the chann&b.

Step 3 ClickApply andfollow the onscreen instructions to complete the settings

5.5.8 Upgrading Coaxial Camera

Step 1 SelectMain Menu > CAMERA> HDVCI Update
TheHDVCI Updateinterface is displayed.
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Step 2 ClickBrowse.
TheBrowse interface is displayed.

Step 3 Select the upgrade file anthen click OK.
TheHDVCI Updateinterface is displayed.

[

You need to insert the USB storage devitat contains the upgrading files.

Step 4 Select the check box of the channel that you want to upgrade.

Step 5 ClickUpdate.
If the upgrading is successful, the system pops up a message indicating gwading is
completed.

5.6 Configuring Remote Devices

5.6.1 Adding Remote Devices
N

This function is available aftgou have configured the channel type as IP channel as described in
previous section, sees'5.7Configuring Channel Typgé

You canadd remote devices by adding the IP address.

SelectMain Menu > CAMERA > Camera List Add Camera, the Add Camerainterface is displayed.
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Parameter Description

Uninitialized Enablethe Uninitialized function, the uninitialized devices out of the
searchal devices are displayed in the searched device list.

Initialize Select the uninitialized device from the uninitialized device list, and the
clickInitialize to start initializing device.
In the Filter list, select the remote device type that you want to display
the searched device list.

Filter 4 None: Display all types of devices.

4 |PC: Display the frorend devices.
4« DVR: Display all storage devices such as NVR, DVR and HCVR.
# OTHER: Display the devices that do not belong to IPC or DVR typg

Searched Deve

Displays the searched devices. You can view the device informatimh s1s

n

3%

the

List status, IP address.
ClickSearch, the searched devices display in the searched device list.
To adjust the display sequence, in the title line, you can click theddRess,
Type or Device Name text. For example, click the IP address text
Search N ik T
sequence ico is displayed.
LI
"*' is displayed next to the added device.
Add In the Searched Device List area, select the device that you want to ad
Add the devie by manually configuring settings such as IP address,
Manual Add channel selection. For details, se&6.1.3Adding Remote Devices

Manually"

Added Device List

Displays the added devices. You can edit and delete the device, and vi¢
the device information.
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Parameter Description

Delete Select the check box of the added device, and then clizdete to delete
the added device.

Import Select the searched devices and then cllokport to import the devices in
batches.

Export Select the added devices and then cligkxport. The exported devices
information is saved into the USB storage device.

5.6.1.1 Initializing Remote Devices

You can reset the password and IP address of the remote devices ¢firanitializing.
Step 1 ClickSearch Device
The devices foundire displayed in the table.

Step 2 Enable thelnitialized function.
The uninitialized devices are displayed.
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Step 3 Select the uninitialized device that you want to initialize.
Step 4 Clickinitialize .
TheEnter Passwordinterface & displayed.

Step 5 Configure the password and email information.

If you select theUsing current device password and email info check box,the remote
device automatically uses the current password and email informationyso do not need to
set the passwordand email address again and can go to Step 6.
1) Clear the Using current device password and email info check box.

The password setting interface is displayed.
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2) Configure the settings for the password setting parameters.

Parameter Description

User The defailt is admin.

P q The new passworadan besetfrom 8 charactersthrough 32 characters

asswor . .

and contairs at least two types from number, letter and special
characters (excluding’™";",":" and "&").

Confirm Password | Please enter a strong password according to the password strength bar
indication.

3) ClickNext.

ThePassword Protection interface is displayed.

4) Select theEmail Addressbox and enter the email address that you want to reserve for
password reset in the future.

L1

If you do not want to st the reserved email address, cligkip.
Stepa  ClickNext.
TheNETWORKHKnterface is displayed.
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Step 7 Configure the IP address.

z Select theDHCPcheck box, you do not need to enter the IP address information, because
the system will allocate one IP address to themate device.

z Select theSTATICcheck box, you need to enter the IP address, subnet mast, default
gateway, and incremental value. The system will allocate the IP esklito the remote
devices by progressively increasing the last part of the IP address whgializing
devices in batches.

[

When configuring IP address for multiple remote devices which were ndhiesame network

segment, these remote devices will belong to the same network segmentratanfiguration.
Step B ClickNext.

The initializing is startedAfter the process is completed, s6e

Lirwee Inchahizanomn

S
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Stepd  ClickFinishedto complete the settings.

5.6.1.2 Adding Remote Devices Automatically

Step 1 On theRegistration interface clickDevice Search
The devices foundire displayed.

Step 2 Seled the check box of the device.

Step 3 ClickAdd.
The device is added into thAdded Device area.

[

z You can also doubleslick the device to add it into thé\dded Device area.
z You can add devices in batches.

5.6.1.3 Adding Remote Devices Manually

Step 1 On theAdd Camerainterface, clickManual Add.
TheManual Add interface is displayed.
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Step 2 Configure the settings for the manual adding device parameters.

Parameter Description
Channel In the Channel list, select the channel that you want use on the Device 1o
connect the remote devie.
Manufacturer In the Manufacturer list, select the manufacturer of the remote device.
In the P Addressbox, enter the IP address of remote device.
IP Address Eﬂ
The default is 192.168.0.0 which the system cannot connect to.
The default valuesetting is 554. You can enter the value according to your
RTSP Port o
actual situation.
The default value setting is 80. You can enter the value according to your
HTTP Port actual situation.
If you enter other value, for example, 70, and then you should enter 70
after the IP address when logging in the Device by browser.
TCP Port The default value setting is 37777. You can enter the value according to
your actual situation.
User Name Enter the user name of the remote device.
Password Enter the password of the uséor the remote device.
Enter the remote channel number of the remote device that you want|to

Remote CH No.

add.

Decoder Strategy

In the Decoder Strategy list, seledDefault, Realtime, orFluent.

Protocol Type

« [If the remote device is added through prée protocol, the default
type isTCP

« [f the remote device is added through ONVIF protocol, the syst
supportsAuto, TCB UDP, orMULTICAST

« |f the remote device is added through other manufacturers, tl
system supportsTCPand UDP.

Encryption

If the remote device is added through ONVIF protocol, enabling tl
Encryption check box will provide encryption protection to the data bein
transmitted.

115



@\‘!ﬂ‘ua Usels Manual

Parameter Description
[1I

To use this function, the HTTPS function should be enabled for the remote
IP camera.
Step 3 ClickOKto save the s#ings.

L1

z  Only one device can be added manually at one time.

z n indicates successful connection an. indicates connection failed.

5.6.1.4 Modifying or Deleting Remote Devices

You can modify and delete the added devices.
z To modify the remote devices, do the follong:

Step 1 Click E or double-click a device.
TheModify interface is displayed.

Step 2 In the Channellist, select the channel that you want to modify settings for.

Step 3 ClickOKto save the settings.
z To delete one or more added devices, do the following:

& Cick to delete one device

Select the check box of the devices that you want to delete, and then dlielete.
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5.6.1.5 Modifying IP Address

You can modify a single IP address or multiple IP reddes of remote devices at one time.
LI

You can only modify the IP address of inltized cameras.

z To modify a single IP address, do the following:

Step 1 In the Searched Device list area, cli- for the device that you want to modify IP.
TheModify IP interface is displayed.

Step 2 Configure the settings for IP address, subnet mask, default gateway, nesgie, and password.

Step 3 ClickOKto save the settings.

z To modify IP address in batches, do the following:

Step 1 In the Searched Device list areselect the devices that you want to modify IP address in
batches.

Stepd  dick -
TheModify IP interface is displayed.
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Step 3 Set incremental value.
L1
The system will add the incremental value to the fourth segment of IP addreséeslected
devices.

Step 4  Configure the settings fosstart IP addresgthe IP address is allocated in sequencsdibnet
mask, default gateway, user name, and password.

Step 5 ClickOKto save the settings.

5.6.1.6 Exporting IP Address

You can export the added IP address to the USB storage device.

[l

The exported information is saved in .csv file, which includes IP asijrport number, channel
number, manufacturer, user mae, and password.
Step 1 Insert the USB storage device to the USB port of the Device.
Step 2 ClickExport.
TheBrowse interface is displayed.
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Configure the save path.

ClickOKto save the settings.

A pop-up message indicating "Successfully exported” is displayed.
Click OK.

A o
w
P

=g

When exporting IP addresthe Backup Encryption check box is selected by default. The file

information includes IP address, port, channel number, manufacturer, usen&, and password.

z If you select theBackup Encryption check boxthe file formatis .backup.

z If you clear theBackup Encryption check boxthe file format is .csv. In this case, there might be
a risk of data leakage.

5.6.1.7 Importing IP Address

You can add remote devices by importing IP address information.
Step 1 Insert the USB storage device thet USB port of the Device.
Step 2 Clickimport .

TheBrowse interface is displayed.
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Step 3 Select the file that you want to import.
Step 4 ClickOKto start importing.
After importing is completed, apop-up message indicating The import succeeded is
displayed.
L1
If the IP ddress that you want to import already exists in the Device, the system will pop up
a message to ask you whether to overwrite the existing content.
z Click OK to replace the existing one.
z Click Cancel to add it as a separate device in the Added Device area.

A

z You can edit the exported .csv file and be cautious not to change the fitenfit; otherwise the
file cannot be imported as it will be judged as invalid.

z The language of .csv file must match the Device language.

z The import and export through customized protocol is not supported.

5.6.2 Managing Remote Devices

You can view the status of remote devices and upgrade.

5.6.2.1 Viewing Status

You can view the device information such as connection status, |IP addresspmdetection, video
loss detection, camera name, and mafiacturer.

SelectMain Menu > CAMERA > Camera List Status, the Status interface is displayed.
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5.6.2.2 Viewing Firmware Information

You can view the device firmware information such as channel number, [&ess, manufacturer,
system version, video input, audioput, and alarm in.

SelectMain Menu > CAMERA > Camera List Firmware, the Firmware interface is displayed.
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5.6.2.3 Upgrading Remote Devices

Step 1 SelectMain Menu > CAMERA > Camera List Update.
TheUpdate interface is displayed.

Step 2 Upgrade the device.

1)
2)
3)

4)

1)

2)
3)

[

z

z

File Uplate

Insert a USB storage device containing the upgrade files into the USB poredD#vice
Select the devices thatou want to upgrade.

ClickFile Update.

TheFile Update interface is displayed.

Select the upgrading files and clickpply .

OnlineUpdate

Click Detect or select the check box the device that you want to upgrade and click
Manual Check

The system starts detecting if there is a new version on the online server.

Select the check box of all the devices that have new version.

ClickOnline Update.

The system will pop up a message to indicate if the upgrading is successful.
You can use the Type list to filter the devices so that you can find thecdsvguickly.

5.7 Configuring Record Settings

You can record video manually or automatically and configtine recording settings to main stream
and sub stream respectively
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5.7.1 Enabling Record Control

A

z Manual recording operation requires the user have the permission toessSTORAGEettings.

z Check to ensure the HDD installed in the Device has been formattexerly.

To enter the record control interface, do the following:

Step 1 Rght-click on the live view screen, the shortcut menu is displayed. On the shortcutume
selectManual Control > RecordControl.

TheRecord Modeinterface is displayed

Step 2 Configure the settings for the record control parameters.

Parameter Description

Channel Displays all the analog channels and the connected digital channels. You
can select a single channel or seleft.
& Auto: Automatically record according to theecord type and

Main Stream/Sub recording time as configured in the recording schedule.

Stream & Manual: Keep general recording for 24 hours for the selected channel.
# Stop: Do not record.

Snapshot Enable or disable the scheduled snapshot for the corresponding channgls.

Step 3 ClickApply.

5.7.2 Configuring Recorded Video Storage Schedule

You need to configure the storage schedule for the recorded video so that the @edvideo can be
saved. For details, se.1.4.9Configuring Recorded Video Storage Schedlle
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5.8 Configuring Snapshot Settings

5.8.1 Configuring Snapshot Trigger

The snapshot is divided into scheduled snapshot, event triggered snapshot] face detection
triggered snapshot. When the both are enabldthe event triggered snapshot has the priority.

z Ifthere is no alarm event, the system performs scheduled snapshot.

z Ifthere is any alarm event, the system performs event triggered snapshot.

5.8.1.1 Configuring Scheduled Snapshot

Step 1 Rght-click on the live view screeithe shortcut menu is displayed.

Step 2 On the shortcut menu, seledflanual Control > RecordControl.
TheRecord Modeinterface is displayed

Step 3 In the Snapshot area, enable the snapshot for the channels if needed.

Step 4 SelectMain Menu > CAMERA> Encode > Snapshot.
The Snapshot interface is displayed.
Step 5 IntheType list, selectScheduled, and then configure other parameters.
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Step & ClickApply to save the settings.
z If you have configured the snapshot schedule, the configuration hagb completed.
z If you have not configuredhe snapshot schedule, seé!1.4.10Configuring Snapshot
Storage Schedulg

5.8.1.2 Configuring Event Triggered Snapshot

Step 1 SelectMain Menu > CAMERA> Encode > Snapshot.
TheSnapshot interface is displayed.
Step 2 In the Type list, selectEvent, and then configure other parameters.

Sanpsakar Encode Enhane...

Step 3 SelectMain Menu > ALARM> Video Detection, and select the event type to configure, for
example, selecthe Motion Detection tab.
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Step 4 ClickSetting next to Picture Storage check box and select the corresponding channel
Step 5 ClickApply .

5.8.2 Configuring Snapshot Storage Schedule

You need to configure the storage schedule for the snapshot so that thapsiot can be saved. For
details, see5.1.4.10Configuring Snapshot Storage Schedule

5.8.3 Backing up Snapshots to FTP

Step 1 SelectMain Menu > STORAGE FTP.

TheFTPinterface is displayed.
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Step 2 Enable the FTP function and configure the parametéiar cetails, see5.18.9Configuring FTP

Storage Setting$
The snapshots will be uploaded to FTP for backup.

5.9 Playing Back Video

5.9.1 Enabling Record Control

VAN

Manual recording oration requires the user have the permission to accBIORAGEettings

z
Check to ensure the HDD installed in the Device has been formatted properly.

z

To enter the record control interface, do the following:
Right-click on the live view screen, the shottcmenu is displayed. On the shortcut menu,

Step 1
selectManual Control > RecordMode. TheRecord Modeinterface is displayed.
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Step 2 Configure the settings for the record control parameters.

Parameter

Description

Channel

Displays all the analog channels and the emtted digital channels. Yol
can select a single channel or seleft.

Main Stream/Sub

# Auto: Automatically record according to the record type ar
recording time as configured in the recording schedule.

Stream 4 Manual: Keep general recording for 24 houia the selected channel
# Stop: Do not record.
Snapshot Enable or disable the scheduled snapshot for the corresponding chann

els.

5.9.2 Instant Playback

You can use the instant playback function to play back the previous five mintitesixty minutes of
the recorded video in any channel. For details about instant playback function, "§e2.2.1Instant

Playback'

5.9.3 Main Interface of Video Playback

You can search for and play blathe recorded video saved on the Device.

SelectMain Menu > Search, the video search interface is displayed.
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No. | Function Description

Display the searched recorded video or pictuipports
simultaneously playing in singlehannel, 4channel, 9channel, and
16-channel.

1 Display Window D

When playing back in a single channel, click and hold to select the area
that you want to enlarge. The area is enlarged after the left mouse
button is released. To exit the enlarged status, rigtiick on the image.
Playback Controlg Playback control buttons. For details about the control buttons, see
Bar "5.9.3.1ntroducing Playback Controls
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No. | Function Description

Display the type and the period of the current recorded video.

4 In the 4channel layout, there are four time bars are displayed; in
the other view layouts, only one time bar is displayed.

# Click on the colored area to start playback from a certain time.

# In the situation when you are configuring the settings, rotate the
wheel button on the time bar, the time bar is zooming in from 0. |In
the situation when playback is ongoing, rotate the wheel button
on the time bar, the time bar is zooming from the time point where
the playback idocated.

#« Time bar colors: Green indicates general type; Red indicg
external alarm; Yellow indicates motion detection; Blue indicates
intelligent events; Purple indicates POS events.

&« For some models, when you are clicking on the blank area in the
time bar, the system automatically jumps to the next time point

3 Time Bar where there is a recorded video located.

# Click and hold the time bar, and the mouse pointer shall change to
a hand icon, and then you can drag to view the playback of the
target time.

# You can drag tlk vertical orange line on the time bar to rapidly view
the playback in iframe format.

4 When playing back video in one channel mode, you can mqve
mouse pointer to time bar to display thumbnail pictures for the
video of target time.

# When playing back video,gu can select other channels as needed.
The time bar of newly added channels will be added up to the time
bar of earlier base channels. The type and time period of newly
added channels are the same with early base channels.

4 Play Status Includes two playback statu®lay and Stop.
5 Record type Select the check box to define the recording type to search for.

Select the content to play baclRecord, Picture, Subperiod. For details

6 Search type ) i
about the selecting search type, seb.9.3.2Selecting Search Tyge
Click the date that you want to search, the time bar displays 1
. Calendar correspondin.g record. o

The dates with record or snapshot have a small solid citoteer the

date.

130



@’hua

Users Manual

No. | Function Description

In the Camera Namelist, select the channel(s) that you want to play

back.

# The window split is decided by how you select the channel(s). For
example, if you select one channel, the playback is displaiyetthe
single-channel view; if you select two to four channels, tt
playback is displayed in the fowrhannel view. The maximum is
eight channels.

View Layout and
Channel Selection

. M . . .
4 Click . to switch the streams.n indicates main stream

and E indicates sub stream.

Splice asection of recorded video and save it. For details about splicjng
a recorded video, see5'9.3.3Clipping Recorded Videb

9 Video Splice

Back up the recorded videoléis For details, see5:9.3.4Backing up
Recorded Vided
This area include$ag Listand File List.

10 Backup

i : Click theTag List button, the marked recorded videdist is

displayed. Doubleclick the file to start playing.
11 List Display Pay playing

- E: Click theFile List button, the searched recorded video list is

displayed. You can lock the files. For details, $£6.9Using the File
List"

Click ﬂ to display in full screen. In the full screen mode, point to the

12 Full Screen . L . :
bottom of the screen, the time bar is displayddight-click on the screen

to exit full screen mode.
You can slect 24hr, 2hr, 1hr, or 30min as the unit of time bar. The time
bar display changes with the setting.

13 Time Bar Unit

5.9.3.1 Introducing Playback Controls Bar

You can perform the operations such as control the speed of playback, add naand take snapshots
through the playback controls bar.

i bp |4l o)

[l

The play backward function and playback speed are dependent on the product verdibe.actual
product shall govern. You can also contact the technical support to condhdt lhardware version
information.
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Icon Function
u m Play/Paus.
' During playing back, you can switch between play and pause.
n Stop.
During playing backyou can click theStop button to stop playback.

Play Backward.
# During playing back, click thé’lay Backward button to backward

:] m play the recorded video, the litton switches to m; cIickm to

stop playing backward.

#« During playing back, cIiclu to start playing forward.

Previous Frame/Next Frame.

# When the playback is paused, clim or click “: to play single
n] [u frame recorded video.

4  When playing back singldrame recorded video, cliclu to start

playing forward.
Slow Playback.

4« During playing back, cIiclm to set the speed of slow playbacks
m SlowX1/2, SlowX1/4, SlowX1/8;, SlowX1/16.

#« During fast playback, cIiclm to slow down the speed of fast

playback.
Fast Playback.

4 During playing back, cIiclm to set the speed ofast playbackas
FastX2FastX®, Fast>8, or FastX6.

4 During slowplayback, cIickm to speed upslow playback.

Previous Day/Next Day.

Click m or click m to play the previous day or next daof the

current recorded video.

Adjust volume of playback.

Enable smart search function. For details about using the smart search, see
"5.9.4Smart Search

Add filter criteria of smart search. You can seld¢étiman, Vehicle, or
uncheck. For details about using the smart search, $£8.4Smart Search

B aEEE A

In the full screermode, cIickE to take a snapshot and save into the

USB storage device or mobile HDD.
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Icon Function
Add Mark for the recorded view. For details about adding mark, $26.6
Marking and Playing Back Vidéo
Show or hide POS information.
E During singlechannel playback, cIickE to show or hide POS
information on the screen.
m During playback, click this icon to display or hide Al rulers. Forewetails,

see 5.9.55howing Al Rule during Playbatk

[ ]

Show playback video in full screen.

5.9.3.2 Selecting Search Type

You can search the recorded videos, splice, or snapshots from HDD or exteonatjstdevice
z From R/WDisk: Recorded videos or snapshottagback from HDD of the Device.

From R/W Disk

Record

z From I/O Device Recorded videos playback from external storage device.
ClickBrowse, select the save path of recorded video file that you want to play. Doudliek the

video file or cIicku to start playing.

From I/O Device

sdb5 Refresh

EES

5.9.3.3 Clipping Recorded Video

During playback, clip sections of recorded video and save to the USBge device. For the video clip
interface, sed.

K :
Step 1 Select a recorded videdhat you want to play.

z Click u to start playing from the beginning.

z Double-click anywhere in the time bar colored area to start playback.

Step 2 Click on the time bar to select the start time, and then cIi to start clipping.

Step 3 Click on the time bar to select thend time, and then cIick to stop clipping.
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Step 4 Click .
TheBACKUPdialog box is displayed. You can back up the files.

z  You can clip the video of a singlehannel or multiple channels.
z Maximum 1024 files can be backed up at one time.
z The files that are dected in theFile Listcannot be clipped.

5.9.3.4 Backing up Recorded Video

You can back up the recorded video file or splice video file into the USB séodagyice.
Step 1 Select the recorded video file that you want to back up. You can selectdaheviing two types

of files:

z Recorded video file: CIicE, theFile Listarea is displayed. Select the file(s) that you

want to back up.
Splice video file. For details about splicing video file, s&9:3.3Clipping Recorded

Video"

Stepd  Click .
TheBACKUPdialog box is displayed.

Ienee Skahis

Ol Tirmna

Step 3 ClickBackup.

|

If you do not want to back the file, clear the check box.
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5.9.4 Smart Search

During playback, you can analyze a certain area to find if there was anyomadetection event
occurred. The system will display the images with motion events of the rded video.

L1

Not all models support this function.

To use the Smart Search function, you need to enable the motion detectiantfie@ channel by
selectingMain Menu > ALARM> Video Detection > Motion Detection .

To use the Smart Search function, do the following:
Step 1 SelectMain Menu > SEARCHthe video search interface is displayed.

Step 2 In the Camera Namelist, select the channel(s) that you want to play.
Step 3 Click n or double-clickanywhere in the time bar colored area to start playback
Stepd  Click .

The grid is displayed on the screen.

L1

z  Only singlechannel supports smart search.
z If multi-channels are selected, doublelick on the channel window to display this
channel only on the screen, and then you can start using smart search function.
Step 5 Drag the pointer to select the searching area.

L1

The grid area support@2x18PAL and22x15NTSG.

Stepa  Click m to addfilter criteria You cancheckHuman box, Vehicle box, or uncheck

z Human: Display the motion alarm of human during selected time and searchirgaar

z Vehicle: Display the motion alarm of vehicle during selected time and searghrea.

z  Unchecking:Display the general motion alarm which includes both human and vehicle,
during selectedtime and searching area.

Step ¥ Click .

The screen starts playing back the motional splices of recorded videotlier selected
searching area.

Step8  Click to exit thesmart searching whilglayback.

5.9.5 Showing Al Rule during Playback

To use the Al rule showing functigrdo the following:
Step 1 SelectMain Menu > SEARCHthe video search interface is displayed.
Step 2 In the Camera Namelist, select the channel(s) that you want to play.

Step 3 Click n or double-clickanywhere in the time bar colored area to start playback

You can se¢he Al rule during playback. This function is enabled by default.
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Click . to hide Al rule.

5.9.6 Marking and Playing Back Video

You can mark the recording for somewhere important. Then you can easit/tfie marked recording
by searching time and mark name.

Marking a Video

Step 1 SelectMain Menu > SEARCHthe video search interface is displayed.

Step 2 In the playback mode, cIic.
TheAdd Tag dialog box is displayed.

Step 3 In theTag Name box, enter a name.
Step 4 ClickOK
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This marked video file displays in thag List.
Playing BaciMarked Video
[

This function is supported on singtehannel playback.
Step 1 In the Camera Namelist, select one channel.

Step 2 Click .
The Mark List interface is displayed.

Step 3 Double-click the file that you want to play back.
To search the marked video by time, indiSEARCHbox on the top of the interface, enter the

time, and then cIick-.

Playing Back Time before thiag

You can configure to play N seconds of the tagged video before the tagtjet.
Step 1 In theTag Name box, enter the name of géagged video.
Step 2 In thelnterval Before Tagbox,enter N seconds.

Step 3 Click u

The playback starts from N seconds before the tagged time.
If there is N seconds exist before the marked time, the playback starts froecbhsls before the
tagged time. If there is not, it plays back as nmuas there is.
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Managing Tagged Video

Onthe Tag Listinterface, cIick, theTag Management interface is displayed.

Tuge Munagsmen,

z Be default, it manages all the tagged videos of the selected channel.

z To search the tagged video, select channel number from kannel list, enter time inStart
Time box andEnd Timebox, and then clickSearch

z All the tagged videos display in time order.

z To modify the name of tagged video, doublelick a tagged video, thélodify Tag dialog box is

displayed.

z To delete the marked video, select the tagged video, and then dieltete.

[

After opening theTag Management interface, the playback will pause until exiting this interface. If

the marked video that was in playing back is deleted, the playback willtdtam the first tagged

video inthe Tag List

5.9.7 Playing Back Snapshots

You can search and play back the snapshots.

Step 1 SelectMain Menu > SEARCHthe video search interface is displayed.
Step 2 In the Search Typelist, selectPicture.

Step 3 In the Channellist, select a channel number.

Step 4 IntheCalendar area, select a date.

Step 5 Click n

The system starts playing snapshots according to the configured intesval
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5.9.8 Playing Back Splices

You can clip the recorded video files into splices and then play back astmae time to save your time.

L1

Not all models support this function.
Step 1 SelectMain Menu > SEARCHthe video search interface is displayed.
Step 2 In the Search Typelist, selectSubperiod; In the Split Mode list, seleet, 9, or16.

From B Disk

subperiod

Step 3 In the Calendar area, select a date.
Step 4 In the Camera Namelist, select a channel.

L1

Onlysingle-channel supports this function.
Step 5 Start playing back splices.

z Click n the playback starts from the beginning.

z Double-click anywhere on the time bar, the playback starts from where you click.

L1

Every recorded video file must be at least five minsitéf a recorded video file is less than 20
minutes but still choose to split into four windows, the system walitomatically adjust the
windows quantity to ensure every splice is more than five minutes, and iis tbase it is
possible that there are namages are displaying in some windows.

5.9.9 Using the File List

You can view all the recorded videos within a certain period from any cfelnn theFile List.
Step 1 SelectMain Menu >VIDEQ the video search interface is displayed.

Step 2 Select a channel(s).

Step 3 Click E

TheFile List interface is displayed.
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oD Do Do

1
start Time Type

Step 4 Start playback.

z Click u the playback starts from the first file by default.
z Click any file, the system plays back this file.

N
z In the time box on the top of the file list interface, you can enter the sfiedime to
seach the file that you want to view.
z Inthe File List area, there are 128 files can be displayed.
z File type:Rindicates general recorded vided indicates recorded video with external
alarms;M indicates recorded video with motion detection eventsjndicates recorded
video with intelligent vents.

z Click to return to the interface with calendar and CAM NAME list.
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Locking and Unlocking the Recorded Video
z To lock the recorded video,rothe File Listinterface, select the check box of the recorded video,

and then click ﬂ The locked video will not be covered.

z To view the locked information, clic B

[

The recorded video that is under writing or overwriting cannot be locked.
z To unlock the recorded video, in theile Lockinterface, select the video, and then clitklock.

i, theFile Lockinterface is displayed.

5.10 Alarm Events Settings

5.10.1 Alarm Information

You can search, view and back up the alarm information.
Step 1 SelectMain Menu > ALARM> Alarm Info.
TheAlarm Info interface is displayed.
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Step 2 In the Type list, selectthe event type; In theStart Time box and End Time box, enter the
specific time

Step 3 ClickSearch
The search results are displayed.

Step 4 ClickBackup to back up the search results into the external storage device.

[

z Click . to play therecorded video ofalarm event
z Select an event and clidRetails to view the detailed information of the event.

5.10.2 Alarm Input Settings

Connect the alarm input and output ports by referring td.3Conrecting to Alarm Input and Output
You can configure the alarm settings for each channel individually or appéy/dettings to all channels
and then save the settings.

5.10.2.1 Configuring Local Alarms

You can connect the alarm device to the alarm input port of the Device. Wtienalarm is activated
on the alarm device, the alarm information will be uploaded to the Devicedahen the Device
outputs the localalarms in the way that yogonfigure in this section.
Step 1 SelectMain Menu > ALARM> Alarm-in Port > Local.

The Localinterface is displayed.
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Step 2 Configure the settings for the local alarms.

Parameter

Description

Alarm-in Port

Select the channel number.

Alarm Name

Enter the eistomizedalarmname.

Enable Enable or disable the local alarm function.

Device Type Inthe Device Type list, selectNO or selectNCas the voltage output type.
ClickSetting to display setting interface.

Schedule Define a period during which the motion detection is active. For detaite $
"Setting Motion Detection Period" section it6.10.4.1Configuring Motion
Detection Settings'

Anti-Dither Configure the time period from end of event detection to the stop of alarr

Alarm-out Port

ClickSetting to display setting interface.

# Local Alarm: Enable alarm activatiothrough the alarm devices
connected to theselected output port.

# Extension Alarm: Enable alarm activation through the connected alg
box.

& Wireless Siren: Enable alarm activation through deviceanected by
USB gateway or camera gateway.

PostAlarm

B

Set a length of time for the Device to delay turning off alarm after the
external alarm is cancelled. The value ranges from 0 seconds to 300 secpnd

and the default value is 10 seconds.

Show Messag

Select theShow Messagecheck box to enable a pojup message in your
local host PC.

Report Alarm

Select theReport Alarm check box to enable the system to upload th

[¢)

alarm signal to the network (including alarm center) when an alarm event

OocCcurs.
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Parameter Description
Select theSend Email check box to enable the system to send an email
notification whenan alarm evenbccurs.

SendEmail (L]

To use this function, make sure the email function is enabledMain
Menu > NETWORK > Email

Record Channel

Select the channel(s) thatou want to record. The selected channel(s) sta|
recording after an alarm event occurs.

LI

rts

The recording for local alarm recording and auto recording must be enabled

For details, see5:1.4.9Configuring Recorded Video Storage Schedubnd
"5.9.1Enabling Record Contrdl

PTZ Linkage

ClickSetting to display the PTZ interface.

EnablePTZ linkage actions, such as selecting the preset that you want t¢ be

called when an alarm event occurs.

Post Record

Set a length of time for the Device to delay turning off recording after the

alarm is cancelled. The value ranges from 10 seconds tos#@@nds, and
the default value is 10 seconds.

Tour

Select theTour check box to enable a tour of the selected channels.

Picture Storage

Select theSnapshot check box to take a snapshot of the selected channel.

LI
To use this function, seledflain Menu > CAMERA > Encode > Snapshp
in the Type list, selectEvent.

Select the check box to enable the functiowhen an alarm event occurs

the extra screen outputs the settings configured Main Menu >DISPLAY>
Tour Setting > Sub Screen.

Sub Screen [.]
z Not all nodels support this function.
z To use this function, extra screen shall be enabled.
Select the check box to enable the function. When an alarm event occ
the video output port outputs the settings configured irMain Menu >
Video Matrix DISPLAY> Tour Setting .
L1
Not all models support this function.
Buzzer Select the check box to activate a buzzer noise at the Device.
Log Select the check box to enable the Device to record a local alarm log.

Step 3 ClickApply to complete the settings.

L1

z

z

ClickDefault to restore the default setting.
ClickCopyto, in theCopy to dialog box, select the additional channel(s) that you want
to copy the local alarm settings to, and then cligipply .

[

Py

urs,
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5.10.2.2 Configuring Alarms from Alarm Box

You can connect the alarrbox to the RS485 portof the Device. When the alarm detected bythe
alarm box, the alarm information will be uploaded to the Device, and then the Device outpilts
alarms in the way that yogonfigure in this section.
Step 1 SelectMain Menu > ALARM> Alarm-in Port > Alarm Box.

TheAlarm Box interface is displayed.

Step 2 In the Alarm Box list, select thealarm box number corresponding to theddress number
configured by the DIP switch on the Alarm Box

Step 3 In the Alarm-in Port list, select the alarm input port on the Alarm Box.

Step 4 Configure the settings for other parameters of the Alarm BBgr details, ee0.

Step 5 ClickApply to completethe settings.

L1

ClickDefault to restore the default setting.

5.10.2.3 Configuring Alarms from External IP Cameras

Step 1 SelectMain Menu >ALARM> Alarm-in Port > CAM Ext
TheCAM Extinterface is displayed.
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Step 2 Configure thealarm inputsettingsfrom the external IPGFor details, se®.
Step 3 ClickApply to complete the settings.

[1I

z ClickDefault to restore the default setting.

z ClickCopyto to copy the settings to other channels.
z ClickRefreshto refresh configured settings.

5.10.2.4 Configuring Alarms for IP Camera Offline

You can configure the alarm settings for the situation when the IP camerafimef
Step 1 SelectMain Menu > ALARM> Alarm-in Port > CAM Offline.
TheCAM Offline interface is displayed.

Step 2 Configure thealarm inputsettingsfrom the offline IPC
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5.10.2.5 Configuring Alarms from HDCVIDevices

Step 1 SelectMain Menu > ALARM> Alarm-in Port > HDCVI Alarm
TheHDCVI Alarminterface is displayed.

L] Alarm

(1] LErahlz ohlng Sotus

Step 2 IntheChannellist, select a channel okll.

Step 3 Click .

Step 4 Configure the settigs forother parameters of the Alarm Bokor details, e 0.
Step 5 ClickOKto save the settings.
Stepa  ClickApply to complete the settings.

5.10.3 Alarm Output Settings

5.10.3.1 Configuring Alarm Output

When theDevice activates alarm#he connectedalarm devicegenerates alarms in the way that you
can configure in this section. You can connect to the output port of the Deaceonnect wirelessly.
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z Auto: When an alarm event is triggered on the Device, the connected alarmagegeneraes
alarm
z Manual: The alarm device is forced to keep generating alarms.
z Stop: The alarm output function is not enabled.
Step 1 SelectMain Menu > ALARM> Alarm-out Port > Alarm Mode.
TheAlarm Mode interface is displayed.

S.

Step 2 Configure the settingdor the alarm aitput. For details, se 0.

Parameter Description
Local Alarm Type | Select alarm type for each alarm output port.
Alarm Status Indicates the status of each alarm output port.
Alarm Box Select the alarm box number corresponding to the address numb
Extension configured by the DIP switch on the Alarm Box.
Alarm Alarm Type | Select the alarm type for each alarm output ports.
Status Indicates the status of each alarm output port.
Alarm Reset ClickOKto clear all alarm output status.

Step 3 ClickApply to save the settings.

5.10.3.2 Configuring White Light

er

When the motion detection alarm is activated, the system links the cameradoegate white light

alarm.

11

To use this function, connedit least onewhite light camera to pur Device.
Step 1 SelectMain Menu > ALARM> Alarm-out Port >White Light.
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TheWhite Light interface is displayed.

Step 2 Configure the settings for the white light parameters.

Parameter Description
In the Channel list, select a channel that is connected towhite light
Channel
camera.
Set a length of time for the Device to delay turning off alarm after the
Delay alarm is cancelled. The value ranges from 5 seconds to 30 seconds, and
the default value is 5 seconds.
Mode Set the alarm mode of white light to bAlways onor Flicker.

Whensetting the alarm mode of white light to b&lash, you can select

Flicker Frequenc
a y the flash frequency fromLow, Middle , andHigh.

Step 3 ClickApply to complete the settings.

5.10.3.3 Configuring Siren

When the motion detection alarm is activatedhe system links the camera to generaeund alarm.

11

To use this function, connect at least one camera that supports audio function
Step 1 SelectMain Menu > ALARM> Alarm-out Port > Siren.
TheSiren interface is displayed.
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Step 2 Configure the settings for theigen parameters.

nat

n
pfault

m

Parameter Description
In the Channel list, select a channel that is connected to a camera tl
Channel ) )
supports audio function.
Play ClickPlay to manually trigger the IP camera to play audio file.
Set a length of time for the Dewge to delay turning off alarm after the alarn
Delay is cancelled. The value ranges from 5 seconds to 30 seconds, and the d¢
value is 5 seconds.
Audio Clip Select the audio clip for the siren sound. The default settinQlig 1.
Volume Select the volumdor the audio clip. You can select the flash frequency frg
Low, Middle, andHigh.
Import the upgrade audio file (.bin) to upgrade the alarm audio file of the
Update Audio P P9 . (-bin) . pg
Clip camera. For details, sebpgradeAudio File of Camera

Step 3 ClickApply to complete the settings

Upgrade Audio File of Camera

L1

This function is supported only on the local interface.
Step 1 Prepare a USB device or other external storage device and plug it into the Device
Step 2 ClickBrowse.

TheBrowse interface is displayed.
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Step 3 Select the upgrade audio filébin).
Step 4 ClickOKto return to the Siren interface.
Step 5 ClickUpgrade to upgrade the alarm audio file of the camera

5.10.4 Video Detection

Video detection adopts computer vision and image processing technologlye technology analyzes
the video images to detect the obvious changes such as moving otgeand blurriness. The system
activates alarms when such changes are detected.

5.10.4.1 Configuring Motion Detection Settings

When the moving object appears and moves fagtaigh to reach the preset sensitivity value, the
system activates the alarm.
itep 1 SelectMain Menu > ALARM> Video Detection > Motion Detection .

TheMotion Detection interface is displayed.
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Step 2 Configure the settings for the motion detection parameters.

Parameter

Description

Channel

In the Channellist, select a channel to set the motion detection.

Region

ClickSetting to define the motion detection region.

Enable

Enable or disable the motion detection function.

PIR Alarm

PIR function helps enhancing the as@cy and validity of motion

detect. It can filter the meaningless alarms that are activated by the
objects such as falling leaves, flies. The detection range by PIR is smaller

than the field angle.

PIR function is enabled by default if it is supported the cameras.

Enabling PIR function will get the motion detect to be enable

automatically to generate motion detection alarms; if the PIR functi

is not enabled, the motion detect just has the general effect.

[l

z  Only when the channel type is CVI, the RIRction can be enabled,

z If the camera does not support PIR function, it will be unusable,

z If the Device does not support PIR function, it will not be display
on the interface.

Schedule

Define a period during which the motion detection is active.

Anti-Dither

Configure the time period from end of event detection to the stop
alarm.
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Parameter

Description

Alarm-out Port

ClickSetting to display setting interface.

# General AlarmEnable alarm activatiothrough the alarm devices
connected to theselected output port.

# ExternalAlarm: Enable alarm activation through the connecte
alarm box.

# Wireless Siren: Enable alarm activation through devices conned
by USB gateway or camera gateway.

PostAlarm

Set a length of time for the Device to delay turning off alarm after {
externd alarm is cancelled. The value ranges from 0 seconds to
seconds, and the default value is 10 seconds. If you enter Oethdl be
no delay.

Show Message

Select theShow Messagecheck box to enable a pojup message in
your local host PC.

Report Alam

Select theReport Alarm check box to enable the system to upload th

alarm signal to the network (including alarm center) when an alar

event occurs.

Send Email

Select theSend Emailcheck box to enable the system to send an em
notification whenanalarm eventoccurs.

L1

To use this function, make sure the email function is enabledviain
Menu > NETWORK > Email

Record Channel

Select the channel(s) that you want to record. The selected channg
starts recording after an alarm event occurs.
L1

The ecording for motion detection and auto recording function musg
be enabled. For details, seb.1.4.9Configuring Recorded Video Storag
Schedule and '5.9.1Enabling Record Contrdl

PTZ Linkage

ClickSetting to display the PTZ interface.

Enable PTZ linkage actions, such as selecting the preset that you
to be called when an alarmwent occurs.

L1

Motion Detect can only activate PTZ preset.

Post Record

Set a length of time for the Device to delay turning off recording aft
the alarm is cancelled. The value ranges from 10 seconds to 300 sec
and the default value is 10 seconds.

d

ted

he
300

2l(s)

®

vant

er
bnds,

Tour

Select theTour check box to enable a tour of the selected channels.

Picture Storage

Select theSnapshot check box to take a snapshot of the selecte

channel.
L1

To use this function, selecMain Menu > CAMERA > Encode :

2d

Snapshot, in theType list, séect Event.
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Parameter Description

Sub Screen [:_]

Select the check box to enable the functiolVhen an alarm even
occurs, theextra screen outputs the settings configured iMain
Menu >DISPLAY> Tour >Sub Screen.

z Not all models support this function.
z  To use this function, exé&r screen shall be enabled.

Video Matrix Menu >DISPLAY> Tour.

Select the check box to enable the function. When an alarm event
occurs, thevideo output port outputs the settings configured irMain

LI

Not all models support this function.

Buzzer Select the check box to activate a buzzer noise at the Device.

Log Select the check box to enable the Device to record a local alarm log.
Select to enable audio broadcast/alarm tones in response to a motion

Alarm Tone )
detection event.

White Light Select the chek box to enable white light alarm of the camera.

Siren Select the check box to enable sound alarm of the camera.

Step 3 ClickApply to save the settings.

z ClickDefault to restore the default setting.

z ClickCopyto, in theCopyto dialog box, select the additinal channel(s) that you want
to copy the motion detection settings to, and then clickpply .

z ClickTestto test the settings

Setting the Motion Detection Region

Next toRegion, clickSetting .

The region setting screen is displayed.
Point to the middle top of the interface.
The setting interface is displayed.

Step 1

Step 2

Step 3

ama Hegion
Sensitivity -

Thrashold - 0

Configure the regions settings. You can configure totally four region

1) Select one region, for example, cIicn.

2) Drag on the screen to select the region that you want to detect.
The selected area sihws the color that represents the region.
3) Configure the parameters.
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Parameter Description
Name Enter a name for the region.
Sensitivity Every region of every channel has an individual sensitivity value.
The bigger the value is, the easier the alarms baractivated.
Adjust the threshold for motion detect. Every region of every channel has
Threshold

an individual threshold.

L1

When anyone of the four regions activates motion detect alarm, the channekehthis
region belongs to will activate motion detet alarm.

Step 4 Rightclick on the screen to exit the region setting interface.

Step 5 On theMotion Detection interface, clickApply to complete the settings.

Setting Motion Detection Period

L1

The system only activates the alarm in the defined period.
Step 1 Next toSchedule, clickSetting .
TheSetting interface isdisplayed.

1 i I 14 L= 1 L

Celauilt

Step 2 Define the motion detection period. By default, it is active all the time.
z Define the period by drawing.
Define for a specified day of a week: On the timeline, click the-halfr blocks to
select theactive period.

Define for several days of a week: CI! before each day, the icon switches to
.. On the timeline of any selected day, click the Hadlur blocks to select the
active periods, all the days Witl. will take the same settings.

Define for al days of a week: Clickl, all ! switches to . On the timeline of

any day, click the halfiour blocks to select the active periods, all the days will take
the same settings.
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z Define the period by editing. Take Sunday as an example.

1) Click .

ThePeriod interface is displayed.

2) Enter the time frame for the perigéndthen select the check box to enable the settings.
There are six periods for you to set for each day.
Under Copy to, selectAll to apply the settings to all the days of a week, or select
specfic day(s) that you want to apply the settings to.

3) ClickOKto save the settings.
Step 3 On theMotion Detection interface, clickApply to complete the settings.

5.10.4.2 Configuring Video Loss Settings

When the video loss occurthe system activates the alarm.
Step 1 SelectMain Menu > ALARM> Video Detection > Video Loss
TheVideo Lossinterface is displayed.
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Step 2 To configure the settings for the video loss detection parameters“sel0.4.1Configuring
Motion Detection Settings

[1I
For PTZ activation, different from motion detection, the video loss detection cativate PTZ
preset, tour, and pattern.
Step 3 ClickApply to complete the settings.
[1I
z ClickDefault to restore the default setting.
z Click Copy to, in theCopy to dialog box, select the additional channel(s) that you want
to copy the motion detection settings to, and then clickpply .

5.10.4.3 Configuring Tampering Settings

When the camera lens is covered, or the video is displayed in a single bet@use of the causes such
as sunlight status, the monitoring cannot be continued normally. To avoid ssifuations, you can
configure the tampering alarm settings.
itep 1 SelectMain Menu > ALARM> Video Detection > Video Tampering.

The VideoTampering interface is displayed.
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wid=c “lamperies

Step 2 To configure the settings for théampering detection parameters, s&'5.10.4.1Configuring
Motion Detection Settings

N

For PTZ activation, different from motion detection, the video loss detection can atital Z
preset, tour, and pattern.

Step 3 ClickApply to complete the settings.
z ClickDefault to restore the default setting.

z ClickCopy to, in the Copy to dialog box, select the additional channel(#)at you want
to copy the motion detection settings to, and then clickpply .

5.10.5 System Events

You can configure the alarm output for three types of system event (HDBBtwork, and User). When

there is an abnormal system event occurs, the system activatesradan the way that you configure
in this section.

5.10.5.1 Configuring HDD Event Settings

Step 1 SelectMain Menu > ALARM> Exception > Disk.
TheDisk interface is displayed.
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Step 2 Configure the settingdor the HDD event

Parameter Description

In the Event Type list, selectNo Disk, Disk Error, orLow Spaceas the event
Event Type

type.
Enable Enable or disable the HDD event detection function.

ClickSetting to display setting interface.
4 Local Alarm: Enable alarm activatiothrough the alarm devices
connected to theselected output port.

Alarm-out Port a Extension Alarm: Enable alarm activation through the connected alarm
box.
& Wireless Siren: Enable alarm activation through devices connected by
USB gateway or camera gateway.
Set a length of time for the Deviceo delay turning off alarm after the
PostAlarm external alarm is cancelled. The value ranges from 10 seconds to
seconds, and the default value is 10 seconds.
Show Message Select theShow Messagecheck box to enable a pojup message in your
local host PC.
Select theReport Alarm check box to enable the system to upload the
Repot Alarm alarm signal to the network (including alarm center) when an alarm event
occurs.
Select theSend Emailcheck box to enable the system to send an email
notification when an alarm evenbccurs.
Send Email 1]
To use this function, make sure the email function is enabledMain
Menu > NETWORK > Email
Buzzer Select the check box to activate a buzzer noise at the Device.
Log Select the check box to enable the Device to record a latafm log.
Select to enable audio broadcast/alarm tone in response to a HDD alarm
Alarm Tone

event.
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Step 3 ClickApply to complete the settings.

5.10.5.2 Configuring Network Event Settings

Step 1 SelectMain Menu > ALARM> Exception > Network .
TheNetwork interface is displagd.

Step 2 Configure the settings for the Network event

Parameter Description

In the Event Type list, selectOfflice, IP Conflict, or MAC Conflict as the
Event Type

event type.
Enable Enable or disable the Network event detection function.

Alarm-out Port

Cick Setting to display setting interface.

# General Alarm: Enable alarm activatighrough the alarm devices
connected to theselected output port.

a External Alarm: Enable alarm activation through the connected alg
box.

# Wireless Siren: Enable alarm actigatithrough devices connected by
USB gateway or camera gateway.

PostAlarm

Set a length of time for the Device to delay turning off alarm after t
external alarm is cancelled. The value ranges from 10 seconds to
seconds, and the default value is 10cemds.

Show Message

Select theShow Messagecheck box to enable a pojp message in yout
local host PC.

Send Email

Select theSend Emailcheck box to enable the system to send an em
notification whenan alarm evenbccurs.

To use this function, makeure the email function is enabled iMain

ail

Menu > NETWORK > Email
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Parameter Description
Buzzer Select the check box to activate a buzzer noise at the Device.
Log Select the check box to enable the Device to record a local alarm log.

Continue to record for soméime after the alarm is ended. The value ranges
from 10 seconds to 300 seconds.
Select to enable audio broadcast/alarm tones in response to a netwpork
alarm event.

Post Record

Alarm Tone

Step 3 ClickApply to complete the settings.

5.10.6 Configuring Disarming

You can disarm all alarm linkage actions as needed.
Step 1 SelectMain Menu > ALARM> Disarming .

Step 2 Click - to enable disarming.

Step 3 Select alarm linkage actions to disarm.

(A

All alarm linkage actions will be disarmed when you selédit
Step 4 ClickApply.

5.11 Al Function

5.11.1 For Pro Al Series
LI

Thefaces are fuzzily processed to comply with relevant regulations.
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Al module provides face detection, face recognition, IVS functioaad video structuring These
functions take effect after they are configured and enabled. It adopts deep lewyrand can ealize
precision alarms.

z Face detection: The Device can analyze the faces captured by the camdrbrdrthe configured
alarms.

z Face recognition: The Device can compare the captured faces with the liacary and then link
the configured alarms.

z IVS: ThaVS function processes and analyzes tiheman and vehicle images to extract the key
information to match with the preset rules. When the detected behawdanatch with the rules,
the system activates alarms. The IVS function can avoid wrong alarm#daynij the factors such
as rains, light, and animals.

z Video structuring: The device cagletect and extract key features from the human bodies and
non-motor vehicles in the video, and then build a structured database. You search any target
you need with hese features. For example, you can search any people who wears yellow short
sleeve shirt. See more details i5.11.1.4/ideo Structurind'

5.11.1.1 Face Detection

The Device can analyze th@ctures captured by the camerdo detect whether the faces are on the
pictures. You can search and filter the recorded videos the faces and plely.ba

L1

If you select Al by devicéhen among face detection and recognitiony'S function and viceo
structuring, you can use one of themat the same time for the same channel.

5.11.1.1.1 Configuring Face Detection Parameters

The alarms are generated according to the configured parameters.
Step 1 Main Menu > Al > Parameters > Face Detection
TheFaceDetection interfaceis displayed.
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Ertalile e Selling

Schedals Satting
m-out For Satting
0w Message | Fmpmtalzrm Send Lmail

« Hecord Channel

F1£ Linkages Labting

Step 2 In the Channel list, select a channel that you want to configure face detection functiand
then enable it.
Step 3 Configure the parameters.

Parameter Description

You can select froml by Cameraand Al by Device.

4 Al by Camera This opton requires certain Al cameras. The camera

Type will do all the Al analysis, and then give the results to the DVR.

4 Al by Device The camera only transmits normal video stream|to
the DVR, and then the DVR will do all the Al analysis.

ClickView Setting to draw areas to filter the target.

You can configure two filtering targets (maximum size and minimum

Rule size). When the target is smaller than the minimum size or larger than

the maximum size, no alarms will be activated. The maximum size

should be larger tharthe minimum size.

Define a period during which the detection is active.

Schedule For details, se"Setting Motion Detection Period" section i¥5.10.4.1

Configuring Motion Detection Setting$

ClickSetting to display setting interface.

# General AlarmEnable general alarnand select the alarm output
port.

# Ext. Alarm: Connect the alarm box to the Device and then engble

Alarm-out Port it.

# Wireless Siren: Connect the wiess gateway to the Device and
then enable it. For details, seé6.121oT Function'

When an alarm event occurs, thgystem links theperipheral alarm

devicesconnected to he selected output port.
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Parameter Description

154

Set a length of time for the Device to delay turning off alarm after the
PostAlarm external alarm is cancelled. The value ranges from 0 seconds to 30(
seconds. If you enter 0, there will be no delay.

Select theShow Messagecheck box to enable a pojip alarm

message in your local host PC.

Select theReport Alarm check box to enable the system to upload the

alarm signal to the network (including alarm center) when an alarm

event occurs.

1]

z  Not all modelssupport this function.

z The corresponding parameters in the alarm center should
configured. For details, se&5.15.1.12Configuring Alarm Centef
Settings"

Select theSend Emailcheck box to enable the system to send an

email notification whenan alarm evenbccurs.

Send Email |

To use this function, make sure the email function is enableiin

Menu > NETWORK > Email

Select the channel(s) that you warno record. The selected channel(

starts recording after an alarm event occurs.

[

The recording for intelligence event and auto recording function stu

be enabled. For details, seb.1.4.9Configuring Recorded Video Storag

Schedulé and '5.9.1Enabling Record Contrdl

ClickSetting to display the PTZ interface.

Enable PTZ linkage actions, such as selecting the preset that you want

to be called when an alarm event occurs.

LI

To use this function, the PTZ operations must be configured. For details,

see 5.4Controlling PTZ Camerds

Set a length of time for the Device to delay turning off recording after

Post Record the alarm is cancelled. The value ranges from 10 seconds to 300

seconds.

Select theTour check box to enable a tour dhe selected channels.

L1

Tour z  To use this function, the tour setting must be configured.

z After the tour is ended, the live view screen returns to the view
layout before tour started.

Select thePicture Storage check box to take a snapshot dfi¢

selected channel.

Picture Storage L]

To use this function, make sure tlmapshotfunction is enabled for

Intel in Main Menu > STORAGE Schedule > Snapshot.

Show Message

Report Alarm

°
—

Record Channel

1]

PTZ Linkage
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Parameter Description
Select the check box to enable the function. When an alarm event
occurs, thevideo output port outputs the settings configured iriMain

) ] Menu > DISPLAY> TOUR> Extra Screen"
Video Matrix [

z Not all models support this function.
z The extra screen must be enabled to support this function.

Buzzer Select the check box to activate a buzzer noise at the Device.

Log Select the check box to enable the Device to record a local alarm log.
Alarm Tone Select to enable audio broadcast in response to a face detection event.
White Light Select the check box to enable the white light alarm of the camera.
Siren Select the check box to enable the sound alarm of the camera.

Step 4  ClickApply to complete the settings.

5.11.1.1.2 Searching for and Playing Detected Faces

You can search the detected faces and play back.
Step 1 SelectMain Menu > Al > Al Search> Face Detection.
TheFace Detectioninterface s displayed

L1 o S o 1 e R L

A0 0303 Q000

all

Al

armarl Search

Step 2 Select the channel, enter the start time and end time, and set for the gender, gigsses,
beard, and mask.

Step 3 ClickSmart Search
The results are displayed.
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Step 4 Select the face that you want to play back.
The picture with registered informatio is displayed.

Step 5 dick I o start playing back the recorded detected face snapshots.
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L1

Double-click on the playing interface to switch between full screen playing anditibnail

playing.

You can also do the following operations to the recorded files.

z To eyport the database file (.csv) to the external storage device, select, filliskExport,
and then select the save path.

z To back up the recorded files to the external storage device, select filak Bhckup,
select the save path and file type, and thelick Start.

End Tim

z To lock the files to make it unable to be overwritten, select the files, #rah clickLock.
z To add a mark to the file, select the files and then chald Tag.

5.11.1.2 Face Recognition

Face recognition applies to Al preview mode and smart search.

z Al preview mode: Supports comparing the detected faces with the face librang display the
comparison results.

z Smart search: Supports faces searching by faces attributes or portraits.

L1

z If you select Al by device, then among face detection and recognitilVS function, and video
structuring, you can use one of them at the same time for the same channel.

z Before enabling face recognition function for a channel, the face dgien must be enabled first
for this channel.

5.11.1.2.1 Face Library Management

You should ceate a face library for comparing the detected faces and the faces in thar§biThe
Device supports creating maximum 20 libraries and registering 100,84ces.
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Creating a Face Library

SelectMain Menu > Al > Database > Face Database Config

Step 1
TheFace Database Confignterface is displayed.

1::ul

Hame FegsterMe. Fa ec Mo, CrorMe. 3atus Rod -y Zetals:
: SIS

W1p

Step 2 At Type, you can selectocal or Remote.
Local: Viewing the existing face databases or adding new one on the DVR.

z
Remote: If you have face recognition camera, you can select this to view the egifice

Z
databasesor adding new one on the camera.

ClickAdd.
TheAdd interface is displayed.

Step 3 Enter the face library name, and then cliGik.
The created library is displayed.
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z Click ! to modify library name.

z Click E to view the library details and add new faces to the library. For detads,'s

Adding Face Pictureés.

z Select the library, and then cliddodeling . The system will extract the attributes of face
pictures in the library for the future comparison.

z Select the library, and then clidRelete to delete the library.

1::ul

Hame FegsterMe. Fa ec Mo, CrorMe. Hatus Rod©y Zekols:
S1p SIS

Adding Face Pictures

You can add face pictures to the existing libraries one by one or by baiclgdd from the detected
faces.

[l

To add face pictures one by one or by batch, you need to get the pictures froendBB storage
device. The picture size skl be smaller thar256K with resolution betweer200x200-6000x5000.

Adding One Face Picture
Step 1 SelectMain Menu > Al >Database > Face Database Config
TheFace Database Confignterface is displayed.

Step 2 Click E of the library that you want to configure.

TheDetails interface is displayed.
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Step 3 ClickRegister ID.

TheRegister IDinterface is displayed.

Hemsier D

Stepd  Click E to add a face picture.

TheBrowse interface is displayed.
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Step 5 Select a face picture and enter the registration information.

Mmarge

111111111111111555555

United Statlas

Al Mare ] Rpsmaed Cancal

Stepa  ClickOK

The system promptshe registration is successful.
Step 7 On theDetails interface, clicksearch

The system prompts modeling is successful.

[

If the system prompts the message indicating modeling is in process, wait a whitethen
click Searchagain. If modeling is failed, theegistered face picture cannot be used for face
recognition.
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Adding Face Pictures in Batch
Step 1 Give a name to the face picture by referring @o

Naming format Description

Name Enter the name.

Gender Enter 1 or2. 1 represents male, and 2 represents female.

Birthday Enter numbers in the format ofyyy-mm-dd.

Country Enter the abbreviation of country. For example, CN for China.

ID Type 1 represents ID card; 2 represents passport; 3 represents military officer
password.

ID No. Enter the ID number.

Address Enter the address.

Step 2 On theDetalils interface, clickBatch register.
TheBatch register interface is displayed.
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Sebact File, max. sebact G0Geach

Step 3 ClickSelect file, max select 500 each timeor Select a folderto import face pictures.
Step4  ClickOKto complete batch registration.

Adding the Detected Faces
Step 1 Rightclick on the live view screen, and then selédte Mode > Al Mode.
The Al Mode live view screen is displayed.

Step 2 Double-click the detected face snapshot that you want to add.
The snapshot playing back interface is displayed.
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Step 3 ClickAdd to Human Face Database
TheRegister IDinterface is displayed.

10 Huiman .-

Step 4 Select the face library and enter the ID information.
Step 5 ClickOKto complete registration.

5.11.1.2.2 Face Recognition Configuration

You can compare theletected faces with the faces in the library to judge if the detected face belongs
to the library. The comparison result will be displayed on the Al mode lieengcreen and smart search
interface, and link the alarms.

Step 1 SelectMain Menu > Al > Rirameters >Face Recognition
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TheFace Recognitioninterface is displayed.

Selling

=e1ling

Straraerslarm

Enahle Healladly  RKadify Parameters  Deata

Detault

Step 2 In theChannellist, select a channel that you want to configure fagzognition function, and
then enable it.
Step 3 Set theSchedule. For details, se&.10.4.1Configuring Motion Detection Setting$
Step 4 Set theTarget Face Database
1) ClickSetting.
TheFace Databaseinterface is displayed.

Faze Daks aase

At e R 1+ =1 K

2) Select one or multiple face libraries.
3) ClickOK
The selected face libraris listed.
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L llirg

=rahle Similariry  Modlfy Farameters  Dslats

Defauli

Step 5 Configure the added face library.

z Click . to modify the similarity. The lower the number is, the easier the alarm lirkag

will trigger.

z Click . to delete the face library.

z Click E to set the alarm linkage. For details, see

After setting is completed, clicloK.
Step & (Optional) Enable thé&tranger Mode.
1) Enable the Stranger mod_ ). When the detected faces do not belong to the face
library, the system remarks the face as "Stranger.”
2) ClickSetting to setthe alarm linkage. For details, sée
3) After setting is completed, clicOK
Step 7 ClickApply to complete the settings.

After the face recognition function is enabled, rigidlick on the live view screen, and thenleet Live

Mode > AlMode. The Al mode live view screen is displayed. Bigeire 516.

z If the detected face belongs to the enabled face library, the similarity resutisplayed.

z If the detected face does not belong to the enabled face library, the face will be ré&athas
"Stranger."

176



Teasares Users Manual

5.11.1.2.3 Smart Search for Face Recognition

You cancomparethe detected faceswith the face library anglay back.
z Search by attributes: Search the face library by the face attributes.
z  Search by picture: Search the face library by uploading face pictures.

Searching by Attributes

Step 1 SelectMain Menu > Al > Al Search> Face Recognition>Search by Attributes.
TheSearch by Attributes interface is displayed.
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Search by At

Channal
Start Tima 2020 -0 -02 00 (000D
2020 -035-03 00 (00 DD

All

FMauth Mask
Expression
Similarty g0

smart Search

Step 2 Select the channednd set the paameters such astart time, end time, gender, age, glasses,
beard,mask and similarity according to your requirement

Step 3 ClickSmart Search
The search result is displayed.

cace Recognition

Step 4 Click the picture that you want to play back.
The picture with registered information is displayed.
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Face Recognition

| ETLIT

Step 5 Click u to play back the recorded video.

L1

Double-click on the playing interface to switch between full screen playing andittibnail

playing.

You can also do the following operations to the recorded files.

z To export the database filedsv) to the external storage device, select files, diglport,
and then select the save path.

z To back up the recorded files to the external storage device, select filak Bhckup,
select the save path and file type, and then cligtart.
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z To lock the files to make it unable to be overwritten, select the files, #rah clickLock.
z To add a mark to the file, select the files and then chad Tag.

Search by Picture

Step 1 SelectMain Menu > Al > Al Search» Face Recognition> Search byPicture.
TheSearchby Picture interface is displayed.

Gearch by Picturs

Faca Database Lacal I.|'||-;-.-'| d Remnoye

End Time 2] -05-02

airnilarity 1]

smarl Search

Step 2 Upload face pictures fronfrace Databaseor Local Upload.

D_-:[l MNOTE

Maximum 30 pictures can be uploaded at one timand the system support searching 8
pictures at one time.
z FaceDatabase
1) ClickFaceDatabase.
TheFace Databaseinterface is displayed.
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2) Set the searching parameters by selecting the face library and gender, and ieigter
name and ID No. according to your actual requirement.
3) ClickSearchto display the results that satisfy the requirement.

[

ClickResetto clear thesearching parameters.

4) Select the picture and then clic®K

The picture is displayed on th8earch by Picturenterface.

Zearck Eestr... PEEarsk B FIssurs

PIE I i

el

Enc. Tlm:

z Local Upload

Plug the USB storage device (with face pictures) to the Device, and then lotichl
Upload. Then select the picture dm the USB storage device, and then clioiK. The
selected face pictures are uploaded.

Lazal Loalaesld

2EN-CI-CL 0 nng

2250 23 Cx 0l 0diad

Smarl Zzarzk
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Step 3 After the face pictures are uploaded, continue to configure other paraerst (channel, start
time, end time, and similarity)

Stepd  ClickSmart Search

Users Manual

The searching resultsra displayed.

Step 5 Select the face picture that you want to play back.
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Stepa Click u to play back the recorded video.

[

Double-click on the playing interface to switch between full screen playing anditibnail

playing.

You can also do the following operations the recorded files.

z To add a mark to the file, select the files and then chald Tag.

z To lock the files to make it unable to be overwritten, select the files, #rah clickLock.

z To back up the recorded files to the external storage device, selees,fitlickBackup,
select the save path and file type, and then clistart.
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Erd Time

5.11.1.3 IVS Function

The IVS function processes and analyzes the images to extract thénkgrmation to match with the
preset rules. When the detected behaviors match with the rukbg system activates alarms.

[

If you select Al by device, then among face detection and recognition, IMStion, and video
structuring, you can use one of them at the same time for the same channel

5.11.1.3.1 Configuring IVS Parameters

The alarms are generatecceording to the configured parameters.
Step 1 SelectMain Menu > Al >Parameters > IVS.
ThelVSinterface is displayed.
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Step 2 In the Channellist, select the channel number that you want to configure the IVS fimrc.
Step 3 At Type, you can select frorAl by Cameraand Al by Device.
z Al by Camera This option requires certain Al cameras. The camera will do all the Al
analysis, and then give the results to the DVR.
z Al by Device The camera only transmits normal video stream to the DVR, and then the
DVR will do all the Al atysis.
Step 4 ClickAdd.
One line of rule is displayed.

Charral 1

| “nahkle i me Nrava Farametars Delate

Step 5 Configure the parameters for the rule that you selected.
Step s Select the check box of the rule to enable it.
Step 7 ClickApply to complete the settings.
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Configuring Tripwire Rules

When the target object crosses theipwire in the defined direction, the system activates alarms.
z The tripwire can be configured as a straight line or broken line.
z  Supports detecting oneway or two-way tripwire crossing.

z  Supports multiple tripwires in the same scenario to meet the comptgxi

z  Supports size filtering for target.
Step 1 On the rule line that you added, in th&ype list, ®lect Tripwire .

Chzrral 1

| “nahkle Ia me

Miraive Farametars Delats

Step 2 Draw a tripwire.

1) IntheChannellist, select the channel that you want to configure the rules for.
2) Click .

The monitoring screen to configure th&ipwire rules is displayed.
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3) Configure the settings for the parameters of drawing rules.

Parameter Description
Name Enter the eistomized rule name

L Set the direction of the tripwire. You can choogeo B (left to right),B
Direction

to A (right to left), andBoth.

Target Filter

Click . to draw areas to filter the target.

You can configure two filtering targets (maximum size and minimum
size). When the target that is crossing the tripwire is smaller than the
minimum size or larger than the maximursize, no alarms will be
activated. The maximum size should be larger than the minimum size.

Effective Target

Enable the Al Recognition function-). By defaultHuman and
Motor Vehicle are selected for alarm object.

4) Drag to draw a tripwire. The tripwire can be a straight line, broken line oygoh.
5) ClickOKto save the settings.

Step 3 Click . to set the actions to be triggered.

TheTrigger interface is displayed.
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Step 4 Configure the triggering parameters.

Parameter Description
Define a period during Wich the detection is active.
Schedule For details, se"Setting Motion Detection Period" section i¥5.10.4.1

Configuring Motion Detection Settings

Alarm-out Port

ClickSetting to display setting interface.

# General AlarmEnable general alarnand select the alarm output
port.

# Ext. Alarm: Connect the alarm box to the Device and then eng
it.

# Wireless Siren: Connect the wireless gateway to the Device
then enable it. For dils, se€'5.121oT Function'

When an alarm event occurs, thgystem links theperipheral alarm

devicesconnected to theselected output port.

ble

and

PostAlarm

Set a length ofime for the Device to delay turning off alarm after the
external alarm is cancelled. The value ranges from 0 seconds to 30(
seconds. If you enter 0, there will be no delay.

Show Message

Select theShow Messagecheck box to enable a pojip alarm
message in your local host PC.

Report Alarm

Select theReport Alarm check box to enable the system to upload th

alarm signal to the network (including alarm center) when an alarm

event occurs.

[0

z Not all models support this function.

z The corresponding parametersnithe alarm center should be
configured. For details, se&.15.1.12Configuring Alarm Center

[¢)

Settings.”
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Parameter Description

Select theSend Emailcheck box to enable the system to send an
email notification whenan alarm evenbccurs.

Send Email 1]

To use this function, make sure the email function is enableli&in
Menu > NETWORK > EMAIL

Select the channel(s) that you want to record. The selected channel(s)
starts recordingafter an alarm event occurs.

1]

The recording for intelligence event and auto recording function stu
be enabled. For details, seb.1.4.9Configuring Recorded Video Stoge

Scheduleé and '5.9.1Enabling Record Contrdl

ClickSetting to display the PTZ interface.

Enable PTZ linkage actions, such as selecting the presetybatwant

to be called when an alarm event occurs.

Record Channel

PTZLinkage [.-J
To use this function, the PTZ operations must be configured. For details,
see 5.4Controlling PTZ Camerads
Set a length of time for the Device to delay turning off recording after
PostRecord the alarm is cancelled. The value ranges from 10 seconds to 300
seconds.
Select theTour check box to enable a tour of the selected channels.
L1
Tour z To use this function, the tour setting must be configured.

z After the tour is ended, the live view screen returns to the view
layout before tour started.

Select thePicture Storage check box to take a snapshot of the

selected channel.

Picture Storage 1]

To use this function, make saithe snapshotfunction is enabled for

Intel in Main Menu > STORAGE Schedule > Picture Storage.

Select the check box to enable the function. When an alarm event

occurs, thevideo output port outputs the settings configured ifiMain

) ] Menu > DISPLAY> Tour >Sub Sceen."
Video Matrix [

z Not all models support this function.
z The extra screen must be enabled to support this function.

Buzzer Select the check box to activate a buzzer noise at the Device.
Log Select the check box to enable the Device to recartbcal alarm log.
Alarm Tone Select to enable audio broadcast in response to a face detection event.

Step 5 ClickOKto save the settings.

Step & Select theEnable check box, and then clicRpply .
The tripwire detecting function is active. When the target object crosses thipwire in the
defined direction, the system activates alarms.
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Configuring Intrusion Rules

When the target enters and leaves the defined detection area, or the target app@athe defined
area, the system activates alarms.

z You can define the sh@e and quantity of intrusion areas.

z  Supports detecting the behaviors that enter and leave the intrusion areas.

z Supports detecting the behaviors that are moving in the intrusion aredse Tjuantity of areas
and lasting time can be configured.

z  Supports sizdiltering for target.

Step 1 On the rule line that you added, in th&ype list, £lectIntrusion .

A by Ceniie

Type Dras Farameters nelede
Iptruslcn

Step 2 Draw an area.
1) IntheChannellist, select the channel that you want to configure the rules for.

2) Click .

The monitoring screen to configure the intrusion rulesdssplayed.
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3) Configure the settings for the parameters of drawing rules.

Parameter Description
Name Enter the eistomized rule name
Action Configure the actions that are defined as intrusion. You can select the
Appear check box and theCrosscheck box
o In the Direction list, selecthe direction of crossing the configured
Direction

area.You canselectEnter&Exit, Enter, andEXxit.

Click . to draw areas to filter the target.

L1

TargetFilter You can configure two filtering targets (maximum size and rimmm
size). When the target that is crossing the tripwire is smaller than the
minimum size or larger than the maximum size, no alarms will |be
activated. The maximum size should be larger than the minimum size.
Enable the Al Recognition fiction (-). By defaultHuman and
Motor Vehicle are selected for alarm object.

4) Drag to draw an area.

5) ClickOKto save the settings.

Effective Target

Step 3 Click . to set the actions to be triggered. For details, see

Step4  Select theEnable check box, and then clicRpply .
The intrusion detecting function is active. When the target enters andviesaithe area, or the
target appears in the defing area, the system activates alarms.
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5.11.1.3.2 Smart Search for IVS Function

You can search for the integlent events and play back.
SelectMain Menu > Al > SMART SEARCHIVS.

Step 1
ThelVSinterface is displayed.
Channel
Start Time
End Time
Event Type
Effective Target Motor Vehicle
Step 2 In the Channel list, select the channel that you want teearch for the events, and then set

other parameters such as start time, end time, event tyaed alarm object.

Step 3 ClickSmart Search
The results that satisfy the searching conditions are displayed.
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Step 4 Click the picture that you want to play back.

Step 5 Click u to play back the recorded video.
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Double-click on the playing interface to switch between full screen playing anditibnail
playing.

You can also do the following operations to the recorded files.

z To back up the recorded files to the external storage device, select filak Bhckup,
select the save path and file type, and then cligtart.

sCal{USE UEE)

End Tim

z To lock the files to make it unable to be overwritten, select the files, #rah clickLock.
z To add a mark to the file, select the files and then chald Tag.

5.11.1.4 Video Structuring

The device can detect and extract key features from the human bodies andmotor vehicles in the
video, and then build a structured database. You can search any target yod méth these features.

5.11.1.4.1 Configuring Video Structuring

Step 1 SelectMain Menu > Al >Parameters > Video Structuring .
TheVideo Structuring interface is displayed.
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Channel | 1 Al by Device

luman Detectian <@ Detect

Step 2 In the Channel list, select a channel that you want to configure video structuring funetjo
and then enable it.
Step 3 At Type, you can select frorAl by Cameraand Al by Device.
z Al by Camera This option requires certain Al cameras. The camera will dohallAl
analysis, and then give the results to the DVR.
z Al by Device The camera only transmits normal video stream to the DVR, and then the
DVR will do all the Al analysis.
Step 4 You can select froniluman Detection, Face Detect andNon-motor Vehicle.
z Human Detection : Select this option, and then the device will analyze all the human
body features in the video, including Top, Top Color, Bottom, Bottom Color, Bag,
Gender, Age, and Umbrella. You can search the target you need with theztares. See
"Human Body Detectionlh "5.11.1.4.Zmart Search for Video Structuririg
z Face Detect You need to selecHuman Detection first, and then you can select this
option. If you select tis option, and there is any human face appears in the video, then
there will be an extra face image and some extra face features in the human body
detection results, including Glasses, Expression, Mask, and Beard. Yoseeach the
target you need with these features. See "Human Body Detection'5id1.1.4.2Smart
Search for Video Structuring
z Non-motor Vehicle: Select this option, and then the device will analyze all then-
motor vehicle features in the video, including Type, Vehicle CoRepple Number, and
Helmet. You can search the target you need with these features. See ‘niNiar Vehicle
Detection" in '5.11.1.4.5mart Search for Video Structuritig

Step 5 ClickApply .

5.11.1.4.2 Smart Search for Video Structuring

You can search the target you need with human body features or fmotor vehicle features
Human Body Detection
Step 1 SelectMain Menu > Al >SMART SEARCH Human Body Detection.
TheHuman Body Detection interface is displayed.
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Step 2 Select the channedndthe time, and then select one or multiple features frofop, Top Color,
Bottom , Bottom Color, Hat, Bag, Gender, Age, or Umbrella.
Step 3 ClickSmart Search. The search result is displayed.
z If you only selectedHuman Body Detection and did not selectFace Detecion in
"5.11.1.4.1Configuring Video Structuring there will beonly human body features
displayed in the results.

OO DETECTRCH

Erjuiri Batckujp
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If you selectedHuman Body Detection and Face Detecion in "5.11.1.4.XConfiguring

Video Structuring, and there is anjiluman face appears in the video, there will be extra
face features displayed in the results.

OO DETECTRCH

Erjuiri Batckujp

Step 4 Select one or multiple results, and then you can

z

zZ

z

z

ClickExport to export them to the USB device
ClickBackup to make backup in the DVR

ClickLock so that they dorit get overwritten or deleted
ClickAdd Tag to name them as needed.

Non-motor Vehicle Detection

Step 1 SelectMain Menu > Al > Al Search> Non-motor Vehicle Detection .
TheNon-motor Vehicle Detection interface is displayed.
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Step 2 Select the channehnd the time, and then select one or multiple features frofype, Vehicle
Color, People Number, orHelmet.

Step 3 ClickSmart Search
The search result is displayed.

RO -MOTOR VEHICLE DETECTHCN

Eaparl Backip

Step 4 Select one or multiple results, and then you can
z ClickExport to export them to the USB device
z ClickBackup to make backup in the DVR
z ClickLock so that they don't get overwritten or deleted
z ClickAdd Tagto name them as needed.
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5.11.2 For Lite Al Series

Al module provides SMD (Smart Motion Detection) and IVS functions. Thestiéns take effect after
they are configured and enabled. It adopts deep learning and can realize pi@eialarms. You can
only enable one of them to the same channel at the same time.

z SMD: The device catetect and classify humans and vehicles in the image.

z IVS: The IVS function processes and analyzeshthman and vehicle images to extract the key
information to match with the preset rules. When the detected behawanatch with the rules,
the system activates alarms. The IVS function can avoid wrong alarm#daynij the factors such
as rainslight, and animals.

z Face detection: The Device can analyze the faces captured by the camdrbrdathe configured
alarms. This function is available fdVR5X and XVR 7Kseries only.

z Face recognition: The Device can compare the captured faces vhi¢ghface library and then link
the configured alarmsThis function is available fokVR 7X series only.

SMD, face detection, face recognition and IVS cannot be enabled simettasly on select models. For
details, seé.1.4.2Configuring General Settings

5.11.2.1 SMD

The device camletect and classify humans and vehicles in the image.

5.11.2.1.1 Configuring SMD Parameters

SelectMain Menu > Al > Parameters > SMD
TheSMDinterface is dispayed.

In the Channel list, select a channel that you want to configure face detection functiand
then enable it.

Configure the parameters.
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Parameter Description
Channel In the Channellist, select a channel to set the motion detection.
Enable Enabek or disable the motion detection function.
Sensitivity Set the sensitivity for smart motion detection.
Effective Target Select human or motor vehicle or both.
Schedule Define a period during which the motion detection is active.
. Configurethe time period from end of event detection to the stop @
Anti-Dither

alarm.

=

Alarm-out Port

ClickSetting to display setting interface.
General AlarmEnable alarm activatiothrough the alarm devices
connected to theselected output port.
External Alarm: Enable ala activation through the connected
alarm box.
Wireless Siren: Enable alarm activation through devices conneg
by USB gateway or camera gateway.

ted

PostAlarm

Set a length of time for the Device to delay turning off alarm after t
external alarm is cancelled. The value ranges from 0 seconds to
seconds, and the default value is 10 seconds. If you enter Oethdi be
no delay.

he
300

Show Message

Select theShow Messagecheck box to enable a pojp message in
your local host PC.

Select theReport Alarm check box to enable the system to upload th

D

m

Report Alarm alarm signal to the network (including alarm center) when an ala
event occurs.
Select theSend Emailcheck box to enable the system to send an em
notification whenan alarm evenbccurs.

Send Email

To use this function, make sure the email function is enabledviain
Menu > NETWORK > Email

ail

Record Channel

Select the channel(s) that you want to record. The selected channg
starts recording after an alarm event occurs.

The recording for motion detection and auto recording function mus
be enabled. For details, seb.1.4.9Configuring Recorded Video Storag
Schedulé and '5.9.1Enabling Record Contrdl

2l(s)

5t

D

PTZ Linkage

ClickSetting to display the PTZ interface.
Enable PTZ linkage actions, such as selecting the preset that you
to be called when an alarm event occurs.

Motion Detect can only activate PTZ preset.

vant

Post Record

Set a length of time for the Device to delay turning off recording aft
the alarm is cancelled. The value ranges from 10 seconds to 300 sec
and the default value is 10 seconds.

er
bnds,

Tour

Select theTour check box to enable a tour of the selected channels.
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Parameter Description
Select theSnapshot check box to take a snapshot of the selected
channel.
Picture Storage
To use this function, selecMain Menu > CAMERA > Encode °:
Snapshot, in theType list, selectEvent.
Select the check box to enable the functiokVhen an alarm even
occurs, theextra screen outputs the settings configured iMain
Menu >DISPLAY> Tour >Sub Screen.
SubScreen
z  Not all models support this function.
z  To use this function, extra screen shall éeabled.
Select the check box to enable the function. When an alarm event
occurs, thevideo output port outputs the settings configured irMain
Video Matrix Menu >DISPLAY> Tour.
Not all models support this function.
Buzzer Select the check box to activate a buzzer noise at the Device.
Log Select the check box to enable the Device to record a local alarm log.
Select to enable audio broadcast/alarm tones in response to a motion
Alarm Tone ,
detection event.
White Light Select the check box to enablehite light alarm of the camera.
Siren Select the check box to enable sound alarm of the camera.

ClickApply to complete the settings.

5.11.2.1.2 Searching for SMD Reports

You can search the detection history by channel, object type, and time.
SelectMain Menu > Al > Al Search> SMD
TheSMDinterface is displayed

Select the channel, enter the start time and end time, and select the object typeneed.
ClickSearch
The results are displayed.

5.11.2.2 Configuring IVS Function

The IVS function processes and analyzes thades to extract the key information to match with the
preset rules. When the detected behaviors match with the rules, the systenvatets alarms.
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5.11.2.2.1 Configuring IVS Parameters

The alarms are generated according to the configured parameters.
SelectMain Menu > Al >Parameters> IVS.
ThelVSinterface is displayed.

You can enable the Al Mode, and then the detection accuracy would be improved thei
video stream quantity that the DVR can process will reduce.

In the Channel list, select the channel number #t you want to configure the IVS function.
ClickAdd.

One line of rule is displayed.
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Configure the parameters for the rule that you selected.
Select the check box of the rule to enable it.
ClickApply to complete the settings.

Configuring Tripwire Rule

When the target object crosses the tripwire in the defined direction, the systactivates alarms.
z The tripwire can be configured as a straight line or broken line.

z Supports detecting oneway or two-way tripwire crossing.

z  Supports multiple tripwires in the same scenario to meet the complexity.

z  Supports size filtering for target.

On the rule line that you added, in th&ype list, ®lect Tripwire .
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Draw a tripwire.
1) IntheChannellist, select the channel that you want to configure the rules for.

2) Click

The monitoring screen to configure the tripwire rules is displayed.

3) Configure the settings for the parameters of drawing rules.
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Parameter Description

Name Enter the cistomized rule name

Set the direction of the tripwire. You can chooseto B (left to right),B
to A (right to left), andBoth.

Direction

Click to draw areas to filter the target.

You can configure two filtering targets (maximum size and minimum
size). When the target that is crossing the tripwire is smaller than the
minimum size or larger than the maximum size, no alarms will be
activated. The maximum size should be larger than the minimum size.

Target Filter

Enable the Al Recognition function (). By defaultHuman and

Effective Target i .
Motor Vehicle are selected for alarm object.

4) Drag to draw a tripwire. The tripwire can be a straight line, broken line oygoh.
5) ClickOKto save the settings.

Click to set the actions to be triggered.

TheTrigger interface is displayed.

Configure the triggering parameters.

Parameter Description

Define a period during which the detection is active.
Schedule For details, se"Setting Motion Detection Period" section i¥5.10.4.1
Configuring Motion Detection Seaings."
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Parameter

Description

Alarm-out Port

ClickSetting to display setting interface.
General AlarmEnable general alarnand select the alarm output
port.
Ext. Alarm: Connect the alarm box to the Device and then eng
it.
Wireless Siren: Connect the wireless gateway lte Device and then
enable it. For details, s¢®.121oT Function'
When an alarm event occurs, thgystem links theperipheral alarm
devicesconnected to theselected outpu port.

ble

PostAlarm

Set a length of time for the Device to delay turning off alarm after thg
external alarm is cancelled. The value ranges from 0 seconds to 30(
seconds. If you enter 0, there will be no delay.

A1

Show Message

Select theShow Messagecheck b to enable a popup alarm
message in your local host PC.

Select theReport Alarm check box to enable the system to upload th
alarm signal to the network (including alarm center) when an alarm
event occurs.

Report Alarm z  Not all models support this funtmon.
z The corresponding parameters in the alarm center should
configured. For details, se&5.15.1.12Configuring Alarm Centef
Settings"
Select theSend Enail check box to enable the system to send an
email notification whenan alarm evenbccurs.
Send Email

To use this function, make sure the email function is enableilian
Menu > NETWORK > Email

Record Channel

Select the channel(s) that you want to record. Téelected channel(s
starts recording after an alarm event occurs.

The recording for intelligence event and auto recording function stu
be enabled. For details, seb.1.4.9Configuring Recorded Video Storag
Schedulé and '5.9.1Enabling Record Contrdl

1]

ClickSetting to display the PTZ interface.
Enable PTZ linkage actions, such as selecting the preset that you
to be called when an alarm event occurs.

vant

ails,

PTZ Linkage
To use this function, the PTZ operations must be configured. For det
see 5.4Controlling PTZ Camerds
Set a length of time for the Device to delay turning off recording afte
PostRecord the alarm is cancelled. The value ranges from 10 seconds to 300

seconds.
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Parameter Description
Select theTour check box to enable a tour of the selectedafmnels.
Tour z  To use this function, the tour setting must be configured.

z After the tour is ended, the live view screen returns to the vig

layout before tour started.

W

Picture Storage

Select theSnapshot check box to take a snapshot of the selected
channel.

To use this function, make sure tlsmapshotfunction is enabled for
Intel in Main Menu > STORAGE Schedule > Snapshot.

Select the check box to enable the function. When an alarm event
occurs, thevideo output port outputs the settings confiured in"Main
Menu >DISPLAY> Tour >Sub Screen'

Video Matrix

z Not all models support this function.

z The extra screen must be enabled to support this function.
Buzzer Select the check box to activate a buzzer noise at the Device.
Log Select the check box to enablthe Device to record a local alarm log.
Alarm Tone Select to enable audio broadcast in response to a face detection eve

2Nt.

ClickOKto save the settings.

Select theEnable check box, and then clicRpply .
The tripwire detecting function is active. Whethe target object crosses the tripwire in the
defined direction, the system activates alarms.

Configuring Intrusion Rules

When the target enters and leaves the defined detection area, or the target app@athe defined
area, the system activates alarms.
z You can define the shape and quantity of intrusion areas.
z  Supports detecting the behaviors that enter and leave the intrusion areas.
z Supports detecting the behaviors that are moving in the intrusion aredse fuantity of areas
and lasting time can be cdigured.

z  Supports size filtering for target.

On the rule line that you added, in th&ype list, ®lectIntrusion .

207



Users Manual

Draw an area.
1) IntheChannellist, select the channel that you want to configure the rules for.

2) Click

The monitoring screen to configre the intrusion rules is displayed.

3) Configure the settings for the parameters of drawing rules.
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Parameter Description

Name Enter the eistomized rule name

Action Configure the actions that are defined as intrusion. You can select the
Appear check boax and theCrosscheck box.

Direction In the Direction list, selecthe direction of crossing the configured
area.You canselectEnter&Exit, Enter, andEXxit.

Click to draw areas to filter the target.

Target Filter You can configure two filtering targts (maximum size and minimum
size). When the target that is crossing the tripwire is smaller than the
minimum size or larger than the maximum size, no alarms will |be
activated. The maximum size should be larger than the minimum size.

Effective Target Enale the.AI Recognition function ( ).. By defaultHuman and
Motor Vehicle are selected for alarm object.

4) Drag to draw an area.
5) ClickOKto save the settings.

Click to set the actions to be triggered. For details, S&e

Select theEnable check box, and then clickpply .
The intrusion detecting function is active. When the target enters andviesaithe area, or the
target appears in the defing area, the system activates alarms.

5.11.2.2.2 Smart Search for IVS Function

Youcan search for the intelligent events and play back.
SelectMain Menu > Al > Al Search>1VS.
ThelVSinterface is displayed.

In the Channel list, select the channel that you want teearch for the events, and then set
other parameters such as start timend time, event type, and alarm object.

ClickSmart Search

The results that satisfy the searching conditions are displayed.
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Click the picture that you want to play back.
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Click u to play back the recorded video.

Double-click on the playing interdice to switch between full screen playing and thumbnail

playing.

You can also do the following operations to the recorded files.

z To back up the recorded files to the external storage device, select filad Backup,
select the save path and file typend then clickStart.

z To lock the files to make it unable to be overwritten, select the files, #rah clickLock.
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z To add a mark to the file, select the files and then chad Tag.

5.11.2.3 Face Detection For XVR5XI and XVR/ X-I series only)

Some series of @vices can analyze thepictures captured by the camerdo detect whether the faces
are on the pictures. You can search and filter the recorded videos the fatgpkay back.

If you select Al by device, then among face detection and recognition, IM§tion, you can use one
of them at the same time for the same channel.

5.11.2.3.1 Configuring Face Detection Parameters

The alarms are generated according to the configured parameters.
SelectMain Menu > Al > Parameters > Face Detection
TheFace Detectioninterface is dsplayed.

In the Channel list, select a channel that you want to configure face detection functiand
then enable it.
Configure the parameters.

Parameter Description

ClickView Setting to draw areas to filter the target.

You can configure two filtering targets (maximum size and minimum
Rule size). When the target is smaller than the minimum size or larger than
the maximum size, no alarms will be activated. The maximum size
should be larger than the minimum size.

Define a period during whichhe detection is active.

Schedule For details, ee"Setting Motion Detection Period" section i¥5.10.4.1
Configuring Motion Detection Settings
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Parameter

Description

Alarm-out Port

ClickSetting to display setting interface.
General AlarmEnable general alarnand select the alarm output
port.
Ext. Alarm: Connect the alarm box to the Device and then eng
it.
Wireless Siren: Connect the wireless gateway to the Device
then enable it. For detailsee"5.1210T Function'
When an alarm event occurs, thgystem links theperipheral alarm
devicesconnected to theselected output port.

PostAlarm

Set a length of time for the Device to delay turning off alarm after th¢
external alarm is cancelled. The value ranges from 0 seconds to 30(
seconds. If you enter 0, there will be no delay.

Show Message

Select theShow Messagecheck box to enable a pojip alarm
message in youlocal host PC.

Select theReport Alarm check box to enable the system to upload th
alarm signal to the network (including alarm center) when an alarm
event occurs.

ble

and

A1

Report Alarm z  Not all models support this function.
z The corresponding parameters in thalarm center should be
configured. For details, se&5.15.1.12Configuring Alarm Centef
Settings"
Select theSend Emailcheck box to enable the system to serah
email notification whenan alarm evenbccurs.
Send Email

To use this function, make sure the email function is enableilian
Menu > NETWORK > Email

Record Channel

Select the channel(s) that you want to record. The selected channg
starts recording aftean alarm event occurs.

The recording for intelligence event and auto recording function stu
be enabled. For details, seb.1.4.9Configuring Recorded Video Storag
Schedulé and '5.9.1Enabling Record Contrdl

2l(s)

1]

PTZ Linkage

ClickSetting to display the PTZ interface.
Enable PTZ linkage actions, such as selecting the preset that yemt
to be called when an alarm event occurs.

To use this function, the PTZ operations must be configured. For det
see 5.4Controlling PTZ Camerds

ails,

Post Record

Set a length of time for the Device to delay turning off recording afte
the alarm is cancelled. The value ranges from 10 seconds to 300
seconds.
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Parameter Description
Select theTour check box to enable a tour of the selected channels.

Tour z  To use this function, the tour $tng must be configured."

z After the tour is ended, the live view screen returns to the view
layout before tour started.

Select thePicture Storage check box to take a snapshot of the

selected channel.

Picture Storage
To use this function, make sure tlsmapshotfunction is enabled for
Intel in Main Menu > STORAGE Schedule > Snapshot.

Select the check box to enable the function. When an alarm event
occurs, thevideo output port outputs the settings configured iMain
Menu >DISPLAY>TOUR> Extra Screen

Video Matrix

z Not all models support this function.

z The extra screen must be enabled to support this function.
Buzzer Select the check box to activate a buzzer noise at the Device.
Log Select the check box to enable the Device to record a localmalkng.
Alarm Tone Select to enable audio broadcast in response to a face detection event.
White Light Select the check box to enable the white light alarm of the camera.
Siren Select the check box to enable the sound alarm of the camera.

ClickApply to complete the settings.

5.11.2.3.2 Searching for and Playing Detected Faces

You can search the detected faces and play back.
SelectMain Menu > Al > Al Search> Face Detection.
TheFace Detectioninterface is displayed
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Select the channel, enter the start time and end time, and set for the gender, gigsses,
beard, and mask.

ClickSmart Search

The results are displayed.

Select the face that you want to play back.
The picture with registered information is displayed.
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And then click to start playing backhe recorded detected face snapshots.

Double-click on the playing interface to switch between full screen playing andittbnail

playing.

You can also do the following operations to the recorded files.

z To export the database file (.csv) to the extern@lrage device, select files, cliékxport,
and then select the save path.

z To back up the recorded files to the external storage device, select filad Backup,
select the save path and file type, and then cligtart.
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z To lock the files to make itnable to be overwritten, select the files, and then clicick.
z To add a mark to the file, select the files and then chad Tag.

5.11.2.4 Face Recognition For XVR7XI series only)

Face recognition applies to Al preview mode and smart search.

z Al preview mode: Supports comparing the detected faces with the face librang, display the
comparison results.

z  Smart search: Supports faces searching by faces attributes or portraits.

z If you select Al by device, then among face detection and recognition, iMStion, you can use
one of them at the same time for the same channel.

z Before enabling face recognition function for a channel, the face drien must be enabled first
for this channel.

5.11.2.4.1 Face Library Management

You should create a face library for comparing the detected faces and thesfae the library. The
Device supports creating maximum 20 libraries and registering 100,&4res.

Creating a Face Library

SelectMain Menu > Al > Database > Face Database Config
TheFace Database Confignterface is displayed.
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At Type, you can seledtocal or Remote.
Local: Viewing the existing face databases or adding new one on the DVR.

z
Remote: If you have face recognition camera, you can select this to view the egifdice

Z
databases or adding new one on the camera.

ClickAdd.
TheAdd interface is displayed.

Enter the face library name, and then cli€lave.
The created library is displayed.

z Click to modify library name.

z Click to view the library details and add new faces to the library. For details, see

"Adding Face Ritures.”
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z Select the library, and then cliddodeling . The system will extract the attributes of face
pictures in the library for the future comparison.
z Select the library, and then clidRelete to delete the library.

Adding Face Pictures

You can add faceictures to the existing libraries one by one or by batch, or add from the detected
faces.

To add face pictures one by one or by batch, you need to get the pictures froendBB storage
device. The picture size should be smaller than 256K with resofuietween200x200-6000x5000.

Adding One Face Picture
SelectMain Menu > Al >Database > Face Database Config
TheFace Database Confignterface is displayed.

Click of the library that you want to configure.

TheDetails interface is displayed.
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ClickRegister ID.
TheRegister IDinterface is displayed.

Click to add a face picture.

TheBrowse interface is displayed.
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Select a face picture and enter the registration information.

ClickOK.

The system prompts the registration is successful.
On theDetalils interface, clicksearch

The system prompts modeling is successful.

If the system prompts the message indicating modeling is in process, wait a wiitethen
click Searchagain. If modeling is failed, the registered face picture cannot be ukadface
recognition.
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Adding Face Pictures in Batctes
Give a name to the face picture by referring @o

Naming format Description

Name Enter the name.

Gender Enter 1 or 2. 1 represents male, and 2 représdamale.

Birthday Enter numbers in the format ofyyy-mm-dd.

Country Enter the abbreviation of country. For example, CN for China.

ID Type 1 represents ID card; 2 represents passport; 3 represents military officer
password.

ID No. Enter the ID number

Address Enter the address.

On theDetalils interface, clickBatch register.
TheBatch register interface is displayed.

222



Users Manual

ClickSelect file, max select 500 each timeor Select a folder to import face pictures.
ClickOKto complete batch registration.

Adding the Detected Faces
Right-click on the live view screen, and then seleédte Mode > Al Mode.
The Al Mode live view screen is displayed.

Double-click the detected face snapshot that you want to add.
The snapshot playing back interface is displayed.
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ClickAdd to Human Face Database
TheRegister IDinterface is displayed.

Select the face library and enter the ID information.
ClickOKto complete registration.

5.11.2.4.2 Face Recognition Configuration

You can compare the detected faces with the faces in libeary to judge if the detected face belongs
to the library. The comparison result will be displayed on the Al mode ligenscreen and smart search
interface, and link the alarms.

SelectMain Menu > Al >Parameters > Face Recognition
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TheFace Recogniton interface is displayed.

In the Channellist, select a channel that you want to configure fagognition function, and
then enable it.
Set thePeriod. For details, se.10.4.1Configuring Motion Detection Settings
Set theTarget Face Database
1) ClickSetting.
TheFace Libraryinterface is displayed.

2) Select one or multiple face libraries.
3) ClickOK
The selected face library is listed.
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Configure the added fae library.

z Click to modify the similarity. The lower the number is, the easier the alarm lirkag

will trigger.

z Click to delete the face library.

z Click E'] to set the alarm linkage. For details, see

After sdting is completed, clickOK

(Optional) Enable thé&tranger Mode.

1) Enable the Stranger mode ( ). When the detected faces do not belong to the face
library, the system remarks the face as "Stranger.”

2) ClickSetting to set the alarm linkage. For details, see

3) After setting is completed, clicOK

ClickApply to complete the settings.

After the face recognition function is enabled, rigifick on the live view screen, and then select

Preview Mode > AlMode. The Al rade live view screen is displayed.

z If the detected face belongs to the enabled face library, the similarity resutisplayed.

z If the detected face does not belong to the enabled face library, the face will be ré&athas
"Stranger."
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5.11.2.4.3 Smart Search forFace Recognition

You cancomparethe detected facewith the face library anclay back.
z Search by attributes: Search the face library by the face attributes.
z Search by picture: Search the face library by uploading face pictures.

Searching by Attributes

SelectMain Menu > Al > Al Search» Face Recognition > Search by Attributes.
TheSearch by Attributes interface is displayed.
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Select the channe&nd set the parameters such asart time, end time, gender, age, glasses,
beard,mask and similarity accaling to your requirement

ClickSmart Search

The search result is displayed.

Click the picture that you want to play back.
The picture with registered information is displayed.
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Click u to play back the recorded video.

Double-click on the playing inérface to switch between full screen playing and thumbnail

playing.

You can also do the following operations to the recorded files.

z To export the database file (.csv) to the external storage device, séilest clickExport,
and then select the save path

z To back up the recorded files to the external storage device, select filad Backup,
select the save path and file type, and then cligtart.
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z To lock the files to make it unable to be overwritten, select the files, #rah clickLock.
z To add amark to the file, select the files and then cliékld Mark.

Search byPicture

SelectMain Menu > Al > Al Search» Face Recognition> Search byPicture.
TheSearch byPicture interface is displayed.

Upload face pictures fronfrace Databaseor Local Upload.

Maximum 30 pictures can be uploaded at one timand the system support searching 8
pictures at one time.
z FaceDatabase
1) ClickFace Database
TheFace Databaseinterface is displayed.
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2)

3)

4)

Set the searching parameters by selecting the face library and gendnd entering
name and ID No. according to your actual requirement.
ClickSearchto display the results that satisfy the requirement.

ClickResetto clear the searching parameters.
Select the picture and then click Save.
The picture is displayed on #WSearch by Picturenterface.

Local Upload

Plug the USB storage device (with face pictures) to the Device, and then lotichl
Upload. Then select the picture from the USB storage device, and then €i€kThe
selected face pictures are uploaded.
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After the face pictures are uploaded, continue to configure other paramstéchannel, start
time, end time, and similarity)

ClickSmart Search
The searching results are displayed.

Select the face picture that you want to play back.
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Click u to play badk the recorded video.

Double-click on the playing interface to switch between full screen playing andittibnail

playing.

You can also do the following operations to the recorded files.

z To add a mark to the file, select the files and then chad Mark.

z To lock the files to make it unable to be overwritten, select the files, #rah clickLock.

z To back up the recorded files to the external storage device, select filed Backup,
select the save path and file type, and then cligtart.
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loT Function

5.12.1 Configuring Sensor Settings

You canconnect external sensors wirelessly through the Device with USB wgate or through
connecting to a camera gateway. After connection, you can activateralavents through external
sensors.

5.12.1.1 Connecting Sensor through Device

Only the Device with USB gateway supports this function.
SelectMain Menu > loT > Management > Sensor Pairing.
TheSensor Pairinginterface is displayed.
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In the Access Typdist, selectUJSB Gateway
ClickAdd.
TheAdd interface is displayed.

Click Pair.
The Device starts pairing with the sensor.
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ClickBackto exit the pairing interface.
The added sensor information is displayed.

Click to modify the sensor name; click to delete sensor information.

5.12.1.2 Connecting Sensor through Camera with Gateway

Only the camera with gateway supports this function.
SelectMain Menu > loT > Management > Sensor Pairing.
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TheSensor Pairinginterface is displayed.

In the Access Typdist, selectCamera Gateway,

In the Channellist, select the channel thas connected to the camera.
ClickAdd.

TheAdd interface is displayed.

ClickPair.
The Device starts pairing with the sensor.

After pairing is completed, see.
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ClickBackto exit the pairing interface.
Theadded sensor information is displayed.

Click to modify the sensor name; click to delete sensor information.

5.12.1.3 Configuring Alarm Linkage

SelectMain Menu > loT > Management > Wireless Detector.
TheWireless Detector interface is displayed.
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In the Access Typdist, selectJSB Gateway Camera Gateway,or All.

WhenAccess Typeas Camera Gateway, you can seled€hannel to filter the status of present
wireless detector.

Click
TheSetting interface is displayed.

Configure the settings foalarm lirkage

Parameter Description

Name Enter the cistomizedalarmname.

ClickSetting to display setting interface.
Define a period during which the motion detection is active. For detait® $

"Setting Motion Detection Period" section it5.10.4.1Configuring Motion
Detection Settings'

Schedule
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Parameter Description
ClickSetting to display the PTZ interface.
PTZ Linkage Enable PTZ linkage actions, such as selecting the preset that you wédre {

called when an alarm event occurs.

Alarm-out Port

ClickSetting to display setting interface.
Local Alarm: Enable alarm activatiothrough the alarm devices
connected to theselected output port.
Extension Alarm: Enable alarm activation through thencected alarm
box.

Wireless Siren: Enable alarm activation through devices connected by

USB gateway or camera gateway.

PostAlarm

Set a length of time for the Device to delay turning off alarm after the

external alarm is cancelled. The value ranges froeefonds to 300 seconds
and the default value is 10 seconds.

Set a length of time for the Device to delay turning off recording after the

Post Record alarm is cancelled. The value ranges from 10 seconds to 300 seconds, and
the default value is 10 seconds
Anti-Dither Configure the time period from end of event detection to the stop of alarm.

Record Channel

Select the channel(s) that you want to record. The selected channstés)s
recording after an alarm event occurs.

The recording for alarm and da recording must be enabled. For details, s¢e

"5.1.4.9Configuring Recorded Video Storage Schedubnd '5.9.1Enabling
Record Contral

Select theSnapshot check box to take a snapshot of the selected channel.

Snapshot . . .
To use this function, seledflain Menu > CAMERA > Encode > Snapshp
in the Type list, selectEvent.

Tour Select the Tour check box to enable a tour of the selected channels.
Select to enable audio broadcast/voice prompts in response to a local al

Alarm Tone

event.

arm
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Parameter Description

Show MessageSelect theShow Messagecheck box to enable a pop
up message in your local host PC.

BuzzerSelect the check box to activate a buzzer noise at the Device.
Video Matrix:Select the check box to enable the function. When an
alarm event occurs, thevideo output port outputs the settings
configured in"Main Menu >DISPLAY> Tour."

Not all models support this function.
More Setting Send EmailEnable the system to send an email notification whem
alarm eventoccurs.

To use this function, make sure the email function is enabledMain
Menu > NETWORK > Email
Log: Select the check box to ehbe the Device to record a local alart
log.
Extra screenSelect the check box to enable the functiokvhen an
alarm event occurs, thextra screen outputs the settings configured in
Main Menu >DISPLAY> Tour >Sub Screen.

=

z  Not all models support this faction.
To use this function, extra screen shall be enabled.

ClickOKto save the settings.
On theWireless Detector interface, clickApply to complete the settings.

5.12.2 Configuring Temperature and Humidity Camera

You can view, search and export the temperatuand humidity data of camera with such sensors and
configure the alarm event settings.

To use this function, please make sure there is at least one camera with teryperand humidity
sensor has been connected to the Device.

5.12.2.1 Enabling Detecting Function

You should enable the 10T function the first time when you enter this interface
On the main menu, seledbT > Management > Temperature/Humidity .
The Temperature/Humidity interface is displayed.
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Select theEnable check boxes to enable loT function.

The Device starts detecting the temperature and humidity data from the camana display
on the Realtime Display interface.

(Optional) Set temperature displaying mode.

When Show°F (Fahrenheit Degree) is selected, the temperature will be displayed by
Fahrenheit degree inRealtime Display tab.

5.12.2.2 Viewing Temperature and Humidity Data

You can view the temperature and humidity data on theealtime Display interface after the loT
function is enabled.

In the Refresh Interval box, slect data refresh interval. Foxample, you can seled@ Sec

You can also display the temperature and humidity data in graphical vgyslecting the Display
Chart check box to.
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ClickRemove to delete the data.

5.12.2.3 Exporting Temperature and Humidity Data

You can export the temperature and humidity data in .BMP format. Take expgtimmidity data as
an example.

Prepare a USB device and plug it into the Device.

On theRealtime Display interface,click theHumidity tab.
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ClickLock to lock the data.

The export button is enabled.

ClickExport. The system starts exporting the data.

After exporting is finished, #essagedialog box is displayed.

ClickOK.
You can find the exported data on your USBvice.

5.12.2.4 Configuring Alarm Linkage

You can configure alarm linkage settings for temperature and humidity data.

5.12.2.4.1 Configuring Alarm Linkage for Temperature Data

On the main interface, sele¢dT > Management > Temperature/Humidity .
The Temperature/Humidity interface is displayed.
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On the temperature information line, click

TheSetting interface is displayed.

Configure the settings for alarm linkage.

Parameter Description
Access Point Indicates the channel that the camera is connected to.
Type Temperature by default.

Detect Position Name| Set the detect position name.

Select the channel that you want to preview to help monitor th
Preview Channel channel of access point. This channel could be the channel of access
point or any other channels accordin@p your actual situation.

Event Type
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9]

Parameter Description
Select event type asHigh or Low, and set the upper and low
temperature limit respectively. For example, select event typetigh
Upper Limit and set upper limit a28, the alarm occurs when the temperatur
reaches 28 .
Enable Enable the alarm function.
Define a period during which the alarm setting is active. For more
Schedule information about setting the period, see5:10.4.1Configuring Motion

Detection Settings'

Alarm-out Port

ClickSetting to display setting interface.
General AlarmEnable alarm activatiothrough the alarm devices
connected to theselected output port.
External Alarm: Enable alarm activatidghrough the connected
alarm box.
Wireless Siren: Enable alarm activation through devices conneg
by USB gateway or camera gateway.

ClickSetting to display the PTZ interface.

ted

300

PTZ Linkage Enable PTZ linkage actions, such as selecting the preset thatwemt
to be called when an alarm event occurs.
Set a length of time for the Device to delay turning off alarm after the
external alarm is cancelled. The value ranges from 0 seconds to
PostAlarm

seconds, and the default value is 10 seconds. If you enter O, thérésv
no delay.

Post Record

Set a length of time for the Device to delay turning off recording aft
the alarm is cancelled. The value ranges from 10 seconds to 300 sec
and the default value is 10 seconds.

Anti-Dither

Configure the time period from end of event detection to the stop @
alarm.

Snapshot

Select the check box to take a snapshot of the selected channel.

To use this function, make sure the snapshot is enabled motion dete
alarms inMain Menu > STORAGE > Schedule > Snapsho

Record Channel

Select the channel(s) that you want to record. The selected channg
starts recording after an alarm occurs.

The recording for 10T alarms and auto recording function must
enabled. For details, seé.1.4.9Configuring Recorded Video Storag
Schedulé and '5.9.1Enabling Record Contrdl

Select the check boto enable a tour of the selected channels.

er
bnds,

=+

ct

2l(s)

D

Tour
To use this function, make sure the tour is enabled and configured i
Main Menu > DISPLAY > Tour
Select to enable audio broadcast/alarm tones in response tg
Alarm Tone

temperature alarm event.
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Parameter

Description

More Setting

Show MessageSelect theShow Messagecheck box to enable &
pop-up message in your local host PC.
Buzzer:Select the check box to activate a buzzer noise at the
Device.
Video MatrixSelect the check box to enable the function. When an
alarm event occursthe video output port outputs the settings
configured in"Main Menu >DISPLAY> Tour."

Not all models support this function.
Send EmailEnable the system to send an email notification when
an alarm evenbccurs.

To use this function, make sure the aihfunction is enabled ifMain
Menu > NETWORK > Email
Log: Select the check box to enable the Device to record a local
alarm log
Extra screenSelect the check box to enable the functiov/hen an
alarm event occurs, theextra screen outputs the settings
configured inMain Menu >DISPLAY> Tour >Sub Screen.

Not all models support this function.
To use this function, extra screen shall be enabled.

ClickSaveto save the settings.

5.12.2.4.2 Configuring Alarm Settings for Humidity Data

You can configure the alarravent by setting the humidity data.
On the main interface, seled¢dT > Management > Temperature/Humidity .
The Temperature/Humidity interface is displayed.
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On the humidity information line, click

TheSetting interface is displayed.

Configure the gttings for the following parameters.

Parameter Description
Access Point Indicates the channel that the camera is connected to.
Type Humidity by default.

Detect Position Name| Set the detect position name.

Select the channel that you wanto preview to help monitor the
Preview Channel channel of access point. This channel could be the channel of access
point or any other channels according to your actual situation.

Event Type
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Parameter Description
Select event type asligh Humidity or Low Humidity , and set the
Upper Limit upper and lowhumidity limit respectively. For example, select eve
type asHigh Humidity and set upper limit a§0, the alarm occurs wher
the humidity reaches 60%RH.
Enable Enable the alarm function.
Define a period during which the alarm seétig is active. For morg
Schedule information about setting the period, see5:10.4.1Configuring Motion

Detection Settings'

p

Alarm-out Port

ClickSetting to display setting inteface.
General AlarmEnable alarm activatiothrough the alarm devices
connected to theselected output port.
External Alarm: Enable alarm activation through the connect
alarm box.
Wireless Siren: Enable alarm activation through devices conneg
by USBjateway or camera gateway.

ted

ClickSetting to display the PTZ interface.

vant

PTZ Linkage Enable PTZ linkage actions, such as selecting the preset that you
to be called when an alarm event occurs.
Set a length of time for the Device to delayrhing off alarm after the
external alarm is cancelled. The value ranges from 0 seconds to
PostAlarm

seconds, and the default value is 10 seconds. If you enter Oethdi be
no delay.

300

Post Record

Set a length of time for the Device to delay turning off redorg after
the alarm is cancelled. The value ranges from 10 seconds to 300 sec
and the default value is 10 seconds.

bnds,

Df

. Configure the time period from end of event detection to the stop
Anti-Dither
alarm.
Select the check box to take a sndp of the selected channel.
Snapshot

To use this function, make sure the snapshot is enabled motion dete
alarms inMain Menu > STORAGE > Schedule > Snapshot

ct

Record Channel

Select the channel(s) that you want to record. The selected channg
starts recordimg after an alarm occurs.

The recording for loT alarms and auto recording function must
enabled. For details, seé.1.4.9Configuring Recorded Video Storag
Schedulé and '5.9.1Enabling Record Contrdl

2l(s)

D

Select the check box to enable a tour of the selected channels.

Tour
To use this function, make sure the tour is enabled and fogured in
Main Menu > DISPLAY > Tour
Select to enable audio broadcast/voice prompts in response tg
Alarm Tone

temperature alarm event.
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Parameter

Description

More Setting

Show MessageSelect theShow Messagecheck box to enable g
pop-up message in your local host PC.
Buzazr: Select the check box to activate a buzzer noise at 1
Device.

Video MatrixSelect the check box to enable the function. When
alarm event occurs, therideo output port outputs the settings
configured in"Main Menu >DISPLAY> Tour."

Not all models support this function.
Send EmailEnable the system to send an email notification whe
an alarm evenbccurs.

To use this function, make sure the email function is enabledviain
Menu > NETWORK > Email
Log: Select the check box to enable the Deviterecord a local
alarm log

|

he

ClickSaveto save the settings.

5.12.2.5 Searching IoT Information

You can search and backup all your IoT data.

To back up the data, you should prepare a USB device and plug it into the Device.
On the main interfaceselectloT >10T Search
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Configure the parameters settings.

Parameter Description
Access Point Indicates the channel that the camera is connected to.
Display Type In the Display Type list, selectList or Diagram.
Type Select the information type that you want to sech. You can select
Humidity or Temperature.
Status Select the information state that you want to search.
This option is available when you selecist in the Display Type list.
Start Time Enter the start time and end time for the information that youant to
End Time search.

ClickSearch
The system starts search according to your parameters settings. After seargdifigished,

the result displays.

ClickGoto to switch result pages.
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z For the data displayed in graph, s€e

ClickExport. The system starts exporting the data.
After exporting is finished, dMessagedialog box is displayed.

ClickOK.
You can find the exported data on your USB device.
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5.12.3 Configuring Wireless Siren

You can connect thavireless siren to the Bvice when there is an alarm event activated on the Device,
the wireless siremeneratesalarms.

SelectMain Menu > loT > Management > Wireless Siren.
TheWireless Sireninterface is displayed.

Configure the settingdor the wireless alarm output

Parameter Description

Auto: Automatically activate alarm if the alarm output function for

wireless siren is enabled fopscific events. For example, if you want

USB Gateway, to enable the alarm output through wireless siren for motig

Camera Gateway detection, see "Alarm Output" parameter

Manual: Activate alarm immediately

Off: Do notactivate alarm

Alarm Release ClickOKTto clear all alarm output statusf wireless siren
ClickApply to save the settings.

Configuring POS Settings

You can connect the Device to the POS (Point of Sale) machine and receviafdrmation from it.
This function applies to the scenarios such as supermarket POS machifter connection is

established, the Device can access the POS information and display thdagveext in the channel
window.
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Playing POS information in the local playback and viewing the POS informatiahe live view
screen only support singlehannel mode and fouchannel mode. Displaying monitoring screen and
playing back in the web support mukchannel mode.

5.13.1 Searching the Transaction Records

The system supports fuzzy search.
SelectMain Menu > POS> POS Search
ThePOS Searchnterface is displayed.

In the POS Searchoox, enter the information such as transaction number on your receipt,
amount, or product name.

In the Start Time box andEnd Timebox, enter the time period that you want toearch the
POS transaction information.

ClickSearch

The searched transaction results display in the table.

5.13.2 Configuring POS Settings

SelectMain Menu >POS> POS Setting
ThePOS Settinginterface is displayed.
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Configure the settings for th&OSparameters.

Parameter Description

In the POS Namdist, select the POS machine that you want to

configures settings for. Click to modify the POS name.

POS Name
The POS name supports 21 Chinese characters or 63 En
characters.

Enable Enable the POS fution.

Select the channel(s) that you want to record. The selected channel(s)
starts recording after an alarm occurs.

Record Channel ; ; ;
The recording for POS alarms and auto recording function must|be

enabled. For details, se®.1.4.9Configuring Recorded Video Storag
Schedule¢ and '5.9.1Enabling Record Contrdl

[¢)

Privacy Enter the priacy content.
SelectPOShy default. Different machine corresponds to different
Protocol
protocol.
In the Connect Typelist, select the connection protocol type. Click
Connection Mode , the IP Address interface is displayed.
In the Source IPbox, enter he IP address (the machine that is
connected to the Device) that sends messages.
Character Encode Select a bharacter encoding mode.
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Parameter Description

Inthe Overlay Mode list, SelecPageor ROLL
Page means to turn a page when there are 16 lines of over|ay
information.
ROLLmeans to roll up the interface when there are 16 lines|of

Overlay Mode . . o . .

overlay information. The first line disappears each time.

When local preview mode is-4plit, overlay information is substituted

when there are 8 lines.

When thenetwork is not working correctly and cannot be recovereq

after the entered timeout limit, the POS information will not display

normally. After the network is recovered, the latest POS information
will be displayed.

Enterthe time that how long you want to keep the POS information

Overlay Time displaying. For example, enter 5, the POS information disappear from

the screen after 5 seconds.

In the Font Size lisselectSmall, Medium, orLarge as the text size of

Network Timeout

Font Size ) )
POS information
In the color bar, click to select the color for the text size of POS
Font Color ) .
information.
POS Info Enable the POS Info function, the POS information displays in the [ive
view screen.
It does not need to configure. The system goes to a new line 1s after
no data is received.
If you enter a line delimiter, the system goes to a new line when
, overlay information identifies the line delimiter (hexadecimal).
Line Break

For example, if line delimiter is F and overlay informatiot28156789
the local preview and web overlayformation is displayed as:

123

6789

ClickApply to complete the settings.

Configuring Backup Settings

5.14.1 Finding USB Device

When you inset a USB storage device into the USB port of the Device, the Devieetsli¢he USB
storage device and pops ufind USBdevice interface, which provides you a shortcut to perform
backup and upgrading operations. Sdggure 552.

For details, see5:14.2Backing up Files '5.21.2Viewing Log Informatiofi '5.20.4Exporting ard
Importing System Settings and 5.20.6Updating the Device'
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5.14.2 Backing up Files

You can back up the recorded videos and snapshots.
SelectMain Menu >Backup.
The Backupinterface is displayed.

Configure the settings for the backup parameters.

Parameter Description
In the Device Namelist, select the device that you want to back up the
files to.
ClickFormat, theFormat interface is displayed.
If the capacity of external storage device is less than 2TB, you| can
Format selectFAT32or NTFSto format it.
If the capacity of external storage device is equal to or more than
2TB, you can only seleblTFSto format it.
ClickBrowse, the Browse interfaceis displayed. Select the route where
you want to search for the files.

Device Name

Path
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Parameter Description
In theRecord Channellist, select the channel where you want to search
Record Channel .
for the files.
Type In the Type list, select the file type that you want to search.
Start Time . . .
. Enter the start time and end time for the files that you want to search.
End Time
, In the File Format list, select the file format aBAV or MP4 that you
File Format

want to search.

ClickSearchto search the files that meet the configured settings.
The searched results will display in the table.

Select the files that you want to back up.

ClickBackup to back up the selected files to the configured path.

ClickRemoveto remove all the searched results.

The system will display a backup progress badialog box will be prompted When backup is
completed.

ClickOK

Network Management

5.15.1 Configuring Network Settings

You can ensure the network interworking between the Device and other desithrough configuring
the network settings.
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5.15.1.1 Configuring TCP/IP Setings

You can configure the settings for the Device such as IP address, DNS axagdodihe networking
plan.

SelectMain Menu > NETWORKs TCP/IR the TCP/IPinterface is displayed.
For details about parameter settings, se® 1.4.4Configuring Network Setting$

5.15.1.2 Configuring Port Settings

You can configure the maximum connection accessing the Device from €keich as WEB, Platform,
and Mobile Phone and configure each piosettings.

SelectMain Menu > NETWORK Port.

ThePort interface is displayed.
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Configure the settings for the connection parameters.

The parameter setting can take effect without need to reboot the device.

Parameter Description

The dlowable maximum clients accessing the Device at the same time,
Max Connection such as WEB, Platform, and Mobile Phone.
Select a value between 1 art?8. The default value setting is 128.

The default value setting is 37777. You can enter the value according to

TCP Port L
your actual situation.
UDP Port The default value setting is 37778. You can enter the value according to
your actual situation.
The default value setting is 80. You can enter the value according to yo
actual situation.
HTTP Port
If you enter other vlue, for example, 70, and then you should enter 70
after the IP address when logging in the Device by browser.
The default value setting is 554. You can enter the value according to
RTSP Port L
your actual situation.
Data transmission. The valuange is from 1 through 65535. The default
POS Port

value is 38800.

The default value setting is 123. You can enter the value according to

NTP Server Port o
your actual situation.

HTTPS communication port. The default value setting is 443. You|can

HTTPS Port ) L
enter the value according to your actual situation.

ClickApply to complete the settings.
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5.15.1.3 Configuring Wi -Fi Connection Settings

You can make wireless connection between the Device and the other devicesens#ime network
through WiFi settings, facilitating thelevices connection and mobility.

Only the Device with WFi module supports this function.
SelectMain Menu > NETWORKs Wi-Fi.
TheWi-Fiinterface is displayed.

Configure the settings for the Wi connection parameters.
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Parameter

Description

Connect
Automatically

EnableConnect Automatically .
After the Device is restarted, it will automatically connect to the nestr
hotspot that had been connected successfully.

11}

Refresh

Refresh the hotspot list. The selflaption function such as adding
password is supported if such setting was once configured.

Connect

In the hotpots list, select a hotspot, and then cli€lonnect.
To reconnect the same hotspot, disconnect first and thi
reconnect.
To connect to other hotspot, disconnect from the currel
connectedhotspot first, and then connect to the other hotspot.

Disconnect

To disconnect from a hotspot, clidRisconnect.

ClickApply to complete the settings.
After the Device is connected to a Wi hotspot, in theWi-Fi Info area, the current hotspot, IP
address, subnet mask, and default gateway are displayed.

5.15.1.4 Configuring 3G/4G Settings

You can connect a wireless 3G/4G module to the USB port of the Device and tteassthe Device
with the IP address provided by the module.

Not all models support this functin.
Connect the wireless 3G/4G module to the USB port of the Device.
SelectMain Menu > NETWORK 3G/4G.
The3G/4Ginterface is displayed.
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The3G/4G interface is consisted of three areas:
z Area 1: Displays the signal strength.

z Area 2: Displays the moduleonfigurations.
z Area 3: Displays the connection state.

The information of Area 2 will display after the 3G/4G module is connectetiile the
information of Area 1 and Area 3 will display only after the 3G/4G functiceniabled.

The Device starts identifying the wireless module and displays the reéogphinformation for
the parameters in Area 2.

Parameter Description

NIC Name Displays the name of Ethernet card.

Network Type Displays the network type. Different type represents different supplier.
APN Displays he default APN number

Dialup No. Displays the default dial No.

Authentication
Type

Authentication mode. You can sele&tAP, CHAR, orNO_AUTH

Username,
Password

Enter the username and password for authentication.

Select theEnable check box.
ClickDial to start connecting.
After the connection is established, the result is displayed in Weeless Network area.

ClickApply to complete the settings.

Supported 3G/4G Modules by the Device

z

z

China Mobile 3G/4G: ZTE MF832S
China Mobile 4G: ZTE 982S
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z China Unicom 3G: ZTE MF667S
z ChinaTelecom 4G: ZTE AC2736

z Ifthe Device is connected to China Telecom 3G/4G network, you can logirDice with the
public IP address through the PC of public internet (The HTTP port isanfigured as 80). If the
Device is connected to China Unicom or China Mobile 3G network, which aefined as private
network, therefore you cannot login the Device through PC that is connectegbtiblic internet.

z The Ethernet card names that are displayed on the 3G/4G interfaeenot constant, and they
could be ppp5, ppp6, ppp7 or ppp8 and are different depending on the USB2.0 port on thedeevi
that is connected to the 3G module.

z If you dial to connect to 3G/4G network, you have to keep trying till succeedBue default
gateway could be switched depending on the priority of Ethernet cards.

z  The China Unicom and China Mobile 3G/4G modules in USB flash disk style do mairs @D GE
mode for the moment.

5.15.1.5 Configuring PPPoE Settings

PPPoOE is another way for the Device to accessgigvork. You can establish network connection by
configuring PPPOE settings to give the Device a dynamic IP address in the VéAle this function,
firstly you need to obtain the user name and password from tinéernet Service Provider

SelectMain Menu >NETWORK PPPoE

ThePPPoEnterface is displayed.

Enable the PPPoE function.
In the Usemame box and Password box, enter the user name and password accordingly
provided by the Internet Service Provider.
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ClickApply to complete the settings.
The system pops up a message to indicate the successfully saved. The IP addpesssapn

the PPPoOE interface. You can use this IP address to access the Device.

When the PPPoE function is enabled, the IP address onTi3®/IPinterface cannot be
modified.
5.15.1.6 Configuring DDNS Settings

When the IP address of the Device changes frequently, the BRhction can dynamically refresh the
correspondence between the domain on DNS and the IP address, ensuring you attee&vice by

using the domain.

Preparing for Configuation

Confirm if the Device supports the DDNS Type and log in the website providechbyXIDNS service
provider to register the information such as domain from PC located in the WAN.

After you have registered and logged in the DDNS website successfuly,can view the information
of all the connected devices under this user name.

Configuring Steps

SelectMain Menu > NETWORK > DDNS
TheDDNSinterface is displayed.
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Configure the settings for the DDNS parameters.

Parameter Description
Enable theDDNS function.

Enable After enabling DDNS function, the thirgarty might collect your Device
information.
Type Type and address of DDNS service provider.
Type:Dyndns DDNSaddressmembers.dyndns.org
Server Address Type:NO-IP DDNSaddressdynupdate.nc-ip.com

Type:CN99DDNS addressmembers.3322.org
The domain name for registering on the website of DDNS sery

Domain Name

provider.
User Name Enter the user name and password obtained from DDNS sen
provider. You need to register (including user name and password)|on
Password . . .
the website of DDNS service provider.
Interval Enter the amount of time that you want to update the DDNS.

ClickApply to complete the settings.

Enter the domain name in the browser on your PC, and then pEster.

If the web interface of the Device is displayed, the configuration is succesdfuhot, the
configuration is failed.

5.15.1.7 Configuring EMAIL Settings

You can configure the email settings to enable the system to send the emsia notification when
there is an alarment occurs.

SelectMain Menu > NETWORK Email.

TheEmail interface is displayed.
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Configure the settings for themail parameters.
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Parameter

Description

Enable

Enable the email function.

There might be risk of sending data to specified email addredter it is
enabled

SMTP Server

Enter the address of SMTP server of serglemail account.

Enter the port value of SMTP server. The default value setigbi You

Port . . .
can enter the value according to your actual situation.
Username ,
Enter the usename and password of send&sremail account.
Password
Anonymous If enable the anonymity function, you can login as anonymity.
) In the Receiver list, select the number of receiver that you want to
Receiver

receive the notification. The Device supportp o three mail receivers

Email Address

Enter the email address of mail receiver(s).

Enter the sendeés email address. It supports maximum three sendg

IS

he

Sender
separated by comma.
Enter the email subject.
Subject Supports Chinese, English and numerals supports maximum 64
characters.
Enable the attachment function. When there is an alarm event,
Attachment )
system can attach snapshots as an attachment to the email.
Select the encryption typeNONE SSL, orTLS
Encryption Type

For SMTP serveahe default encryption type iSTLS

Sending Interval (sec.

This is the interval that the system sends an email for the same typ
alarm event, which means, the system does not send an email upon
alarm event.

This setting helps to avoid the largamount of emails caused by
frequent alarm events.

The value ranges from 0 to 3600. 0 means that there is no interval.

e of
any

Health Mail

Enable the health test function. The system can send a test ema
check the connection.

Sending Interval
(Min.)

This is the interval that the system sends a health test email.
The value ranges from 30 to 1440. 0 means that there is no interval,

Test

Click Test to test the email sending function. If the configuration
correct, the receivés email account will receive themail.

Before testing, cliclpply to save the settings.

S

ClickApply to complete the settings.

You can map the relationship between the LAN and the WAN to access the ®emnithe LAN through

5.15.1.8 Configuring UPnP Settings

the IP address on the WAN.
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Preparaton for Configuration

z Login the router to set the WAN port to enable the IP address to connect thioWAN.

z Enable the UPnP function at the router.

z  Connect the Device with the LAN port on the router to connect into the LAN.

z SelectMain Menu > NETWORK FCP/IP, configure the IP address into the router IP address
range, or enable the DHCP function to obtain an IP address automatically.

Configuration Steps

SelectMain Menu > NETWORK &PnP.
TheUPnPinterface is displayed.

Configure the settings for th&JPrP parameters.
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Parameter

Description

Port Mapping

Enable the UPnP function.

After it is enabled, the intranet services and ports shall be mapped t
extranet, proceed with caution.

O

Indicates the status of UPnP function.

Status Offline: Failed.
Online:Succeeded.
Enter IP address of router on the LAN.

LAN IP _ . .
After mapping succeeded, the system obtains IP address automatic
without performing any configurations.

Enter IP address of router on the WAN.

WAN IP

After mapping succeeded, the system adihs IP address automaticall
without performing any configurations.

Port Mapping List

The settings in PAT table correspond to the UPnP PAT table on the ra
Service Name: Name of network server.
Protocol: Type of protocol.
Int. Port: Internal port thais mapped on the Device.
Ext. Port: External port that is mapped on the router.

z To avoid the conflict, when setting the external port, try to use the

ports from 1024 through 5000 and avoid popular ports from
through 255 and system ports from 256 thugh 1023.

z  When there are several devices in the LAN, reasonably arrange
ports mapping to avoid mapping to the same external port.

z When establishing a mapping relationship, ensure the mapping

ports are not occupied or limited.

ally

uter.

1

the

z The internal and externgborts of TCP and UDP must be the same

and cannot be modified.

z Click to modify the external port.

ClickApply to complete the settings.
In the browser, entehttp://WAN IP. External IP port. You can visit the LAN Device.

5.15.1.9 Configuring SNMP Settings

Not all models support this function.

You can connect the Device with some software suchMiI8 Builderand MG-SOFT MIB Browsé&s
manage and control the Device from the software.
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Preparation for Configuration
z Install the software that can manage and control the SNMP, sudiil&Buildeand MG-SOFT MIB

Browser
z  Obtain the MIB files that correspond to the current version from the teclahisupport.

Configuration Steps

SelectMain Menu > NETWORK SNMP.

Configure the settings for th&NMPparameters.

Parameter Description
Enable Enable the SNMP function.
Select the check box of SNMP version(s) that you are using.

Version
The default version i¥/3. There is a risk of select V1 or V2.
SNMP Port Indicates the monitoring port on the agent program.

Read Community
Write Community

Indicates the read/write strings supported by the agent program.

Indicates the destination address for the agent program to send the
Trap information.

Indicates the destination port for the agent program to send the Trag
information.

Trap Address

Trap Port

Enter the user name that is allowed to access the Device and has the

ReadOnly Username .
"Read Only" permission.

271



Users Manual

Parameter Description

Enter the user name that is allowed to access the Device and has the

Read/Write Username ) .
"Read and Write" permission.

Authentication Type | Includes MD5 and SHA. The system recognizes automatically.

Authentication
Password
Encryption Password

Enter the password for authentication type and encryption type. The
password should be no less than eight characters.

In the Encryption Type list, select an encryption type. The default
setting is CBEDES.

Compile the two MIB files by MIB Builder.

Run MGSOFT MIB Browser to load in the module from compilation.

On the MGSOFT MIB Browsemter the Device IP that you want to manage, and then select
the version number to query.

On the MGSOFT MIB Browser, unfold the treructured directory to obtain the
configurations of the Device, such as the channels quantity and softwamesion.

Encryption Type

5.15.1.10 Configuring Multicast Settings

When you access the Device from the network to view the video, if the aciseegceeded, the video
will not display. You can use the multicast function to group the IP to solve thebfam.

SelectMain Menu > NETWORK Multicast .

TheMulticast interface is displayed.

Configure the settings for thenulticastparameters.
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Parameter Description
Enable Enable the multicast function.
P Address Enter the IP address that you want to use as the multicast IP.
The IP address ranges fro224.00.0through 239.255.255.255
Port Enter the port for the multicast. The port ranges from 1025 through

65000.

ClickApply to complete the settings.

You can use the multicast IP address to login the web.
On the web login dialog box, in th@ype list, selectMULTICAST The web will automatically
obtain the multicast IP address and join. Then you can view the video throughtioast

function.

5.15.1.11 Configuring Register Settings

You can register the Device into the specified proxy server which asttha transit to make it easier
for the client software to access the Device.

SelectMain Menu > NETWORK Register.

TheRegister interface is displayed.
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Configure the settings for theegisterparameters
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Parameter Description
Enable Enable the register fuction.
No. The default value is 1.
Enter the server IP address or the server domain that you wani to
Server IP Address )
register to.
Port Enter the port of the server.
Sub Service ID This ID is allocated by the server and used for the Device.

ClickApply to complete the settings.

5.15.1.12 Configuring Alarm Center Settings

You can configure the alarm center server to receive the uplodddarm information. To use this
function, the Report Alarm check box must be selected. For details about alarm event settings, s
"5.10Alarm Events Settings

SelectMain Menu > NETWORK > Alarm Center

TheAlarm Center interface is displayed.
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Configure the settings for thalarm centerparameters.

Parameter Description
Enable Enable the alarm center function.

In the Protocol Type list, select protocol type. The default BLARM
Protocol Type

CENTER
Server Address The IP address and communication port of the PC installed with alarm
Port client.

In the Auto Report Plarist, select time cycle and specific time for

Auto Report Plan )
uploading alarm.

ClickApply to complete the settings.

5.15.1.13 Configuring P2PSettings

You can manage the devices by using P2P technology to download the applicadimh register the
devices. For details, seb.1.4.5Configuring P2PSettings’

5.15.2 Configuring Network Testing Settings

5.15.2.1 Testing the Network

You can test the network connectiostatus between the Device and other devices.
SelectMain Menu > MAINTAIN> Network > Test.
TheNetwork Testinterface is displayed.
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In the Destination IP box, enter the IP address.

ClickTest.
After testing is completed, the test result is displayeduYcan check the evaluation for

average delay, packet loss, and network status.
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5.15.2.2 Capturing Packet and Backing up

Packet capture means the operations such as capturing, resending, and gditata that are sent and
received during network transmission. When there is network abnormaljiyy can perform packet
capturing and back up into the USB storage device. This date can beigedvto the technical support
for analyzing the network condition.

SelectMain Menu > MAINTAIN> Network > Test.

TheTestinterface is displayed.
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Connect a USB storage device to the Device.
ClickRefresh.
The Device starts detecting the USB storage device and displays its name Detvice Name
box.
Select the route of the data that you want to capture and back up.
1) InthePacket Sniffer Backup areg clickBrowse.
TheBrowse interface is displayed.

2) Select the route.
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z If there are several USB storage devices are connected to the Device, you ca
select from theDevice Namelist.

z Click Refresh to total space, free space and the file list in the selected USB
storage device.

z Inthe case of insufficient capacity, click  to delete the needless files.

z ClickNew Folderto create a new folder in the USB storage device.
3) ClickOKto save the route selection settings.
TheTestinterface isdisplayed again.

Click to start packet capturing and backing up.

z Only the data packet of one LAN can be captured at one time.

z  After capturing starts, you can exit thEestinterface to perform other operations such
as web login and monitoring.

Click to stop capturing.

The backup data is saved in the selected route under the naming style "LAN rameepcap.”
You can open it by usingViresharksoftware.

Configuring Account Settings

You can add, modify and delete user accounts, groups, and ONVIF users, asecseity questions for
admin account.

z

The user name supports 31 characters and group name supports 15 chenacthe user name
can be consisted of letter, numbet, ", "@", "'
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z You can set maximum 64 users and 20 groups. The group nani&Jbgl’ and "Admin" cannot be
deleted. You can set other groups and define the relevant permissions. él@r the admin
account cannot be set randomly.

z You can manage the account by user and group and the name cannot be repediedry user
must belong to a group, and one user only belongs to one group.

5.16.1 Configuring User Account

5.16.1.1 Adding a User Account

SelectMain Menu > ACCOUNT> User.
TheUser interface is displayed.

ClickAdd.
TheAdd interface is displayed.
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Configure the settings for the parameters afiding a user account.

he

unt

Parameter Description

Username
Enter a user name and password for the account.

Password

Confirm Password Reenter the password.

Remarks Optional. N
Enter a description of the account.

User MAC Enter user MAC address
Selecta group for the account.

Group
The user rights must be within the group permission.

ClickSetting to displaySetting interface.

Period Define a period during which the new account can login the device. T
new account cannot login the device during the timeeyond the set
period.

In the Permission area, select the check boxes in tHgystem tab,
Playback tab, andMonitor tab.

Permission
To manage the user account easily, when defining the user acca
authority, it is recommended not to give the authority to the commo
user account higher that the advanced user account.

ClickOKto complete the settings.

Setting Permitted Period

Next toPeriod, clickSetting .
TheSetinterface is displayed.
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Define the permitted period. By default, it is active all thme.

z Define the period by drawing.
Define for a specified day of a week: On the timeline, click the-halfr blocks to

select the active period.

* Define for several days of a week: Click before each day, the icon switches to
. On the timeline of any setted day, click the halfiour blocks to select the active
periods, all the days with  will take the same settings.

*  Define for all days of a week: CligK, all the switchesto . On the timeline

of any day, click the halfiour blocks to select the active periods, all the days will take

the same settings.
z Define the period by editing. Take Sunday as an example.

1) Click

ThePeriod interface is displayed.

2) Enter the time frame for the period and select the check box to enable the sg#tin

There are siperiods for you to set for each day.
* Under Copy, selectAll to apply the settings to all the days of a week, or select

specific day(s) that you want to apply the settings to.
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3) ClickOKto save the settings.
ClickOK.

5.16.1.2 Modify a User Account

SelectMain Menu > ACCOUNT> User.
TheUserinterface is displayed.

Click for the user account that you want to modify.

TheModify interface is displayed.
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Change the settings for password, user name, user group, user MAC, meemnimdp and
authority.

The new paswsord can besetfrom 8 digitsthrough 32 digits and contais at least two types
from number, letter and special characters (excluding™; ";"":" and "&").
For the admin account, you enable/disable the unlock patteand modify password hint

z To usethe unlock pattern, enableUnlock Pattern, click , draw a pattern in the

Unlock Pattern interface, and then cliclSaveto save the setting.
z Enter password hint text ifPassword Hint box.
ClickOKto complete the settings.

5.16.1.3 Deleting a User Account

SelectMain Menu > ACCOUNT> User.
TheUser interface is displayed.
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Click for the user account that you want to delete.

A Messageis displayed.
ClickOKto delete a user account.

5.16.2 Configuring Group Account

5.16.2.1 Adding a Group

SelectMain Menu > ACCOUNT> Group.
The GROUHNterface is displayed.
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ClickAdd.
TheAdd interface is displayed.

Configure the settings for the parameters of adding a group.

Parameter Description

Group Name Enter a name for the group.
Optional.

Remarks P

Enter a description of the accoun

In the Permission area, select the check boxes in t&ystemtab,
Playback tab, andMonitor tab.

Permission

ClickOKto complete the settings.
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5.16.2.2 Modifying a Group

SelectMain Menu > ACCOUNT> Group.
TheGroup interface is displayed.

Click for the group account that you want to modify.

TheModify interface is displayed.
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Change the settings fogroup name, memo, and authority.
ClickOKto complete the settings.

5.16.2.3 Deleting a Group

SelectMain Menu > ACCOUNT> Group.
TheGroup interface is displayed.

Click for the user account that you want to delete.

A Messageis displayed.
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ClickOKto delete a group.

5.16.3 Configuring ONVIF Users

The device manufactured by other company can connect to the Device thio@NVIF protocol by an
authorized ONVIF account.

The admin account is created for ONVIF users right after the Device bas hitialized
SelectMain Menu > ACCOUNT> ONVIF User
TheONVIF Useiinterface is displayed.

ClickAdd.
TheAdd interface is displayed. Se@

Enter user name, password, and select the group that you want this asttmubelong to.
ClickOKto save the settings.
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Click to modify the account; Click to delete the account.

Audio Management

Audio management function manages audio fédeand configures the playing schedule. When there is
an alarm event, the audio file can be activated.

5.17.1 Configuring Audio Files

You can add audio files, listen to audio files, rename and delete autis,fand configure the audio
volume.

SelectMain Menu > AUDIO> File Management.

TheFile Management interface is displayed.

ClickAdd.
TheAdd interface is displayed.
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Select the audio files that you want to import.
ClickOKto start importing audio files from the USB storage device
If the importing is sucessful, the audio files will display in théle Management interface.

The imported audio files are automatically saved into the HDD, so you do not rieewdnnect
to the USB storage device to get the file next time.

z Click to play the audio file.

z Clik to rename the audio file.

z Click to delete the audio file.

z To decrease or increase the playing volume, move the slider to the left orécritht.

5.17.2 Configuring Playing Schedule for Audio Files

You can configure the settings to play the audio files thg the defined time period.
SelectMain Menu >AUDIO> Audio Play.

TheAudio Play interface is displayed.
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Configure the settings for the schedule parameters.
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Parameter Description

In the Period box, enter the time. Select the check box to enable the
Period settings.

You can configure up to six periods.
In the File Namelist, select the audio file that you want to play for this

File Name ) ,
configured period.
Interval In thelnterval box, enter the time in minutes for how often you want tp
repeat the phying.
Repeat Configure how many times you want to repeat the playing in the
defined period.
Includes wo options: MIC and Audio. It is MIC by default. The MIC
Output Port function shares the same port with talkback function and the latter has

the priority.

z The finish time for audio playing is decided by audio file size and the configtirgerval.
z  Playing priority: Alarm evert Talkback> Trial listening> Audio file.
ClickApply to complete the settings.

Storage Management

Storage management functio manages the stored resources such as recorded video files and storage
space. The function aims at providing easier operation and improving the aer efficiency.

5.18.1 Configuring Basic Settings

SelectMain Menu > STORAGE Basic
TheBasicinterface is dispyed.
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Configure the settings for thdasic settingparameters.

Parameter Description
Configure the settings for the situation all the read/write discs are full.
Disk Full Select Stop to stop recording
Select Overwrite to overwrite the recorded video fes always
from the earliest time.
Create Video Files Configure the time length and file length for each recorded video.
) i Configure whether to delete the old files and if yes, configure the
Delete Expired Files days.

ClickApply to complete the settings.

5.18.2 Configuring the Recording and Snapshot Schedule

The system starts recording and taking snapshot according to the @urtéd schedule. For details, see
"5.1.4.9Configuring Recorded Video Storage SchedUland '5.1.4.10Configuring Snapshot Storage

Schedul

g

5.18.3 Configuring Disk Manager

You can

view the HDD information, format HDD, and configure the HDD type thhod®D manager.
SelectMain Menu > STORAGE Disk Manager.

TheDisk Manager interface is displayed.

In the table, you can view the information of current HDD, such as deviceaaibD type,
status, total space and free space, and skeniamber of the HDD port.
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Configuring the settings for the HDD manager.

z  HDD type setting: In thé&roperties list, selectRead/Write, Read Only, and then click
Apply to save the settings.

z  HDD format: Select the HDD that you want to format, clikmat, and enableClear
HDD databasein the pop-up message, clickKand enter the password of admin
user in the prompted dialoghox, clickOKand then following the onscreen
instructions to complete formatting.

z  Formatting HDD will erase all data on the disk, pead with caution.

5.18.4 Configuring Record

Record type includes auto and manual record. You can configure re¢gpg of main stream and sub
stream. SeeB.7Configuring Record Settind's
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5.18.5 Configuring Advance Settings

Create HDD group, and save main stream, sub stream and snapshot of desdjchtnnels to the
HDD group.

z If the interface displays that "Current HDD Mode is Quota Group", cliblarige to HDD Group
Mode", and tlen configure HDD group.
z You can enable either HDD Group Mode or Quota Group. The system pronoptetioot the
device each time when you switch the mode.
SelectMain Menu > STORAGE Disk Group > Disk Group.
TheDisk Group interface is displayed.

Select goup for each HDD, and then cligkpply to complete the settings.

After configuring HDD group, clickMain Stream, Sub Stream and Snapshot tabs
respectively, to configure the saving of main stream, sub stream and shapimformation of
different channels ¢ different HDD groups.
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ClickApply to complete the settings.

5.18.6 Configuring Disk Quota

By configuring quota, allocate fixed storage capacity to each channel, andiliste the storage space

of each channel reasonably.

If the interface displays thditCurrent HDD Mode is HDD Group", click "Change to Quota Mode",

and then configure quota.
You can enable either HDD Group Mode or Quota Group. The system pronoptskioot the

device each time when you switch the mode.
SelectMain Menu > STORAGE Disk Quota.
TheDisk Quota interface is displayed.
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Select the channels you want to configure, and select quota from thepddown list of
corresponding HDD.
ClickApply to complete the settings.

ClickQuota Statistics to view the quota of each channel in HDDe&D.

5.18.7 Configuring HDD Detecting Settings

Not all models support this function.

HDD detecting function detects the current status of HDD to let you know tHeOHperformance and
replace the defective HDD.
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5.18.7.1 Cheking HDD

You can detect HDD by key area detect and global detect.
z Key area detect: Detect the files saved in HDD. The detected bad track can be refmsired
formatting. If there are no files in HDD, the system cannot detect the badktrac
z Global detect: Detct the whole HDD through Windows, which takes time and might affect the
HDD that is recording the video.
SelectMain Menu > STORAGE Disk Check>Manual Check
TheManual Checkinterface is displayed.

In the Type list, selecKey AreaDetect or Global Check; and in theDisk list, select the HDD
that you want to detect.

ClickStart Check
The system starts detecting the HDD. After detecting is completed,Gee

During detecting, clickPauseto pause detectimy, click Continue to restart detecting, and
click Stop Detect to stop detecting.
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5.18.7.2 View Detecting Results

After the detecting is completed, you can view the detecting reports find out the problem and
replace the defective HDD to avoid data loss.

SelectMain Menu > STORAGE Disk Check>Check Report

TheCheck Reportinterface is displayed.

Click

TheDetails interface is displayed. You can view detecting results and S.M.AeRoOrts.
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5.18.8 Configuring Record Estimate

Record estimate function can caltate how long you can record video according to the HDD capacity,
and calculate the required HDD capacity according to the record period.

SelectMain Menu > STORAGE Rec Estimate

TheRec Estimateinterface is displayed.
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Click

TheModify dialog boxis displayed.

You can configure the resolution, frame rate, bit rate and recorddifar the selected channel.
ClickOKto save the settings.

Then the system will calculate thégme period that can be used for storage according to the
channels settings and HDD capacity.

ClickCopy to to copy the settings to other channels.

Calculating Recording Time

On theRec Estimateinterface, click theBy Spacetab.
TheBy Spaceinterface is displayed.

ClickSelect

TheSelect Disk(s)interface is displayed.

Selectthe check box of the HDD that you want to calculate.

In the By Timetab, in theTime box, the recording time is displayed.
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Calculating HDD Capacity for Storage

On theRec Estimateinterface, click theBy Timetab.
TheBy Timeinterface is displayed.

In the Time box, enter the time period that you want to record.
In the Total Spacebox, the required HDD capacity is displayed.

5.18.9 Configuring FTP Storage Settings
You can store and view the recorded videos and snapshots on the FTP server.

Preparation for Caofiguration

Purchase or download a FTP server and install it on your PC.

For the created FTP user, you need to set the write permission; otherwise tleadpf recorded
videos and snapshots might be failed.

Configuration Steps

SelectMain Menu > STORAGE FTP.
TheFTPinterface is displayed.
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Configure the settings for the FTP settingarameters.

Parameter Description

Enable Enable the FTP upload function.

FTP: Plaintext transmission.

FTP type SFTP: Encrypted transmission (recommended)
Server Addres IP address of FTP server.
Port FTP: The default is 21.

SFTP: The default is 22.
Anonymous Enter the user name and password to login the FTP server.
Username Enable the anonymity function, and then you can login anonymously
Password without entering the user name and pasvord.

Create folder on FTP server.
If you do not enter the name of remote directory, syste
automatically creates the folders according to the IP and time.
Storage Path If you enter the name of remote directory, the system creates {
folder with the entered name under the FTP root directory first,
and then automatically creates the folders according to the IP gnd
time.

Enter the length of the uploaded recorded video.
If the entered length is less than the recorded videmgth, only
a section of the recorded video can be uploaded.
File Size If the entered length is more than the recorded video length, the
whole recorded video can be uploaded.
If the entered length is 0, the whole recorded video will be
uploaded.
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Parameter Description
If this interval is longer than snapshot interval, the system takes
the recent snapshot to upload. For example, the interval is 5
seconds, and snapshot interval is 2 seconds per snapshot,|the
system uploads the recent snapshot every 5 seconds.
Picture Upload Inteval If this interval is shorter than snapshot interval, the syste¢
(Sec.) uploads the snapshot per the snapshot interval. For example, the
interval is 5 seconds, and snapshot interval is 10 seconds |per
snapshot, the system uploads the snapshot every 10 seconds.
To cafigure the snapshot interval, selecMain Menu >
CAMERA> Encode > Snapshot.

Channel Select the channel that you want to apply the FTP settings.

Day Select the week day and set the time period that you want to upload

Period 1, Period 2 the recorded files. You can set two periods for each week day.
Select the record type (Alarm, Intel, MD, and General) that you v@ant

Record type upload. The selected record type will be uploaded during t

configured time period.

ClickTest.
The system pops up a message to indicate success or failure. If faitestk the network

connection or configurations.
ClickApply to complete the settings.

Security Center

You can set security options to strengthen device security and use the devi@ much safer way.

5.19.1 Security Status

Security scanning helps get a whole picture of device security status.dm scan user, service and
security module status for detailed information about the security status of thevice.

Detecting User and Service

Green icon represents a hdahy status of the scanned item, and orange icon represents a risky status.
” Login authentication: When thers a risk in the login authentication, the icon will be in orange to

warn risk. You can clidRetails to see the detailed risk description.

" Configuration Security: When there’s a risk in the device configuration, iten will be in orange

to warn risk. You can clidRetails to see the detailed risk description.
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Scanning Security Modules

This area shows the running status of security modules. For details about the $gcoodules, move

mouse pointer on the icon to see the escreen instructions.

Scanning Security Status

You can cliclRescanto scan security status.

5.19.2 System Service

You can seDVR basic information such as basic services, 80}l TPS.

5.19.2.1 Basic Services

SelectMain Menu > SECURITY¥ System Service> Basic Services
TheBasic Servicednterface is displayed.
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Step 2 SelectBasic Servicesand configure parameters.

There might be safety risk wheMobile Push Notifications, CGl ONVIF, SSHand NTP

Serveris enabled.

Parameter

Description

Mobile Push Notifications

After enabling this function, the alarm triggered by the NVR can
pushed to a mobile phone. This function is enabled by default.

There might be safety risk if this séce isenabled. Disable this
function when it is not in use.

If this function is enabled, the remote devices can be added throu
the CGI protocol. This function is enabléy default.

be

gh

CaGl
There might be safety risk if this service ésabled. Disabé this
function when it is not in use.
If this function is enabled, the remote devices can be added throu
the ONVIF protocol. This function is enabled by default.

ONVIF

There might be safety risk if this service ésabled. Disable this
function whenit is not in use.

gh
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Parameter Description
After enabling this function, a NTP server can be used to synchronize
NTP Server ) ) o
the device. This function is enabled by default.
After enabling this function, you can use SSH service. This function is
disabled by default.
SSH

There mght be safety risk if this service enabled. Disable this
function when it is not in use.

After enabling this function, the device can be searched by other

Enable Device Discovery i
devices.

Security Mode (Recommended): Uses Digest acq

Private Protocol authentication when connecting toDVR.

Authentication Mode . . .
! catt Compatible Mode: Select this mode when the client does not

support Digest access authentication.

Step 3 ClickApply to complete the settings.

5.19.2.2 802.1x

The device need to pass 802.1x certification to enter the LAN.
Step1 SelectMain Menu > SECURITY¥ System Service> 802.1x.

The802.1x interface is displayed.
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Step 2 Select the Ethernet card you want to certify.

Step 3 SelectEnable and configure parameters.

Parameter Description

NIC Name Select a NIC.

" PEAP: protected EAP protocol.

Authentication " TLS: Transport Layer Security. Provide privacy and data integrity
between two communications application programs.
" Enable it and cliclBrowse to import CA certificate from flash drive.
CA Certificate . . . . -
For details about importing and creating a certificate, s8d49.4
Username The username shall be authorized at server.
Password Password of the corresponding username.

Step 4 ClickApply to complete the settings.

5.19.2.3HTTPS

We recomnend that you enable HTTPS function to enhance system security.
Step1 SelectMain Menu > SECURITY¥ System Service> HTTPS
TheHTTPSnterface is displayed.

Step 2 SelectEnableto enable HTTPS function.
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Step 3 ClickCertificate Management to create orimport a HTTPS certificate from USB drive. For
details about importing or creating a CA certificate, s84.9.4

Step 4 Select a HTTPS certificate.

Step 5 ClickApply to complete the settings.

5.19.3 Attack Defense

5.19.3.1 Firewall

Step1 SelectMain Menu > SECURIT¥ Attack Defense > Firewall.
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Step 2 SelectEnableto enable firewall.

Step 3 Configure the parameters.

Table 52 Firewall parameters

5tS

Port

Parameter Description
Mode can be configured when Type is Network Access.
" If Allowlist is enabled, you can visit device port successfully w
Mode IP/MAC hosts itthe allowist.
If Blocklistis enabled, you cannot visit device port with IP/MAC ho
in blocklist.
Add When Type is Network Access, you can configure IP AddreSedment
and MAC Address.
Type You can select IP address, IP segment and MAC address.
IP Address Enter IP Address, Start Port and End Port that is allowed or forbidden.
Start Port
When Type is IP Address, they can be configured. Start Port and Eng
End Port can be configured only in Network Access Type.
Enter Start Address and End Address of IP Segment.
Start Address/Eng
Address
When Type is IP Segment, they can be configured.
Enter MAC Address that is allowed or forbidden
MAC Address
WhenType is MAC Address, it can be configured.

Step 4 ClickApply to complete the settings.

5.19.3.2 Account Lockout

Step1 SelectMain Menu > SECURIT¥ Attack Defense > Account Lockout.

TheAccount Lockout interface is displayed.
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Step 2 Set parameters.

Parameter Description

Set the maximum number of allowable wrong password entrigs.
The account will be locked after your entries exceed t
Attempt(s) maximum number.

Value range5-30.

Default value: 5.

Set how long the account is locked for.
Lock Time Value rang:5-120 minutes.

Default value5 minutes.

Step 3 ClickApply to complete the settings.

5.19.3.3 Anti-Dos Attack

You can enableéSYN Flood Attack Defenseand ICMP Flood Attack Defenseto defend the device

against Dos attack.
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5.19.3.4 Sync Time-Allowlist

The synchronization is only allowed with hosts in the trusted list.

Step1 SelectMain Menu > SECURIT¥ Attack Defense > Sync Time-Allowlist .
Step 2 SelectEnable to enableSync Time-Allowlist function.

Step 3 Configure the parameters.

Parameter Description
Add You can add trusted hosts for time synchronization.
Type Select IP address or IP segment for hosts to be added.

Input the IP address of a trusted host.
IP Address
When Type is IP Address, it can be confeglir

Input the start IP address of trusted hosts.
Start Address
When Type is IP Segment, it can be configured

Input the end IP address of trusted hosts.
End Address
When Type is IP Segment, it can be configured

Step 4 ClickApply to complete the setthgs.
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5.19.4 CA Certificate

You can create or import device certificate and install trusted CA Certédica

5.19.4.1 Device Certificate

Create Certificate
1. SelectMain Menu > SECURITY¥ CACertificate > Device Certificate.

TheDevice Certificate interface is displayed.

z Click to download the certificate to local storage.

z Click to delete the certificate. The deleted certificate cannot be restored, proceed with

caution.

2. Configure parameters.

Parameter Description

County This parameter is user defined.

State This parameter is user defined.

City Name This parameter is user defined.

Valid Period Input a valid period for the certificate.
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Parameter

Description

Organization

This parameter is user defined.

Organization Unit

This parameter is user defined.

Domain Name

Input the IP addrss of the certificate.

3. ClickCreate.

CA Application and Import

Follow the onscreen instructions to finish CA application and import.

Insert a USB flash drive before operating.

Import Third-Party Certificate

Insert the USB flash drive with thirgarty certificatebefore importing.
1. Selectimport Third -party Certificate .
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2.Configure Parameters.

Table 53 Importing third-party certificate

Parameter Description

Path ClickBrowse to find the third-party certificate path on the USB drive.

ClickBrowse to find the third-party certificate private key on the USB

Private Key drive

Input the password of encrypted private key. When the private key is hot

Private Key Password i
encrypted, you dort need to this parameter.

3.ClickCreate.

5.19.4.2 Trusted CA Certificate

Sep 1 SelectMain Menu > SECURITY¥ CACertificate > Trusted CA Certificate.
Step 2 ClickInstall Trusted Certificate .

TheCreate Certificate is displayed.
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Step 3 ClickBrowseto select the certificate that you want to install.

Step 4 Clickimport.

5.19.5 Audio/Video Encryption

The device supports audio and video encryption during data transmission.
Step1 SelectMain Menu > SECURITY¥ A/V Encryption > Audio/Video Transmission.

TheAudio/Video Transmission interface is displayed.
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Step 2 Configure parameters.

We

Area Parameter Description
Enables stream frame encryption by using private protocol.
Enable
There might be safety vulnerability if this service is disabled
Private Encryption .
yp Use the default setting.
Protocol Type
Secretkey update period.
Update Period
Value range0—720hours.0 means never update the secret ke
of Secret Key
Default value: 12.
Enables RTSP stream encryption by using TLS.
Enable
There might be data breach if this service is disabled.
RTSP ove recommend that you enablehis function.
TLS Select a device i "
N Select a device certificate for RTSP over TLS.
certificate
Certificate . .
For details about certificate management, séel9.4.1
Management

Step 3 ClickApply to complete the setings.
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5.19.6 Security Warning

5.19.6.1 Security Exception

Step1 SelectMain Menu > SECURITY¥ Security Warning > Security Exception.

TheSecurity Exception interface is displayed.

Step 2 SelectEnable and configure parameters.

Parameter

Description

Alarm-out Port

Thealarm device (such as lights, sirens, etc.) is connected to the a
output port. When an alarm occurs, the NVR device transmits the al
information to the alarm device.

arm
arm

PostAlarm

When the alarm ends, the alarm extended for a period of time. The t
range is from 0 seconds to 300 seconds.

me

Show Message

Check box to enable a popp message in your local host PC.

Buzzer Select the check box to activate the buzzer when an alarm occurs.
Check the box and then select the corresponding audite ffrom the
dropdown list. System plays the audio file when the alarm occurs.

Alarm Tone

Seeb.17to add audio file first.
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Parameter Description
Lo Select the check box, the NVR device records the alarm information in
g the log when an alarnoccurs.

Select the check box. When an alarm occurs, the NVR device sengds an
email to the set mailbox to notify the user.

Send Email
To use this function, make sure the email function is enabledviain
Menu > NETWORK > Email
Security Event monitoring explanation. It indicates the type of attagks
that can trigger security exception.

1 z Unauthorized executable program trying to run
z Web URL brutdorce attack
z Session connection overload
z Session ID bruteforce attack

Step 3 Clck Apply to complete the settings.

5.19.6.2 lllegal Login

Step1 SelectMain Menu > SECURITY¥ Security Warning > lllegal Login.

Thelllegal Login interface is displayed.

Step 2 SelectEnable and configure parameters.
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Parameter Description
The ahrm device (such as lights, sirens) is connected to the alarm outpu
Alarm-out Port port. When an alarm occurs, the NVR device transmits the al
information to the alarm device.
When the alarm ends, the alarm extended for a period of time. The time
PostAlarm )
range isfrom 0 secondghrough 300 seconds.
Buzzer Select the check box to activate the buzzer when an alarm occurs.
Check the box and then select the corresponding audio file from the
dropdown list. System plays the audio file when the alarm occurs.
Alarm Tone
Seeb.17to add audio file first.
Lo Select the check box, the NVR device records the alarm information in the
g log when an alarm occurs.
Select the check box. When an alarm occurs, the NVR dseicds an emai
to the set mailbox to notify the user.
Send Email
To use this function, make sure the email function is enabledMain
Menu > NETWORK > Email

Configuring System Settings

5.20.1 Configuring General System Settings

You can configure the device basic settjs, time settings, and holiday settings.

To configure the holiday settings, do the following:
SelectMain Menu > SYSTEM > Generat Holiday .
TheHoliday interface is displayed.
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ClickAdd.
TheAdd interface is displayed.

Configure the holiday name, regat mode, time range according to your actual situation.
ClickAdd.
The added holiday information is displayed.

Enable theAdd More function, so you can continue adding holiday information.
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5.20.2 Configuring RS-232 Settings

You can configure serial port fution, Baud rate and other parameters.

Only some series products support this 232.
SelectMain Menu >SYSTEM > RS232
TheRS232interface is displayed.
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Parameter

Description

Function

Select serial port control protocol.
Console: Upgrade the program and debug with the console a
mini terminal software.
Keyboard: Control this Device with special keyboard.
Adapter: Connect with PC directly for transparent transmission
data.
Protocol COM: Configure the function to protocol COM, in ord
to overlay cad number.
PTZ Matrix: Connect matrix control.
It isConsole by default.

of

er

Baud Rate

Select Baud rate, which #15200by default.

Data Bits

It ranges from 5 to 8, which is 8 by default.

Stop Bits

It includes 1 and 2.

Parity

It includes none, odd, evemark and null. It is none by default.

5.20.3 Configuring System Maintenance Settings

When the Device has been running for a long time, you can configure the auto reldwn the Device
is not working. You can also configure the case fan mode to reduce noisesatehd the service life.
SelectMain Menu >MAINTAIN > Manager> Maintenance.
TheMaintenance interface is displayed.

Configure the settings for theystem maintenancgarameters.
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Parameter Description

Auto Reboot In the Auto Reboot list, select the rebot time.
In the Case Fan Moddist, you can selecAlways or Auto. If you select]
Auto, the case fan will stop or start according to the exterr,
conditions such as the Device temperature.

Case Fan Mode

Not all models support this function, and it is gnsupported on the
local configuration interface.
ClickApply to complete the settings.

5.20.4 Exporting and Importing System Settings

You can export or import the Device system settings if there are severald@s\vhat require the same
setup.

z The IMP/EXP interface cannot be opened if the backup operation is ongoing on the other
interfaces.

z  When you open thelMP/EXPinterface, the system refreshes the devices and sets the current
directory as the first root directory.

z ClickFormat to format the USB storageavice.

Exporting System Settings

SelectMain Menu >MAINTAIN > Manager > Import/Export.
Thelmport/Export interface is displayed.
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Insert a USB storage device into one of the USB ports on the Device.
ClickRefreshto refresh the interface.
The connected $Bstorage devices displayed.

ClickExport.
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There is a folder under the name style of "Config_[YYYYMMDDhhmmss]". Daliblethis
folder to view the backup files.

Importing System Settings

Insert a USB storage device containing the exported configuration fiteenfanother Device)
into one of the USB ports on the Device.

SelectMain Menu > SYSTEM> Import/Export .

Thelmport/Export interface is displayed.

ClickRefreshto refresh the interface.

The connected USBtorage devices displayed.

Click on the configuration foldefunder the name style of "Config_[YYYYMMDDhhmmss]")
that you want to import.

Clickimport .

The Device will reboot after the imported is succeeded.

5.20.5 Restoring Default Settings

Only Admin account supports this function.

You can selecthe settings that you want to restore to the factory default.
SelectMain Menu > MAINTAIN> Manager > Default.
TheDefault interface is displayed.

Restore the settings.
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z Click Default to restore all parameters to default settings except parameters sush a
network, user management.

z Click Factory Default, selectOK and then enter the password of admin user in the
prompted dialog box to completely recover device parameters to factory default.

5.20.6 Updating the Device

5.20.6.1 Updating File

Insert a USB storage device cairting the upgrade files into the USB port of the Device
SelectMain Menu >MAINTAIN> Manager > Update.
TheUpdate interface is displayed.

ClickUpgrade.
TheUpgrade interface is displayed.
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Click the file that you want to upgrade.

The selected file is displayed in teddress box.
ClickOK.

5.20.6.2 Performing Online Upgrade

When the Device is connected to Internet, you can use online upgrade fumctioupgrade the system.
Before using this function, you need to check whether there is any nession by auto check or
manual check.

z Auto checkThe Device checks if there is any new version available at intervals.

z Manual check: Perform redilme check whether there is any new version available.

Ensure the correct power supply and network connection during updiiag; otherwise the
upgrading might be failed.

SelectMain Menu > MAINTAIN > Manager> Update.
TheUpdate interface is displayed.
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Checkwhetherthere is any new version available.

z Auto check:Enable Autecheck for updates.

z Manual check: ClicManual Chedk.

The system starts checking the new versions. After checking is comp|étedcheckresult is
displayed

z Ifthe "It is the latest version" text is displayed, you do not need to upgrad

z If the text indicating there is a new version, go the step 3.

ClickUpgrade now.

5.20.6.3 Uboot Upgrading

z Under the root directory in the USB storage device, there must"beboot.bin.img" file and
"update.img”file saved, and the US&orage devicamust be in FAT32 format.

z Make sure the USB storage device is inserted; otherwiseupgrading cannot be performed.

When starting the Device, the system automaticatihieckswhether there is a USB storage device

connected and if there is any upgrade file, and if yes and the check resulteofifyrade file is correct,

the system willupgrade automatically. The Uboot upgrade can avoid the situation that yioave to

upgrade through+TFTRwvhen the Device is halted.

Viewing Information

You can view the information such as log information, HDD information, andsi@r details
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5.21.1 Viewing Version Details

You can view the version details such as device model, system version, aifdidate.
SelectMain Menu > INFO >VERSIONtheVERSIONnterface is displayed.

5.21.2 Viewing Log Information

You can view and search the log information.

z If there is ncHDD installed, the systerman save up to 10,000 logs.

z Ifthere is HDD installed and has been formatted, the system can save up to@D®H0s.

z Ifthere is HDD installed, the logs about system operations are saved in the mgofdhe Device
and other types of logs are saved into the HDD. If there is no HDD instahedother types of
logs are also saved in the memory of the Device.

z  When formatting the HDD, the logs will not be lost. However, if you take out the HDh the
Device, the logs might be lost

SelectMain Menu > INFO > LOG
The LOGinterface is displayed.
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In the Type list, select the log type that you want to vievgystem, Config, Storage, Record,
Account, Clear, Playback, andConnection) or selectAll to view all logs.
In the Start Time box and End Time box, enter the time period to search, and then click

Search
The search results are displayed
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z ClickDetails or double-click the log that you want to view, th®etailed Information
interface is displayed. Clidkext or Previous to view more log information.

z ClickBackup to back up the logs into the USB storage device.

z ClickClearto remove all logs.

5.21.3 Viewing Event Information

You can view the event information of the Device and channel.
SelectMain Menu > INFO> EVENT the EVENTinterface is displayed.

5.21.4 Viewing Network Information

You can view the online users, network data transmission details, and testork. For details about
testing network, see5.15.2.ITesting the Network'

5.21.4.1 Viewing Online Users

You can view the online user information and block any user for a period of time.

SelectMain Menu > INFO> NETWORKs Online users, theOnline usersinterface is displayed.
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To block an online user, ick and then enter the time that you want to block this user. The

maximum value you can set 85535

The system detects every 5 seconds to check whethere is any user added or deleted, and update
the user list timely.

5.21.4.2 Viewing the Network Load

Network load means the data flow which measures the transmission capability. You can thew
information such as data receiving speed and sending speed.

SelectMain Menu > INFO> NETWORK> Network Load.

TheNetwork Load interface is displayed.
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Click the LAN ame that you want to view, for example, LAN1.
The system displays thiaformation of data £nding speed andreceivng geed.

z The default display is LAN1 load.
z Only one LAN load can be displayed at one time.

5.21.5 Viewing HDD Information

You can view the HDD quantity, HDD type, total space, free space, statd<s M.A.R.T information.
SelectMain Menu > INFO> HDD, theHDD interface is displayed.
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Parameter Description

No. Indicates the number of the currently connected HDD. The asterisk (*)
means the currebhworking HDD.

Device Name Indicates name of HDD.

Physical Position | Indicates installation position of HDD.

Type Indicates HDD type.

Total Space Indicates the total capacity of HDD.

Free Space Indicates the usable capacity of HDD.

Status Indicates tte status of the HDD to show if it is working normally.

SMAR.T View the S.M.A.R.T reports from HDD detecting.

5.21.6 Viewing Channel Information

You can view the camera information connected to each channel.
SelectMain Menu > INFO> CHANNEL INFOthe CHANNELUNFOinterface is displayed.
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5.21.7 Viewing Data Stream Information

You can view the redime data streanrate and resolution of each channel.
SelectMain Menu > INFO> BPS theBPSinterface is displayed.
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Logout the Device

On the top right of the Main Meninterfaceor on any interface after you have entered the Main Menu
click
z SelectLogout, you will log out the device.

z SelectReboot, the Device will be rebooted.
z SelectShutdown, the Device will be turned off.
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6 Web Operations

The interfaces in the Maral are used for introducing the operations and only for referencee T
actual interface might be different dependent on the model you purchased. tifere is
inconsistency between the Manual and the actual product, the actual protishall govern.

The Manual is a general document for introducing the product, so there might be some tiorts
described for the Device in the Manual not apply to the model you purchased.

Besides Web, you can use our Smart PSS to login the device. For detddemation, pleaseefer
to Smart PSS ussrmanual.

Connecting to Network

The factory default IP of the Device is 192.168.1.108.
The Device supports monitoring on different browsers such as Safagi féix, Google on Apple
PC to perform the functions such as mutthannel monitoring, PTZ control, and device
parameters configurations.
Check to make sure the Device has connected to the network.
Configure the IP address, subnet mask and gateway for the PC aad#wvice. For details
about network configuration of the Devicesee 5.1.4.4Configuring Network Setting$
On your PC, check the network connection of the Device by using "piig s #k* *xxt,
Usually the return value of TTL is®5

Logging in the Web

Open the |IE browser, enter the IP address of the Device, and then press Enter.
The Login in dialog box is displayed.

Enter the user name and password.
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z  The default administrator account sdmin. The password is the one that wasrfmyured
during initial settings. To security your account, it is recommended to kéle@ password
properly and change it regularly.

z Click to display the password.

ClickLogin.

Introducing Web Main Menu

After you have logged in the Web, the mamenuisdisplayed.

No. Icon Description
Includes configuration menu through which you can configure camera segin

1 network settings, storage settings, system settings, account settings] aiew
information.

2 None | Displays system date and time.

3 When you point to , the current user account is displayed.

4 Click , selectLogout, Reboot, or Shutdown according to your actual
situation.
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No.

Icon

Description

DisplaysCell Phone Clientand Device SNQR Code.

Cell Phone Client: Use your mobile phone to scan the QRecmdadd the
device into the Cell Phone Client, and then you can start accessing thécbe
from your cell phone
Device SNObtain the Device SN by scanning the QR code. Go to the P2P
management platform and add the Device SN into the platform. Then you
can access and manage the device in the WAN. For details, please refer o the
P2P operation manual. You can also configure P2P funciiorthe local
configurations. See5.1.4.5Configuring P2PSettings’

Displays the web main menu.

None

Includes eight function tilesLIVE VIDEQ ALARM loT, Al, BACKURDISPLAY,

and AUDIO. Click each tile to open the configuration interface of the tile.
LIVE You can perform the operations such as viewing réiahe video,
configuring channel layout, setting PTZ controls, and using smart talk an
instant record functions if needed.
VIDEQ Search for and play back the recorded video saved on the Devic
ALARM Search for alarm informan and configure alarm event actions.
Al: Configure face detection, face recognition, and IVS functions.
loT: You can view, search and export the temperature and humidity data of
camera and configure the alarm event settings.
BACKUP Search and back up the video files to the local PC or external
storage device such as USB storage device.
DISPLAY Configure the display effect such as displaying content, image
transparency, and resolution, and enable the zerbannel function.
AUDIO: Manage audio files andanfigure the playing scheduleThe audio
file can be played in response to an alarm event if the voice prompts function
is enabled.

11%

343



Users Manual

7 FAQ

1. DVRcannot boot up properly.

There are following possibilities:

z

z

z

z

z

Input power is not correct.

Power connection is not caect.

Power switch button is damaged.

Program upgrade is wrong.

HDD malfunction or something wrong with HDD jumper configuration
Seagate DB35,DB35.25V35 or Maxtor 1§ has compatibility problem. Please upgrade to the
latest version to solve this pildem.
Front panel error.

Main board is damaged.

2. DVRfrequently shuts down or stops running.

There are following possibilities:

z

z

z

z

z

z

Input voltage is not stable or it is too low.

HDD malfunction or something wrong with jumper configuratian
Button power is not @ough.

Front video signal is not stable.

Working environmaent is too harsh, too much dust.

Hardware malfunction.

3. Hard disk cannot be detected.

There are following possibilities:

z

z

z

z

HDD is broken.

HDDjumper is damaged.

HDD cable connection is loose.
Main board SATA port is broken.

4. There is no video output whether it is one-channel, multiple -channel or all-channel output.
There are following possibilities:

z

z

z

z

z

Program is not compatible. Please upgrade to the latest version.
Brightness is 0. Please restore factory default setup.

There is no video input signal or it is too weak.

Check privacy mask setup or your screen saver.

DVRhardware malfunctiors.

5. Reattime video color is distorted.

There are following possibilities:

z

z

z

z

When using BNC output, NTSC and PAL petunot correct. The redlme video becomes black
and white.

DVRand monitor resistance is not compatible.
Video transmission is too long or degrading is too huge.
DVRcolor or brightness setup is not correct.

6. Cannot search local records.

There are flowing possibilities:

z

HDDjumper is damaged.
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z HDD is broken.

z Upgraded program is not compatible.

z The recorded file has been overitten.

z Record function has been disabled.
7. Video is distorted when searching local records.

There are following possibiliéis:
z Video quality setup is too low.
z Program read error, bit data is too small. There is mosaic in the full scRlease restart thBVR
to solve this problem.
z HDD datgumper error.
z HDD malfunction.
z DVRhardware malfunctions.
8. No audio under monitor state.

There are following possibilities:
z Itis not a power picker.
z Itis not a power acoustics.
z Audio cable is damaged.
z DVRhardware malfunctions.
9. There is audiounder monitor state but no audio under playback state.
There are following possibilities:
z Setup is not corret Please enable audio function
z  Corresponding channel has no video input. Playback is not continuous wtrenscreen is blue.
10. System time is not correct.
There are following possibilities:
z  Setup is not correct
z Battery contact is not correct or voltage is too low.
z  Crystal oscillators broken.
11. Cannot control PTZ on DVR

There are following possibilities:

z Front panel PTZ error

z PTZ decoder setup, connection or installation is not correct.

z Cable connection is not correct.

z PTZ setups not correct.

z PTZ decoder an®VRprotocol is not compatible.

z PTZ decoder an®VRaddress is not compatible.

z When there are several decoders, please add 120 Ohm between the PTZ decoder A/B cables

furthest end to delete the reverberation or impedance n@ting. Otherwisethe PTZ control is
not stable.

z The distance is too far.
12. Motion detection function does not work.

There are following possibilities:

z Period setup is not correct.

z Motion detection zone setup is not correct.
z  Sensitivity is too low.

z For sane versions, there is hardware limit.
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13. Cannot log in client-end or web.

There are following possibilities:

z

z

z

For Windows 98 or Windows ME user, please update your system to Wisd@®00 sp4. Or you

can install clientend software of lower version. Pleasete right now, ourDVRis not compatible
with Windows VISTA control.

ActiveX control has been disabled.

No dx8.1 or higher. Ples® upgrade display card driver.
Network connection error.

Network setup error.

Password or user name is invalid.

Clientend isnot compatible with DVRprogram.

14. There is only mosaic no video when preview or playback video file remotely.

There are following possibilities:

z

z

z

z

z

z

Network fluency is not good.

Clientend resources are limit.

There is multiplecast group setup inDVR Thismode can result in mosaic. Usuallye do not
recommend this mode.

There is privacy mask or channel protection setup.

Current user has no right to monitor.

DVRlocal vdeo output quality is not good.

15. Network connection is not stable.

There are followig possibilities:

z

z

z

z

Network is not stable.

IP address conflict.

MAC address conflict.

PC oDVRnetwork card is not good.

16. Burn error /USB back error.

There are following possibilities:

z

z

z

z

z

Burner andDVRare in the same data cable.

System uses too much CPUsmurces. Please stop record first and then begin backup.
Data amount exceeds backup device capacitymight result in burner error.

Backup device is not compatible.

Backup device is damaged.

17. Keyboard cannot control DVR

There are following possibiliéis:

z

z

z

z

DVR<rial port setup is not correct
Address is not correct

When there are several switchers, power supply is not enough.
Transmission distance is too far.

18. Alarm signal cannot be disarmed.

There are following possibilities:

z

z

z

Alarm setup is not caect.

Alarm output has been open manually.

Input device error or connection is not correct.

Some program versionmight have this problem. Please upgrade your system.
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19.

20.

21.

22.

23.

24.

25.

26.

27.

28.

Alarm function is null.

There are following possibilities:

z Alarm setup is not correct

z Alarm cable connection is not correct.

z Alarm input signal is not correct.

z There are two loops connect to @alarm device.
Remote control does not work.

There are following possibilities:
z Remote control address is not correct.
z Distance is too far otontrol angle is too small.
z Remote control battery power is low.
z Remote control is damaged ddVRfront panel is damaged.
Recod storage period is not enough.
There are following possibilities:
z Camera quality is too low. Lens is dirty. Camera is installed against the lighie@aperture
setup is not correct.
z HDD capacity is not enough.
z HDD is damaged.
Cannot playback the downloaded file.
There are following possibilities:
z There is no media player.
z No DXB8.1 or higher graphic acceleration software
z There is no DivX503Bundle.exe control when you play the file tramafmd to AVI via media player.
z  No DivX503Bundle.exe or ffdshe®004 1012 .exe in Windows XP OS.
Forgot local menu operation password or network password

Please contact your local séce engineer or our sales person for help. We can guide you to solve this

problem.
When | login via HTTPS, a dialogue says the certificate for this website i$or other address.
Pleasecreate server certificatagain.
When | login via HTTPS, a dialgue says the certificate is not trusted.
Pleasedownload root certificateagain.
When | login via HTTPS, a dialogue says the certificate has expired or isot valid yet.
Please make sure your PC time is the same as the déwiee
| connect the general analog camera to the device, there is no video output.
There are following possibilities:
z Check camera power supplyingata cable connection anather items
z This series device does not support the analog camera of all brands. Please makihedevice
supports general stadard definition analog camera.
| connect the standard definition analog camera or the coaxial camera to the device, there is no video
output.
There are following possibilities:
z Check camera power supplying, or camera datdleaconnection.
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z For the product supports analog standard definition camera/HD camera, yoachto go to the
Main Menu > CAMERA> CHANNEL TYPEo select corresponding channel type and then restart
the DVR
29. | cannot mnnect to the IP channel.

There aredllowing possibilities:
z Check the camera is online or not.
z Check IP channel setup is right or not (such as IP address, user name, passwordctoan
protocol, and port number).
z The camera has set tredlowlist (Only the specified devices can connect to the camera).
30. After | connected to the IP channel, the onewindow output is OK, but there is no multiple -window
output.

There are following possibilities:
z Check the sub stream of theamera has been enabled or not.
z  Check the sub stream typef the cameras H.264 or not.
z Check the device supports camera sub stream resolution or not (such as,980jdnd HD1).
31. After | connected to the IP channel, the multiple-window output is OK, but there is no one-window
output.

There are following possibilities:
z  Check there is video from the IP channel or not. Please go toNta&n Menu > INFO> BPSto
view bit stream realtime information.
z Check the main stream of theamera has been enabled or not.
z Check the main stream typef the camera is H.264 or not.
z Check the device supports camera main stream resolution or not (such as 960HaralHD1).
z Check camera network transmission has reached the threshold or not. Plehsekthe online
user of the camera.
32. After | connected to the IP channel, there is no video autput in the one -window or the multiple -
window mode. But | can see there is bit stream.
There are following possibilities:
z  Check the main stream/sub stream typé the camera is H.264 or not.
z Check the device supports camera main stream/sub stream resotutir not (such as 1080P, 720P,
960H, D1land HD1).
z Check the camera setup. Please make sure It supports the products of othaufacturers
33. DDNS registration failed or cannot access he device domain name.

There are following possibilities:
z Check thedevice is connected to the WAN. Please check the device has got the IP address if t
PPPoE can dial. If there is a router, please check the router to make sure tle ¢levs online.
z Check the corresponding protocol of the DDNS is enabled. CheckaBBIS functionis OK or not.
z Check DNS setup is right or not. Default Google DNS server is 8.8.8.8.8¢8lbcan use défent
DNS provided by your ISP.
34. | cannot use the P2P function on my cell phone or the WEB.

There are following possibilities:

z Chedk the device P2P function is enabled or not. (Main merBetting=>Network->P2P)
z Check he device is in the WAN or not.

z Check cell phone P2P login mode is right or not.

z Itis the specified device P2P login port or nehen you are using P2P client.
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Check usr name or password is right or not.

Check P2P SN is right or not. You can use the cell phone to scan the QR code on thes R2Ric
interface Main Menu > Network >P2P), or you can use the version information of the WEB to
confirm. (For some previous series products, the device SN is the main boari f8idght result

in error.)

35. | connect the standard definition camera to the device, there is no video output.

There are following possibilities:

z

z

Check theDVRsupports standard definition signal or noOnly some series product supports
analog standard definition signakoaxialsignal input.

Check channel type is right or not. For the product supports analognded definition
camera/HD camera, you need to go to thdain Menu > CAMERA> CHANNEL TYPB select
corresponding channel type (such as analog) and then restart BWR In this way, thédVRcan
recognize the analog standard definitian

Check camera power supplying, or camera data cable connection.

36. | annot connect to the IP camera.

There ardollowing possibilities:

z

CheckDVRsupports IP channel or not. Only some series products support A/D switch fancit

can switch analog channel to the IP channel to connect to the IP camera. Wain Menu >
CAMERA> CHANNEL TYPEselect the last channel to switch to the IP channel. Some series
product products support IP channebgension, it supports N+N mode.

Check the IPC and thBVRis connected or not. Please go to thdain Menu > CAMERA>
REGISTRATIOM search to view the IP camera is online atnOr you can go to thiain Menu >
INFO> NETWORK> Network Test, you can input IP camera IP address and then click the Test
button to check you can connect to the IP camera or not.

Check IP channel setup is right or not (such as IP address, manufacpmoe, user name,
password, andemote channel number).

Daily Maintenance

Please use the brush to clean the board, socket connector and the chassis regularly

The device shall be soundly earthed in case there is audio/video disturbaneep khe device
away from the static voltage or inducedoltage.

Please unplug the power cable before you remove the audio/video siboable, R232 or RS185

cable.

Do not connect the TV to the local video outppbrt (VOUTY. Itmight result in video output circuit.
Always shut down the device properly. Please use the shutdown function enrtfenu, or you can
press the power button in the front panel for at least three seconds taitsdown the device.
Otherwise itmight result in HDD malfunction.

Please make sure the device is away from the direct sunlight or other heatingcesuPlase keep
the sound ventilation.

Please check and maintain the device regularly.
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Glossary

The abbreviations in this glossagare rehted to the Manual.

Abbreviations Full term

BNC Bayonet Nut Connector

CBR Constant Bit Rate

CIF Common Intermediate Format

DDNS Dynamic Domain Name Service
DHCP Dynamic Host Configuration Protocol
DNS Domain Name System

DST Daylight Saving Time

DVR Digital Video Recorder

FTP File Transfer Protocol

HDD Hard Disk Drive

HDMI High Definition Multimedia Interface
HTTP Hyper Text Transfer Protocol

loT Internet of Things

IP Internet Protocol

IVS Intelligent Video System

LAN Local Area Network

MAC Media Access Control

MTU Maximum Transmission Unit

NTP Network Time Protocol

NTSC National Television Standards Committee
ONVIF Open Network Video Interface Forum
PAL Phase Alteration Line

PAT Port Address Translation

POS Point of Sale

PPPoE Point{o-Point Protocol over Ethernet
PSS Professional Surveillance Software
PTZ Pan Tilt Zoom

RCA Radio Corporation of American

RTSP Real Time Streaming Protocol
S.MAR.T SelfMonitoring-Analysis and Reporting Technology
SATA Serial Advanced Technologyt®chment
SMTP Simple Mail Transfer Protocol

SNMP Simple Network Management Protocol
TCP Transmission Control Protocol

TFTP Trivial File Transfer Protocol

UDP User Datagram Protocol

UPNnP Universal Plug and Play

VBR Variable Bit Rate

VGA Video Graplics Array
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Abbreviations

Full term

WAN

Wide Area Network
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HDD Capacity Calculation

Calculate total capacity needed by ea@WRaccording to video recording (video recording type and
video file storage time).

According to Formula (1) to calculate storage capaci®}; that is the capacity of each

channel needed for each hour, unit ¥

Formula (1) ¢ d, y8u3600y1024

In the formula: d; means the bit rate, unit Kbit/s
After video time requirement is confirmed, according to Formula (2) tocaddte the storage

capacitym , which is storage of each channel needed uliB.

Formula@): m = g xh xD,
In the formula:

z h means the recording time for each day (hour)

z D, means number of days for kich the video shall be kept

According to Formula (3) to calculate total capacity (accumulatioff} that is needed for all

channels in theDVRduring scheduled video recording .
Cc
Formula 8): ¢ : m
il

In the formula: C means total number of channels in orieVR
According to Formula (4) to calculate total capacity (accumulatio@)) that is needed for all

channels inDVRduring alarm video recording (including motion detection) .

C
Formula @) ¢ : m xa%

i1l
In the formulay a%means alarm occurrence rate

You can refer to the followingable for the file size in one hour per channel. (All the data listed below
are for reference only.)

Bit Stream Size (max) File Size Bit Stream Size (max) File Size
96Kbps 42MB 128kbps 56MB
160kbps 70MB 192kbps 84MB
224Kbps 98MB 256Kops 112vB
320Kbps 140MB 384Kops 168VB
448Kbps 196VB 512Kbops 225MB
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Bit Stream Size (max) File Size Bit Stream Size (max) File Size
640Kbps 281VB 768Kops 337MB
896Kbps 393MB 1024Kops 450VB
1280kKbps 562MB 1536Kops 675MB
1792kKops 787VB 2048Kops 900MB
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Appendix 3.1Compatible USB list

Compatible Backup Devices

Manufacturer Model Capacity
Sandisk Cruzer Micro 512vB
Sandisk Cruzer Micro 1GB
Sandisk Cruzer Micro 2GB
Sandisk Cruzer Freedom 256MB
Sandisk Cruzer Freedom 512MB
Sandisk Cruzer Freedom 138
Sandisk Cruzr Freedom 2GB
Kingston DataTravele; 1GB
Kingston DataTravele; 2GB
Kingston DataTraveler 138
Kingston DataTraveler 2GB
Maxell USB Flash Stick 128VvB
Maxell USB Flash Stick 256NVB
Maxell USB Flash Stick 512vB
Maxell USB Flash Stick 138
Maxell USB ksh Stick 2GB
Kingax Super Stick 128VB
Kingax Super Stick 256MB
Kingax Super Stick 512MB
Kingax Super Stick 1GB
Kingax Super Stick 2GB
Netac U210 128MB
Netac U210 256VB
Netac U210 512VB
Netac U210 1GB
Netac U210 2GB
Netac U208 4GB
Teclast Ti ol 128VB
Teclast Ti Cool 256VB
Teclast Ti Cool 512MVB
Teclast Ti Cool 1GB
Sandisk Cruzer Micro 2GB
Sandisk Cruzer Micro 8GB
Sandisk Ti Cool 2GB
Sandisk Hongjiao 4GB
Lexar Lexar 256MB
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Manufacturer Model Capacity
Kingston Data Traveler 138
Kingston Data Traveler 16GB
Kingstan Data Traveler 32GB
Aigo L8315 16GB
Sandisk 250 16GB
Kingston Data Traveler Locker+ 32GB
Netac U228 8GB
Appendix 3.2Compatible SD Card list
Manufacturer Standard Capacity Card type
Transcend SDHC6 16GB Big
Kingston SDHC4 4GB Big
Kingston SD 2GB Big
Kingston SD 1GB Big
Sandisk SDHC2 8GB Small
Sandisk SD 1GB Small
Appendix 3.3Compatible Portable HDD list
Manufacturer Model Capacity
YDStar YDstar HDD box 40G8B
Netac Netac 80&B
lomega lomega RPHECG" RNAJ50U287 250GB
WD Elements WCAVY1205901 1.5TB
Newsmy Liangjian 320GB
WD Elements WDBAARS000ABBD 500GB
WD Elements WDBAAUO0015HBBO 1.5TB
Seagate FreeAgent Go(ST905003F) 500GB
Aigo H8169 500GB

Appendix 3.4Compatible USB DVD List

Manufacturer Model
Samsung SES084
BenQ LD200G2K4

Appendix 3.5Compatible SATA DVD List
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Manufacturer Model

LG GH22NS30
Samsung TSH653 Ver.A
Samsung TSH653 Ver.F
Samsung SH224BB/CHXH
SONY DRUV200S
SONY DRU845S
SONY AWG170S
Pioneer DVR217CH

Appendix 3.6Compatible SATA HDD List

Please upgrade th®VRfirmware to latest version to ensure the accuracy oéttable below. Here we
recommend HDD of 5008to 4TB capacity.

Manufacturer Series Model Capacity | Port Mode
Seagate Video 3.5 ST1000VM002 1B SATA
Seagate Video 3.5 ST2000VMO003 21B SATA
Seagate Video 3.5 ST3000VM002 31 SATA
Seagate Video 3.5 ST4000W1000 4TB SATA
Seagate SV35 ST1000VX000 1TB SATA
Seagate SV35 ST2000VX000 21B SATA
Seagate SV35 ST3000VX000 3B SATA
Seagate SV35 (Support HDD data| ST1000VX002 118 SATA

recovery offered by

Seagate)
Seagate SV35 (Support HDD dataST2000VX004 2T1B SATA

recovery  offered by

Seaate)
Seagate SV35 (Support HDD dataST3000VX004 3TB SATA

recovery  offered by

Seagate)
Seagate SkyHawk HDD ST1000VX001 178 SATA
Seagate SkyHawk HDD ST1000VX005 178 SATA
Seagate SkyHawk HDD ST2000VX003 21B SATA
Seagate SkyHawk HDD ST2000VX008 21B SATA
Seagate SkyHawk HDD ST3000VX006 31 SATA
Seagate SkyHawk HDD ST3000VX010 3B SATA
Seagate SkyHawk HDD ST4000VX000 4TB SATA
Seagate SkyHawk HDD ST4000VX007 4TB SATA
Seagate SkyHawk HDD ST5000VX0001 5TB SATA
Seagate SkyHawk HDD ST®00VX0001 6TB SATA
Seagate SkyHawk HDD ST6000VX0023 6TB SATA
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Manufacturer Series Model Capacity | Port Mode
Seagate SkyHawk HDD ST6000VX0003 6TB SATA
Seagate SkyHawk HDD ST8000VX0002 8TB SATA
Seagate SkyHawk HDD ST8000VX0022 8TB SATA
Seagate SkyHawk HDD ST100000VX0004 10TB SATA
Seagate SkyHawk HD  (Support | ST1000VX003 178 SATA
HDD data recovery
offered by Seagate)
Seagate (Support HDD data ST2000VX005 2TB SATA
recovery  offered by
Seagate)
Seagate (Support HDD  data ST3000VX005 3TB SATA
recovery  offered by
Seagate)
Seagate (Support HDD  datg ST4000VX002 4TB SATA
recovery  offered by
Seagate)
Seagate (Support HDD data ST5000VX0011 5TB SATA
recovery  offered by
Seagate)
Seagate (Support HDD data ST6000VX0011 6TB SATA
recovery  offered by
Seagate)
Seagate (Support HDD data ST8000VX0012 8TB SATA
recovery  offered by
Seagate)
WD WD Green WD10EURX (EOL) 1B SATA
WD WD Green WD20EURX (EOL) 21B SATA
WD WD Green WD30EURX (EOL) 3B SATA
WD WD Green WD40EURX (EOL) 4TB SATA
WD WD Purple WD10PURX 1B SATA
WD WD Purple WD20PURX 218 SATA
WD WD Purple WD30PURX 3B SATA
WD WD Purple WD40PURX 4TB SATA
WD WD Purple WD50PURX 5TB SATA
WD WD Purple WD60PURX 6TB SATA
WD WD Purple WD80PUZX 81B SATA
WD WD Purple WD10PURZ 1B SATA
WD WD Purple WD20PURZ 21B SATA
WD WD Purple WD30PURZ 31 SATA
WD WD Purple WD40PURZ 4TB SATA
WD WD Purple WD50PURZ 5TB SATA
WD WD Purple WD60PURZ 6TB SATA
WD WD Purple WD80PURZ 81B SATA
WD WD Purple WD4NPURX 4TB SATA
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Manufacturer Series Model Capacity | Port Mode

WD WD Purple WD6NPURX 6TB SATA

TOSHIBA Mars DTO1ABA100V 1B SATA

TOSHIBA Mars DTO1ABA200V 2TB SATA

TOSHIBA Mars DTO1ABA300V 3B SATA

TOSHIBA Sonance MDO3ACA200V 218 SATA

TOSHIBA Sonance MDO3ACA300V 3B SATA

TOSHIBA Sonance MDO3ACA400V 4TB SATA

TOSHIBA Sonance MDO4ABA400V 47B SATA

TOSHIBA Sonance MDO4ABA500V 5TB SATA

Seagate Constellation ES series | ST1000NM0033 178 SATA
(SATAnNterface)

Seagate Constellation ES serig ST2000NM0033 2B SATA
(SATA interface)

Seagate Constellation ES serig ST3000NM0033 3B SATA
(SATA interface)

Seagate Constellation ES serig ST4000NM0033 4B SATA
(SATA interface)

Seagae Constellation ES serig ST1000NM0055 178 SATA
(SATA interface)

Seagate Constellation ES serig ST2000NM0055 2B SATA
(SATA interface)

Seagate Constellation ES serigg ST3000NMO0005 3B SATA
(SATA interface)

Seagate Constellation ES serigg ST4000NM0035 4TB SATA
(SATA interfag)

Seagate Constellation ES serigg ST6000NMO0115 6TB SATA
(SATA interface)

Seagate Constellation ES serigg ST8000NMO0055 8TB SATA
(SATA interface)

Seagate Constellation ES serigg ST10000NM0016 10TB SATA
(SATA interface)

Seagate Congellation ES serie§ ST4A000NM0024 4TB SATA
(SATA interface)

Seagate Constellation ES serigg ST6000NM0024 6TB SATA
(SATA interface)

Seagate Constellation ES series | ST1000NM0023 178 SATA
(SAS interface)

Seagate Constellation ES serig ST2000NM0023 2B SATA
(SAS interface)

Seagate Constellation ES serig ST3000NM0023 3B SATA
(SAS interface)

Seagate Constellation ES serig ST4000NM0023 4TB SATA
(SAS interface)

Seagate Constellation ES serig ST6000NM0014 6TB SATA
(SAS interface)
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Manufacturer Series Model Capacity | Port Mode

Seagate Constellation ES series| ST1000NM0045 178 SATA
(SAS interface)

Seagate Constellation ES serig ST2000NM0045 2B SATA
(SAS interface)

Seagate Constellation ES serig ST3000NM0025 3B SATA
(SAS interface)

Seagate Constellation ES serig ST4000NM0025 4TB SAR
(SAS interface)

Seagate Constellation ES serigg ST6000NMO0095 6TB SATA
(SAS interface)

Seagate Constellation ES serigg ST6000NM0034 6TB SATA
(SAS interface)

Seagate Constellation ES serigg ST8000NMO0QO75 8TB SATA
(SAS interface)

WD WD RE series (SATA WwD1003BYZ 1B SATA
interface)

WD WD RE series (SA| WD1004FBYZ(replace| 1TB SATA
interface) WD1003FBYZ)

WD WD RE series (SA| WD2000FYYZ 21B SATA
interface)

WD WD RE series (SA| WD2004FBYZ 21B SATA
interface) (replace WD2000FYYZ)

WD WD RE series (SA| WD30®FYYZ 31 SATA
interface)

WD WD RE series (SA| WD4000FYYZ 4TB SATA
interface)

WD WD (SATA interface) WD2000F9YZ 21B SATA

WD WD (SATA interface) WD3000F9YZ 3B SATA

WD WD (SATA interface) WD4000F9YZ 4TB SATA

WD WD (SATA interface) WD4002FYYZ 4TB SATA

WD WD (SAA interface) WD6001FSYZ 6TB SATA

WD WD (SATA interface) WD6002FRYZ 6TB SATA

WD WD (SATA interface) WD8002FRYZ 81B SATA

HITACHI Ultrastar series (SATA HUS724030ALA640 | 3TB SATA
interface)

HITACHI Ultrastar series (SAT| HUS726060ALE610 | 6TB SATA
interface)

HITACHI Ultrastar series (SAT| HUH728060ALE600 | 6TB SATA
interface)

HITACHI Ultrastar series (SAT| HUH728080ALE600 | 8TB SATA
interface)

HITACHI Ultrastar series (SAS HUS726020AL5210 2B SATA
interface)

HITACHI Ultrastar  series  (SA| HUS726040AL5210 4B SATA
interface)
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Manufacturer Series Model Capacity | Port Mode
HITACHI Ultrastar  series  (SA| HUS726060AL5210 6TB SATA
interface)
Seagate Pipeline HD Mini ST320VT000 3208 SATA
Seagate Pipeline HD Mini ST500VTO000 5008 SATA
Seagate Pipeline HD Mini ST2000LMOOBEOL) 2TB SATA
TOSHIBA 2.5inch PC seés MQO1ABDO50V 5008 SATA
TOSHIBA 2.5inch PC series MQO1ABD100V 1B SATA
SAMSUNG HN-M101MBB HN-M101MBB (EOL) | 1TB SATA
Seagate 2.5inch enterprise series | ST1000NX0313 118 SATA
Seagate 2.5inch enterprise series | ST2000NX0253 2B SATA
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Compatible CD/DVDBurner List

Please upgrade th®VRfirmware to latest version to ensure the accuracy of the table below. And
you can use the USB cable with the model recommended to set USB burner.

Manufacturer Model Port Type Type

Sony DRXS50U USB DVDRW
Sony DRXS70U USB DVDRW
Sony AW-G170S SATA DVDRW
Samsung TSHG53A SATA DVDRW
Panasonic SW9588-C SATA DVDRW
Sony DRXS50U USB DVDRW
BenQ 5232WiI USB DVDRW
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Compatible Displayer List

Please refer to the followingable form compatible displayer list.

Brand Model Dimension (Unit: inch)
BENQLCD ETFO007TA 19inch (wide screen)
DELLQLCD E178FPc 17-inch

BENQLCD Q7T4 17-inch

BENQLCD Q7T3 17-inch
HFNOVQALCD LXBE17C 17-inch
SANGSUN@CD 225BW 22-inch (wide screen)
HFNOVJCRT) LXBFD17069HB 17-inch
HFNOVJCRT) LXBHF769A 17-inch
HFNOVO(CRT) LXGJ556D 17-inch

Samsung (LCD) 2494HS 24-inch

Samsung (LCD) P2350 23-inch

Samsung (LCD) P2250 22-inch

Samsung (LCD) P2370G 23-inch

Samsung (LCD) 2043 20-inch

Samsung (LCD) 2243EW 22-inch
Samsung(LCD) SMT1922P 19%inch

Samsung (LCD) T190 19%inch

Samsung (LCD) T240 24-inch

LG (LCD) W1942SP 19%inch

LG (LCD) W2243S 22-inch

LG (LCD) W2343T 23-inch

BENQ (LCD) G900HD 18.5inch
BENQLCD) G2220HD 22-inch

PHILIPS (LCD) 230E 23-inch

PHILIPS (LCD) 220CW9 23-inch

PHILIPS (LCD) 220BW9 24-inch

PHILIPS (LCD) 220EW9 25-inch
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Compatible Switcher

Brand Model network working mode

D-LinK DES1016D 10/100M seHadaptive

D-LinK DES1008D 10/100M seHadaptive

Five network modes

AUTO

Ruijie RGS1926S HALF10M
FULE1OM
HALF100M
FULE100M

H3C H3GS1024 10/100M seHadaptive

TPLINK TLSF1016 10/100M seHadaptive

TPLINK TLSF1008+ 10/100M seHadaptive
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Earthing

Appendix 7.1Whatls theurge

Surge is a short current or voltage change during a very short time. In ¢iveuit, it lasts for

microsecond. In a 220V circuit, the 5KV or 10KV voltage change duringrya short time (about

microseconds) can be called a surge. The surge comes from two ways: extirgg and internal

surge.

z The external surge: The extehsurge mainly comes from the thunder lightning. Or it comes from
the voltage change during the on/off operation in the electric power cable.

z The internal surge: The research finds 88% of the surge from the loltage comes from the
internal of the buildng such as the air conditioning, elevator, electric welding, air compresso
water pump, power button, duplicating machine and other device of indiwe load.

The lightning surge is far above the load level the PC or the micro deviaassapport. In mostases,
the surge can result in electric device chip damage, PC error code, actielgithe part aging, data
loss and etc. Even when a small 20 horsepower inductive engine boots up ossthp surge can reach
3000V to 5000V, which can adversely affdut £lectronic devices that use the same distribution box.

To protect the device, you need to evaluate its environment, the lightingeatfon degree objectively.
Because surge has close relationship with the voltage amplitude, frequenetwork structuredevice
voltage-resistance, protection level, ground and etc. The thunder proof worklsba a systematic
project, emphasizing the altound protection (including building, transmission cable, device, ground
and etc.). There shall be comprehensive managethand the measures shall be scientific, reliable,
practical and economic. Considering the high voltage during the inductive tdering, the
International Electrotechnical Comrasion(IEC) standard on the energy absorbing step by step theory
and magnitudeclassification in the protection zone, you need to prepare multiple precautiondks.

You can use the lightning rod, lightning strap or the lightning net to reduce ti@amage to the building,
personal injury or the property

The lightning protection devge can be divided into three types:

z Power lightning arrester: There are 220V singlerase lightning arrester and 380V thrgghrase
lightening arrester (mainly in parallel connection, sometimes use sedeanection) You can
parallel connect the power ligtning arrester in the electric cable to reduce the shdime voltage
change and release the surge current. From the BUS to the device, therasarally three levels
so that system can reduce the voltage and release the current step by step nwove the
thunderstorm energy and guarantee the device safety. You can seleetrdplaceable module
type, the terminal connection type and portable socket according to youguerement.

z Signal lightning arrester: This device is mainly used in the PC netwaykymunication system.
The connection type is serial connection. Once you connected the sidigatning arrestor with
the signal port, it can cut the channel of the thunderstorm to the device, and on tileer hand,
it can discharge the current to the ground tguarantee the device proper workThe signal
lightning arrester has many specifications, and widely used in many devisuch as telephone,
network, analog communication, digital communication, cable TV and ##& antenna. For all
the input port, espedlly those from the outdoor, you need to install the signal lightning arrester

z Antenna feed cable lightning arrester: It is suitable for antenna systentheftransmitter or the
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device system to receive the wireless signal. It uses the serial conneatimn t

Please note, when you select the lighting arrester, please pay ditbento the port type and the
earthing reliability. In some important environment, you need to use spéahielded cable. Do not
parallel connect the thunder proof ground cable witthe ground cable of the lightning rod. Please
make sure they are far enough and grounded respectively.

Appendix 7.2The E&rthing Modes

We all know the earthing is the most complicated technology in the é¢femagnetism compatibility
design since there is no systematic theory or module. The earthing has nmamges, but the selection
depends on the system structure and performance.

The following are some successfully experience from our past work.

z

One-point ground: In the following figure you can see there is a opeint ground. This
connection provides commorpoint to allow signal to be transmitted in many circuits. If there is
no common point, the error signal transmission occurred. In the epeint ground mode, each
circuit is just grounded only and they are connected the samepoint. Since there is only one
common point, there is no circuit and so, there is no interference.

Multiple -point ground: In the following figure, you can see the internal circuit uses the chassis
as the common point. While at the same timdl @evices chassis use the earthing as the common
point. In this connection, the ground structure can provide the lower ground st¢@nce because
when there are multiplepoint grounds; each ground cable is as short as possible. And the parallel
cable connetion can reduce the total conductance of the ground conductor. In the high
frequency circuit, you need to use the multipleoint ground mode and each cable needs to
connect to the ground. The length shall be less than the 1/20 of the sigrealeiength.
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z  Mixed ground: The mix ground consists of the feature of the oqp®int ground and multiple-
point ground. For example, the power in the system needs to use the -point ground mode
while the radio frequency signal requires the multipjgoint ground. So, yowcan use the following
figure to earth. For the direct current (DC), the capacitance is open itiend the circuit is one
point ground. For the radio frequency signal, the capacitance is conde@nd the circuit adopts
multiple-point ground.

When conrecting devices of huge size (the device physical dimension and connectidniecés big
comparing with the wave path of existed interference), then thaegpossibility of interference when
the current goes through the chassis and cable. In this situation, the interiee circuit path usually
lies in the system ground circuit.

When considering the earthing, you need to think about two asped®sieis the system compatibility,
and the other is the external interference coupling into the earth circuithichresults in system error.
For the external interference is not regular, it is not easy to resolve.

Appendix 7.3Thunder Proof Ground Method in the Monitor
System

z  The monitor system shall have sound thunder proof earthing to guaranfesrsonnel safety and
device safety.

z  The monitor system working ground resistance shall be less than

z The thunder proof ground shall adopt the special ground cable frometmonitor control room
to the ground object. The ground cable adopts copper insulation caldewire and its ground
sedion shall be more than 20mrh

z The ground cable of the monitorystem camot short circuit or mixed connected with the strong
alternative current cable.

z For all the ground cables from the control room to the monitor system or ground eabt other
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monitor devices, please use the copper resistance soft cable and its section shall be them 4
mm?2.

z  The monitor system usually can adopt the ofint ground.

z Please connect the ground end of@n socket in the monitor system to the ground port of the
system protection ground cable)

Appendix 7.4The Shortcut Way to Check theHectric System by
Digital Multimeter

For 220V AC socket, from the top to the bottom, E (ground cable), N (nece@€) L (ive cable). Please
refer to the following figure.

There is a shortcut way to cheekhether these three cables connection are standard or not (not the
accurate check).

In the following operations, the mliimeter range shall be at 750V.

For E (earth cable)

Turn the digital multimeter to 750V AC, use your one hand to hold thetal end, and then the other
hand insertsthe pen to the E port of the socket. See the following figure. If the multimetbows 0,
then you can see current earth cable connection iarstiard. If the value is more than 10, then you can
know there is inductive current and the earth cable connection is not proper.
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For L (live cable)

Turn the digital multimeter to 750V AC, use your one hand to hold thetal end, and then the other
handinsertsthe pen to the L port of the socket. See the following figure. If the multimetbows 13,
then you can see current live cable connection is standard. If the value ighess60, then you can
know current live cable connection is not proper orig not the live cable at all.

For N (Neutral cable)

Turn the digital multimeter to 750V AC, use your one hand to hold thetal end, and then the other
hand insertsthe pen to the N port of the socket. See the following figure. If the multintes@ows 0
then you can see current N cable connection is standard. If the vaumore than 10, then you can see
there is inductive current and the neutral cable connection is not propéthé value is 120, then you
can knowthat you havemisconnected the neutal cable to the live cable.
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RJ45RS232 Connection Cable
Definition

Here we are going to make standard 232 port and standard RJ45 (T568B).

Please refer to the following figure for RJ45 cable definition.

Please refer to the following figure for R332 pin definition.

Cross Connection

Please refer to the following figure for connection information.

Please refer to the followingable for detailed crossover cable connection information.
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RJ45 (T568B) RJ45 (Network cable) RS232 Signal Description
4 Blue 2 RXD
5 White and blue 3 TXD
3 White and green 5 GND

Straight Connection

Please refer to the following figure for straight cable connection information

Please refer to the followingable for straight connection information.

RJ45 (T568B) RJ45 (Network cable) RS232 Signal Description
4 Blue 3 RXD
5 White and blue 2 TXD
3 White and green 5 GND
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Cybersecurity Recommendations

Cybersecurity is more than just a buzzword'sitsomething that pertains to every device that is
connected to the inernet. IP video surveillance is not immune to cyber risks, but taking basigsst
toward protecting and strengthening networks and networked appliancesill make them less
susceptible to attacks. Below are some tips and recommendations on how tatera nore secured
security system.

Mandatory actions to be taken for basic device network security:
1. Use Strong Passwords
Please refer to the following suggestions to set passwords:
z  The length should not be less than 8 characters;
z Include at least two types of characters; character types include upper and l@ase
letters, numbers and symbols;
z Do not contain the account name or the account name in reverse order;
z Do not use continuous characters, such as 123, abc, etc.;
z Do not use overlapped characters, such as 111, aaa, etc.;
2. Update Firmware and Client Software in Time
z  According to the standard procedure in Teghdustry, we recommend to keep your device
(such as NVR, DVR, IP camera, etc.) firmwate-d@ate to ensure the system is equipped
with the latest secuity patches and fixes. When the device is connected to the public
network, it is recommended to enable #fauto-check for updatesfunction to obtain
timely information of firmware updates released by the manufacturer.
z  We suggest that you download and use the latest version of client software.

"Nice to have" recommendations to improve your device network security:

1. Physical Protection
We suggest that you perform physical protection to device, especially stordgeices. For
example, place the device in a spial computer room and cabinet, and implement wetlone
access control permission and key management to prevent unauthorizedspenel from
carrying out physical contacts such as damaging hardware, unauthorized connaatio
removable device (such as USB flash disk, serial port), etc.

2. Change Passwords Regularly
We suggest that you change passwords regularly to reduce the risk of beingge® or cracked.

3. Set and Update Passwords Reset Information Timely
The device supports password reset function. Pleaseup related information for password
reset in time, including the end us&r mailbox and password protection questions. If the
information changes, please modify it in time. When setting password protectiomsfions, it is
suggested not to use those that can be easily guessed.

4. Enable Account Lock
The account lock feature is enabled by default, and we recommend you &pkieon to
guarantee the account security. If an attacker attempts to log in with theviag password
several times, the corresponding acunt and the source IP address will be locked.

5. Change Default HTTP and Other Service Ports
We suggest you to change default HTTP and other service ports into any setrobars
between 1024~65535, reducing the risk of outsiders being able to guebgtvports you are
using.
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10.

11.

12.

13.

Enable HTTPS

We suggest you to enable HTTPS, so that you visit Web service through eessmmmunication

channel.

MAC Address Binding

We recommend you to bind the IP and MAC address of the gateway to the device rédtuging

the riskof ARP spoofing.

Assign Accounts and Privileges Reasonably

According to business and management requirements, reasonably add siseid assign a

minimum set of permissions to them.

Disable Unnecessary Services and Choose Secure Modes

If not needed, it is reommended to turn off some services such as SNMP, SMTP, UPnP, etc., to

reduce risks.

If necessary, it is highly recommended that you use safe modes, inctutirt not limited to the

following services:

z  SNMP: Choose SNMP v3, and set up strong encryptioswals and authentication
passwords.

z SMTP: Choose TLS to access mailbox server.

z FTP: Choose SFTP, and set up strong passwords.

z AP hotspot: Choose WPARSK encryption mode, and set up strong passwords.

Audio and Video Encrypted Transmission

If your audio an video data contents are very important or sensitive, we recommend that you

use encrypted transmission function, to reduce the risk of audio and videtadseing stolen

during transmission.

Reminder: encrypted transmission will cause some loss in transimisefficiency.

Secure Auditing

z  Check online users: we suggest that you check online users regularly to see device is
logged in without authorization.

z  Check device log: By viewing the logs, you can know the IP addressesvénat used to log
in to your devices and their key operations.

Network Log

Due to the limited storage capacity of the device, the stored log is limitégiol need to save

the log for a long time, it is recommended that you enable the network log functioretasure

that the critical logs are synchronized to the network log server for tracin

Construct a Safe Network Environment

In order to better ensure the safety of device and reduce potential cyber risks eaemmend:

z Disable the port mapping function of the router to avoid direct access to the amet
devices from external network.

z  The network should be partitioned and isolated according to the actual netkw needs. If
there are no communication requirements between two sub networks, it is suggdgo
use VLAN, network GAdhd other technologies to partition the network, so as to achieve
the network isolation effect.

z Establish the 802.1x access authentication system to reduce the riskadithorized access
to private networks.

z Enable IP/MAC address filtering function to limit the range of hostsva#ld to access the
device.
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