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1. Ha3Ha4veHwue

YnuuHein ynpasnsiembin (L2+) PoE kommyTtatop Ha 6 noptoB SW-
80402/WLU ¢ TepmocTabunusaumer u pe3epsHbIM NMTaHMeM nNpeaHa3HadeH ang
obbeauHeHNs1 ceTeBbIX YCTPOMWCTB, 3anuUTbiBaHWUS WX Mo TexHonorun PoE un
nepefayn gaHHbIX MEXOY HAMU B YCIOBUSIX SKCMyaTauuu BHe nomelleHuin. B
OCHOBE YCTPOWCTBA NexaT BbICOKOHAOEXHbIE KOMMMEKTYHOLME C PacLUMPEHHBIM
AvanasoHoM TemnepaTtyp.

YnunuHbIA  KOMMyTaTop oOcHaweH 6 nopramu Gigabit Ethernet
(10/100/1000Base-T) ¢ PoE (cootBetctBytoT crangaptam |EEE 802.3af/at un
aBTOMAaTMYECKN OMpedensitoT nogknodaemble POE-ycTponctea), a Takke 2-Ms
Gigabit Ethernet SFP-cnotamu (1000Base-FX).

K kaxgomy u3 4 OCHOBHbIX MOPTOB YMMYHOTO KOMMYTaropa MOXHO
nogkntoyate PoE-yctpornictea mowHocteto  go 30 BT (obwasi BbixogHas
MOLLHOCTb Ao 120 BrT).

B ynnyHom kommyTaTope npegycMoTpeHa yHKUMS NPOBEPKK cTaTyca
noakntodeHHoro PoE yctponctea (PD Alive). daHHas dyHKUUA akTMBUpYyeTCA
yepe3s WEB wuHTepdenc n nossonsiet guarHoctupoBaTb B aBTOMAaTUYECKOM
pexvMe «3aBuCaHue» MoakmntoyeHHbIXx POE ycTponcTB mn nepesarpyxatb WX
nytem nepenogayn PoE nutaHus.

Ynun4HbIA KOMMYTaToOp rMbko HacTpamBaeTcs vepe3 WEB-nHTepdelic
N UMEET MHOXeCTBO (DyHKUMIA L2+ ypoBHs, Takmx kak VLAN, IGMP snooping,
QoS u gp.

KpomMe TOro ynuuHbIi KOMMYyTaTOp MOAOEPXUBAET aBTOMaTU4eCKOe
onpegenenne MDI/MDIX (Auto Negotiation) Ha Bcex nopTtax - pacnosHaeT Tun
MOAKIMIOYEHHOTO CETEBOr0 YCTPOWCTBA U MPU  HEOOBXOOMMOCTU MeHsieT
KOHTaKTbl Nepefayn faHHbIX, YTO NO3BONSAET UCMONb3oBaTh kabenu, oboxaTtble
nobbiM cnocodoM (KpoccoBble 1 MPAMBIE).

Beog kabemnem BHYTpb YNUYHOTO KOMMYyTaTopa OCYLLECTBMSAETCS
Yepes repmMoBBOAblI UCKMOYasi monagaHve Brar B OOKC (knacc 3aluTbl —
IP66). Kopnyc ymuyHOro kommyTtaTopa W3rotoBfneH u3 nonukapboHaTa c
BbICOKOW YCTONYMBOCTBIO COSNTHEYHbIM fy4amM.

Cnctema  TepmocTabunusauuu noadepXuBaeT  HOpPMarbHYHO
TemnepaTtypy BHYTPWU KOpMyca, a CUCTEMa PE3epBHOrO NUTaHWS MO3BOMSET
YNMYHOMY KOMMYTaTOPYy (PYHKLMOHMPOBATL AaXe NPU OTKIHOYEHUN OCHOBHOIO
NUTaHUsS.

YnunyHbii kommyTtatop SW-80402/WLU ocHalleH ONTUYECKMM KPOCCOM
Ans yoobHOro NogkMtoYeHNs ONTOBOSIOKOHHOIO kabensi.



YRWYHbIN KOMMYyTaTop SW-80402/WLU pekomeHayeTcs
ucnonb3oBaTb, €Cin ecTb HeobXoANMOCTb 06 bEANHUTL HECKONBbKO CeTEBbIX
ycTponctB (IP-kamepbl, IP-TenedoHbl 1 np.) B ogHYy ceTb U nepefatb K HUM
nutaHne no kabento Butonm napbl (POE) B ycnosBusaAx — akcnnyaTauumm BHE
NoMeLLEHNI.

2. Komnnekrauus

1. YnuuHbin kommyTtatop SW-80402/WLU — 1w;

2. Habop repmoBBOAOB — 1LUT;

3. [naBkas BcTaBka npegoxpaHuTens — 2LT;

4. Murtenn ogHomoposbin SM SC/UPC — 2wiT;

5. Kpocc ontuyecknin — 1wT;

6. Munb3a anga sawmTsl cBapHoro cTbika (KA3C) — 2 wTt
7. KpaTkoe pykOBOACTBO NO aKcnnyaTauumn — 1wr;

8. Macnopt — 1wr.

9. YnakoBka — 1wT;

3. OcobeHHOCTM 06OpyAoOBaHUSA

e  YnM4yHOE NCMOMHEeHne — NpegHasHavYeH ans opraHMsauum cetu B
YCNOBUSAX 9KCMyaTauun BHe nomeLleHun (knacc sawmTbl IP66);

¢ Cucrtema TepmocTabunumsaumm n pes3epBHOro nutTaHus (2 Av);

e PacwupeHHbI gnana3oH pabounx Temnepatyp: -50... +50 °C;

e [po3o3awmTa MegHbIX NOPTOB;

e YnpaeneHue 4yepe3 WEB nHTepdelic;

o loppepxka pyHkumn L2 (VLAN,QOS,LACP,LLDP,IGMP snooping);

e [loggepkka KOMbLEBOW TONOMOrMU NOAKIIOYEHNS;

e PD Alive — chbyHKLMA ONst aBTOMATUYECKON ONArHOCTUKM U
nepesarpysku 3asucunx POE ycTpoWcTB;

e  OnTtuyeckun kpocc Ansa ygobcrea NOAKMOYEHUSA ONTOBOIOKOHHOIO
kabens.



4. BHewHun BUA M OnNUcaHue 351IeMEeHTOB

4.1 BHeluHu# BUA
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Puc.1 Ynuunbeii kommyTtatop SW-80402/WLU, Bug cHapyxu

Puc. 2 Ynuunein kommytatop SW-80402/WLU, Bug BHYTpU



4.2 OnucaHwue padbeMoB U MHONKATOPOB YJIIMHYHOIoO KOMMyTaTopa
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Pwuc.3 Ynuunbeii kommyTtatop SW-80402/WLU, pasbeMbl, KHOMKN U
WHAMKaTOpbI

Tab. 1 YnnuHbin kommytatop SW-80402/WLU, HasHayeHne BHYTPEHHMX
3NemMeHTOB

Ne

HasHayeHne
n/n

KHonka ans cbpoca HacTpoeK yrNMYHOro KOMMYyTaTopa K 3aBOACKUM.
1 Heobxogumo npogomkntensHoe HaxaTtne ~3 Cek Npu BKIIOYEHHOM
nUTaHUN.

SFP-cnot (Ne1) anst NoAakntovYeHUst yrmnyHoro KOMMyTaTopa K
2 | onTMyeckon NnHUKM cBs3n Ha ckopocth 1000 M6uT/c ncnonesys SFP-
mogynu 1,25 I'out/c (npmobpeTaroTca OTAENBHO).

SFP-cnot (Ne2) ans noaknioyYeHnst yrimyHoro KommyTaTtopa K
3 | onTUYeCcKom MMHMKM cBA3M Ha ckopocTh 1000 M6uT/c ncnonesysa SFP-
mogynm 1,25 'out/c (npmobpeTatoTca OTAENEHO).

Pasbembl RJ-45 ¢ 1 no 4 ans nogknioYeHns ceTeBblX YCTPOWCTB Ha
ckopoctun 10/100/1000 M6BuT/C 1 3anuTbiBaHNS UX N0 TexHonoruu PoE.
LED-nHgunkaTtopbl Ethernet n PoE

Coput xenTbiM — nogkntodeHo PoE ycTporictBo. Muraer —
notpebnexHve PoE cnuwkom Beicoko.

Coput/MuraeT 3eneHbiM — UAET Nepedava AaHHbIX.

Pasbem RJ-45 ona nogkntoveHunst ynmyHoro kommytatopa k COM
5 | nopty. No3BonsieT 3arpyxaTb B YNINYHbLIA KOMMYTaTOP NPOLLMBKY B
clnyyae aBapurHOM cutyaumm

6 | LED-ungukatop nogknioveHus pesepsHoro Bl (He ncnonbsyetcs)

LED uHankaTop paboTbl kommMyTaTopa.
Muraet — paboTa B LUTATHOM pexuMe;
opuT — aBapuiiHasa cuTyauus (3aBrcaHne KoMMmyTaTopa);

EbICTQO MUraeT — naeT 3arpy3ka npoLunBKN.




HasHaueHne

LED-uHgukaTop nogknioyeHms ocHosHoro Bl

8 | FopuT 3eneHbIM — NUTaHWe NoJaeTcs.
He roput — nutaHue Ha Bxoae OTCYTCTBYeT.
5. YcraHoBKa v noaknio4yeHue
BHumaHue !

v' KaTteropuuecku 3sanpellaeTcsi kacaTbCsl 3MEMeHTOB 6rioka nuTaHus,
HaxoOALWMXCA NO4 BbICOKMM HaNPsKeHUEM.

v' KayecTBeHHOe 3asemrieHve sBnsieTcs obs3aTenibHblM  YCIIOBUEM
MOAKITHOYEHMUS.

v' XpaHeHue W TPaHCMOPTMPOBKA YIUYHbLIX KOMMYTaTOpPOB C pPe3epBHON
CUCTEMOW MUTAHMSA MNPOU3BOAUTCS C [OEMOHTMPOBAHHOW NMaBKOW
BCTaBKOW — MpedoxXpaHuTeneMm Ansi OrpaHUYeHunst paspsga CUcCTeMbl
AKB. 3anpeluaetcs nogkno4vaTb rnyboko paspsikeHHble AKB.

v [Ons WCKMIOYeHUss MOXHbIX cpabaTbiBaHWi  aBTOMAaToB  3alUUThI
Heobxoaumo BbIGMpaTb aBToMaThl «C» € TOKOM cpabaTbiBaHus >4A.

v Hewucnonb3yemble repmMoBBOAbI CreayeT 3akpbliTb 3arnywkamu. B

NpOTMBHOM  cryyae, cuctema oborpeBa MoxeT pabotatb B
HEeNpaBWITbHOM pEeXuMe, Takke BO3MOXHO OOpa3oBaHWe KOoHAeHcaTa.
3TO MOXET NPUBECTU K BbIXOAY YNMYHOIO KOMMyTaTopa u3 ctpos!

Puc. 4 MogkntoyeHune ynuyHoro kommytatopa SW-80402/WLU




MopxntoyeHne ynmdHoro kommyTtaTopa SW-80402/WLU ocyluecTBnstoTcs B
cnegyowen nocrnegoBaTensHOCTY:

1. MNpopeHbTe Kkabenu BMTOW nNapbl 4Yepe3 COOTBETCTBYHOLINE OTBEPCTUS
repmoBBOAOB (1) cHapy»xu BHYTpb Ookca (puc.4).

2. OboxmnTe KOHUblI kabenewm C BHYTPEHHeW CTOPOHblI Bokca paszbeMamu
RJ45 (puc. 5)

RJ45 Pin#
SEA0—0paHielEl
OpaH#kebr
BEA0—SSASHE 1
CUHLLT
EEA0—C1HIl
SEASHB 1

e A0—HODUYHEREI]
KOpUYHELRI1

NEOINCIN
NINCIN

Puc. 5 Obxunmka kabenst BuTon napbl pasbemammn RJ-45

3. MNopkniounte obxaTtble pazbemamn RJ-45 kabenu k kommyTtaTopy (6) u
3ataHuTe repmoBBodbl (1). Ons obGecneveHns 3awmTbl OT MPOHMKHOBEHWUS
Bnary BHYTpb koprnyca, kabenu [OmkHbl ObiTb MNMOTHO YKpenneHbl B
repmoBBOAaXx.

4. AHanornyHo nyHkTy 1 npoTaHute kabenb nutaHua ot cetn AC 100-240V /
50 Iy BHYTPb KOpMyca 4epes3 COOTBETCTBYHOLMI repmoBeof (3) (& 4-8mm),
noakntoumTe kabenb NuTaHua K koHTaktam L (c¢paza) u N (Honb) (4) n PE (5).
3aTsaHuUTe repmoBBOS,.

5. 3aunctute onTOBOMNOKOHHbIE Kabenu Ha anuHy 25-30 cm, nponyctuTe ux B
OTBEPCTUSI TepMOBBOAOB (2), 3aTaHMTe pe3bly repmMoBBOAOB Tak, YTOObI
Kabernb XecTKo (OUKCMPOBAnCs B 3aXXUme repMoBBOgaXx.

6. Cobniogas Bce TpebOBaHUSI TEXHONOMMM CBapPKM ONTOBOMIOKOHHOMO kabens,
npvBapuTe MUITEWNbl (UMEEeTCs B KOMMMEKTE) K  OMTOBOJIOKOHHbBIM >KuIiam
kabens. Ynoxure onNTOBOSIOKOHHbIN Kabenb B ma3bl onNTu4eckoro kpocca (7),
cnegqa 3a Tem, 4tobbl guameTp konbua He 6bin MeHee 60 mMm. NogkniounTte
pasbembl nurtrernoB kK SFP mMogynsam (He BXoOST B KOMMMEKT MOCTaBKW)
yCTaHOBMNEHHbIM MpeaBaputensHo B SFP  pasbembl kommyTtaTtopa (6).
3akponTe KpbILLKY ONTU4EeCKoro kpocca (7).
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8. BcTaBbTe nnaBKyld BCTaBKy - MpefoxpaHuTens B AepxaTenb (8) m ero
yTannvMBaHneMm MOAKIYNTE UCTOYHUMK PE3EepPBHOr0 NUTaHUs B Lenb NUTaHus
YNNUYHOrO  KOMMyTatopa. BkniwouMte  aBTOMaTuMyeckMid  BblKNOYaTENb.
AKKYpaTHO 3aKpoWTe KpbILKY, 3aTaAHUTE ee 4-Ms BUHTaMU M3 KOMMNMekTa
NOCTaBKW. Y NNUYHbIN KOMMYTaTOP FOTOB K 3KCNnyaTauuu.

i Kopemaoe nouMuyraTpe

YEANZIIWR KO MTaNHNT \ R CRpRRpHLA

. vv\-unu-l

Cul Se Tyl Sw

5 W W W W W W W e W W W W N e e
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ok = e PsE
CANE & [ <AMALR YRNEPR Na 4x aNcEe
Fok rep PeC vrsen

Puc.6 Cxema nogkntoyeHust yrnmdHoro kommytatopa SW-80402/WLU B
TOMOMOMM «KOSbLIO»
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Puc. 7 TunoBasi cxema nogknodeHns ynnyHoro kommytatopa SW-80402/WLU

6. MNMpoBepka paboTOCNOCOOGHOCTU CUCTEMBI

Mocne noakntoyeHns kabenen k pasbEmam 1 Nogayn NUTaHNA MOXHO yoeanTbCs
B paboTOCMOCOBHOCTH YNMYHOIO KOMMyTaTopa.

MopgkntounTe ynndHbIA KoMMyTaTop Mexay asymsi MK ¢ nssectHbiMu |P-
agpecamu, pacnonaralwvmMucs B ogHow noacetu, Hanpumep, 192.168.1.1 wu
192.168.1.2.(cM. Tarke n.8.4 HacTosALWEro AOKyMeEHTa).

Ha nepsBom komnbioTepe (192.168.1.2) sanyctute KOMaHAHYK CTPOKY
(BbINONHMTE KOMaHAy cmd) 1 B NOSIBMBLUEMCS OKHE BBEAUTE KOMaHAay:

ping 192.168.1.1
Ecnv Bce noakntoyeHo NpaBunbHO, Ha 3KpaHe MOHMTOpa OTobpa3nTca OTBET OT

BTOporo komnbtoTepa (Puc. 8). 3To cBUAETENLCTBYET 06 MCNPaBHOCTH YIIMYHOTO
KOMMyTaTopa.

Puc. 8 [aHHble, oToOpakatoLmecs Ha akpaHe MOHUTopa, nocre
ncnonb3oBaHUa koMaHabl Ping.
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Ecnu oteBeT ping He nonydeH («Bpems 3anpoca ucTekno»), TO
cnegyeT NpoOBEPUTL COeANHUTENBHLIN kKabenb n IP-agpeca koMnbOTEPOB.
Ecnun He Bce nakeTbl ObInN NPUHSATLI, 3TO MOXET CBMAETENbCTBOBATD:
- 0 HM3KOM Ka4yecTBe Kabens;
- O HeUCnpaBHOCTM KOMMYTaTopa;
- O rnomexax B fIMHUW.

MpumeyaHue:

MprynHbI NOTEPU B ONTUYECKON JIMHUN MOTYT ObITb Bbi3BaHbI:
- HencnpaBHocTblo SFP-moaynei;

- nsrmbamm kabens;

- BONbLUMM KONMMYECTBOM Y3110B CBapPKW;

- HENCMNPAaBHOCTbIO UMM HEOAHOPOAHOCTbLIO ONTOBOJSIOKHA.

7. MNMoaroToBKa nepea ynpaBieHUMEM KOMMYTaTOpPOM
yepe3 WEB.

3pecb GyoeT nokasaHa [feTtanbHasi HacTponka cetv ana K nog
ynpaeneHvem Windows 8 (noxoxwuin nitepderic y Windows?7 n Windows Vista).

1. Otkponte «LleHTp ynpaBneHus cetamm n obwmm goctynom» (Network
and Sharing in Control Panel) n Haxmute «W/3MeHeHe napameTpoB
agantepa» (Change adapter setting) kak Ha pucyHke Huxe.

T Hebewrar kel 1 Hebew!l o 10 moy ik ! =
- Wiwso e bes o rebasek el andd & rzrreracra
LT [
HE A R T
= W3
- el g Lacdn diml i ban b mreps e b
L | L HE N T A
v w s e e
y ;PO R |
Reodew T g rmanesd b SHO e E R e E e
SO
A i = kol R R
s o Trgromaed op: rromecd ackis v so cm moak o o Wy ren

2. B nosBuBwemcs okHe «CeteBble nogkniodeHus»  (Network
Connections) oTobpaeHbl BCe CeTeBbIE MOAKIMIOYEHUS), OOCTYMHbIE
Bawemy K. Coenante ABONHOW KWK Ha NOAKMIOYEHUU, KOTOPOE Bbl
ucnonb3yete ansa cetn Ethernet
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3. B nosBuBLLeMcs okHe «CocTosiHMe - [MoakntoYeHne no fokanbHOW ceTny
(Ethernet Status) HaxmuTe kHOMKy «CBolicTBa» (Properties) kak
nokasaHo HUXe.

e
AT RN
Fedlemeihe Ferrabvxt woem
Fer Do el Fanem baab magon
Foie fxk= Erab-=d
Thetmn INTANS
Toad [ Ratal o
—
e
Az
Ty — EI' i)
R
[=ne [ Fre | i B
*h&- vz s I

4. B nosiBuBLeMcs okHe «[logkrntodeHne no nokanbHom cetu — CBoncTBay
coenante [OBOWMHOW KWK Ha «NPOTOKON WHTepHeTa Bepcun P V4
(TCP/IPv4)» kak noka3aHo Hmxe
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6. B nosBumBLIEeMcs okHe «[lpoTokon nHTepHeTa Bepcum IP V4 (TCP/IPv4)»
ckoHdpurypupynte IP agpec Bawwero K 1 macky noaceT kak nokasaHo

HWXe

[ TR

Fmran ol T g s e s Sl arc e i
i bl o e Sk e e e
Lrk: sprnmes [ iy

T ] SN T SR
B ol ey F rad
et O WS b

g e s €

P ¥ b ey

AT R Tl
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[ e L .1 , L f

i

el e

Mo ymonuanumio IP agpec kommyTtaTtopa 192.168.2.1 Bul MmoxeTe 3agaTtb
nobon IP agpec B none «IP appec», B Ton e nogcetm 4to u IP agpec
kommyTaTopa. HaxxmuTe kHonky OK, 4To6bl cOXpaHWUTb U NPUMEHWUTL HACTPOWKM.

Tenepb Bbl MOXETE MCMONbL30BaTh Ntobon Opaysep Ans BXxoda B MEHHO
HacTpoek kommyTaTopa. Login: Admin Password: System
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8. YnpaBneHue yepe3 WEB uHTepdenc.

8.1 OcHOBHbIe cBeaeHuUsA

WEB unHTepdelic komMmyTaTopa NpeacTaBieH Ha PUCYHKE HIKE:

ChiE O

Sl
[
a
-]
-]
o
-]

wououafl
uuunn”
vouuaf]
&
K

BusyanbHo WEB nHTepdgeic coctont ua 3 vacrei:

YacTtb 1* | MHaukaTopbl nopToB, Bktodas PoE cratyc un ctatyc coegnHeHus.
(Part 1) Bbi6op a3bika. [JokyMeHT cripaBku.

Yactb 2 | OcHOBHOW MHTepdENC, rae OOCTYMHbl HACTPOMKN U oTobpaxaeTcs
(Part2) | ctatuctuka No TeM UNM MHBIM NapameTpam.

YacTs 3 MmaBHoe meHio WEB nHTepdeiica. CogepxuT nepeyeHb
(Part 3) OOCTYMHbIX HACTPOEK, PEXNUMOB, UHCTPYMEHTOB 5151 MOHUTOPUHIa
CeTU, a TakKe UHCTPYMEHTOB A4Sl 06CnyKMBaHUS KOMMyTaTopa.

*

WEB wuHTepdenc otobpaxaeT Ccxemy BCeX MOPTOB KOMMYyTaTopa.
PasnuyHble uBeTa Ha cxeMe 03Ha4aloT, YTO NOPT/NOPThl HAXOAATCHA B TOM U
WHOM COCTOSIHUM.

CkopocTb nopta 100M6éut/c -CKOpOCTb nopta 1000 M6uTt/c [T coeuHeHus
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8.2 N'maBHoe meHo WEB unHTepdpeinca

C nomowbto BcTpoeHHoro B kommyTtatop WEB wHTepdienca Bbl
MOXeTe rMbKo HacTpauBaTb CWUCTEMHblE MapamMeTpbl, CKOPOCTb MOPTOB,
OTCNEXMBATbL COCTOSIHWE CETU U MHOTOE ApYyroe.

Bce WMHCTPYMEHTbl M HacTpoWku cobpaHbl B rpynnbl M NOArpynmnbl.
OcHoBHbIX rpynn 9:

Information&Status (O6was nHdopmauma n cratyc) — nonb3oBaTenn MoryTt
npoesepuTb 0Oy UWHpOpMaLMIO O KOMMyTaTtope, CcTaTyc, Kak [omnro
KOMMYTaTOp HaxoAMTCS BKIMIOYEHHbLIM U TA.

Network Admin (HacTtpolika ceTeBbIX NnapaMeTpoB U aAMUHUCTPUPOBaHUE) —
nonb3oBaTenyM MOryT MPOBEPUTb M HACTPOUTb MapameTpbl, OTHOCALIMECS K
CeTu B JaHHOM NyHKTe rnaeBHoro meHto WEB nHTepderica kommyTaTopa.

Port Configure (KoHduryprvpoBaHme nopTtoB KOMMyTaTopa) — nonb3oBaTenu
MOTYT NPOBEPUTb N HACTPOUTb onpederieHHble napaMeTpbl NOPTOB B AAaHHOM
nyHkTe rmasHoro meHio WEB nHTepdenca kommyTtaTopa.

PoE - nonb3oBaTtenu MOryT npoBepUTb W HacTpPOUTb onpedeneHHble
napameTpbl PoE pgna noptoB B AgaHHOM nyHkTe rnmasHoro meHiwo WEB
MHTepdenca KommyTaTopa.

Advanced Configure (PacwuvpeHHble HacTporkuM) — nofb3oBaTenyM MoryTt
npoBepuTb U HacTpoutb L2 u L2+ pyHKUMM KOMMyTaTopa B AaHHOM MyHKTE
rnasHoro meHto WEB nHTepdeiica.

Security Configure (HacTtpoinkn 6GesonacHoCcTM) — nonb3oBaTenu MoryT
NnpoBepuTb M HAcTpoUTb napameTpbl 6Ge3onacHOCTU Ansi koMMmyTaTopa B
AaHHOM nyHkTe rnasHoro meHio WEB nHTepdeiica.

QoS (YnpaBneHne ouepeasmMu) — MONb3oOBATENM MOrYT MPOBEPUTL U
HacTpouTb MNapaMeTpbl pexuma ynpaeneHuss odepegsamum QO0S B gaHHOM
nyHkTe rmasHoro meHio WEB nHTepdeirca.

Diagnostics (VIHCTpymMeHTbl [Onis AWAarHoCTMKM) — MONb30BaTeNU MOryT
BOCMONb30BaTLCSA MHCTPYMEHTaMM AN AnarHoctukm cetun (Ping), ouarHoctukm
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kabens, a Takke npoBepuTb 3arpy3ky CPU kommyTaTtopa B AaHHOM MyHKTE
rnasHoro meHto WEB mnHTepdeiica.

Maintenance (O6cnyxuBaHne) — nonb3oBaTeny MOryT BOCMOSfb30BaTbCA
WHCTPyMeHTaMu  OobCnyxmBaHua kKoMmyTaTopa (cbpoc K  3aBOACKMM
HacTponkam, OGHOBNEHWE MpPOLUMBKK, 3arpy3ka W COXpaHEeHue TeKyLen
KOHdurypauum, nepesarpyska KommyTatopa) B AaHHOM MYHKTE [MaBHOrO
meHtio WEB uHTepdelica.

8.3 Network Admin (HacTpowka ceTeBbIX napaMmeTpoB U
aAMUHUCTPUpPOBaHUE)

8.3.1 IP Configuration (HacTtpoiika IP agpeca)

lMpumeyvaHue: IP adpec kommymamopa no ymondaHuto 192.168.2.1 Macka
nodcemu no ymondaruto 255.255.255.0(24)

Bbibepute nogpasgen rnaBHoro meHo WEB wuHTepdgenca kommyTtaTopa:
Network Admin > IP

Nt K X0 P Configuration

“Heovadk A
: AP P Imerfaces
voer

g FviDNce 1P

R Domne | VAR Enable | Falbech | CorwniLoase  dddiavs  Mask Langth
YPort (ool 157 4
bt 8

I ! - P S |

VAR wvsd Zawigen Ml Vel aw |

Foonahy Cunbaas et [Seamt

Port Name | OTobpaxaeT cuctemHoe nms noprta

VLAN VLAN ans goctyna K ynpasneHuio KOMMyTaTopoMm

- Ecnu BkntoueHo, a1o o3HavaeT, uyto nopt VLAN 3anyckaet
IPv4 DHCP knueHT, 4To6bl AHamMmu4ecku nonyyatb 1Pv4
agpeca kommyTaTopa. B npoTuBHoM cnydae oH Oyget
ncnonb3oBaTb cTatnyeckmi IP agpec.

IPv4 DHCP | _ O1kat (B cekyHOax) o3Ha4yaeT BpeMs OXuaaHus Ans
KOMMyTaTopa Ansi nonyvyeHust guHammnyeckoro IP agpeca c
nomotubto DHCP. 3HaueHne 0 — 0TMeHsIET BpeMSI OXXMUAaHus.
- Tekywas apeHga, none otobpaxaet Tekywwmin IP agpec,
nony4yeHHbin ot DHCP
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- Appec: ctatudeckuii I[P agpec, BBeOeHHbIN

nonb3oBaTenem.
IPv4
- AnuHa macku: ctatmndeckas |IPv4 macka ans noacetn,

BBeEeHHaaA NoJib30BaTENIEM.

Haxmute Add Interface, 4tobbl 3agatb HoBble HacTponkn ans VLAN u
IP appeca. Haxmute Save, 4tobbl COXpaHUTb HACTPOWKM.

lMpumevarue: [ns ynpasneHuss KOMMYmamopoM UCMOSb3yemcs
VLAN1T no ymon4aruro. Ecriu nonb3osamernio Heobxoduma Opyeasi VLAN, ons
yrpaeneHuss ~ KOMMymamopom,  rnoxasylticma 0Oobasbme VLAN s
coomeemcmeyrouiem meHio WEB uHmepcgbelica, a makxe dobasbme rnopm 6
amy VLAN.

8.3.2 SNTP Configuration (HacTpoiika npotokona BpemeHun SNTP)

SNTP ato akpoHum oT Simple Network Time Protocol — npotokon
CUHXpOHM3aUMM YacoB C HacTporkamum [1K. Bbl  mMoxeTe BblbpaTtb
onpeaeneHHbii SNTP cepep 1 HacTpouTe GMT BpeMeHHy0 30HY.

Bbibepute nogpasgen rnasHoro meHio WEB nHTepdernica kommyTtaTopa:
Network Admin > SNTP

Pulormaton & St SNTP Configuration

Thetwork Avkmn
P Mode Erabled v
« STF Servrr Addrnss

PP

2L T ] [Tt |

Haxmute Ha BbiNagatowee MeHio, YToObl BbiopaTb Enabled
mnn Disabled

Enabled (Bkn) — BkntovaeT pexkum SNTP. B gaHHOM
Mode peXuMe areHT oTnpasnseT u npuHumaeT SNTP
Co0OLLEHUsI MeXAY KIMEHTaMU 1 CEPBEPOM, KOTAa OHM
HaxoasaTcs He B O4HOWM NofaceTu.

Disabled (Bbikn) — oTkntovaet pexum SNTP.

Mocne Beoga IP agpeca SNTP cepsepa, SNTP

SNTP Server
nHdopmaums 6ygeT nonyvyeHa ¢ 3TOro cepeepa.

Haxmute Save, 4ToGbl COXpaHUTL HACTPOWKM.
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8.3.3 SNMP Configuration (Hactponka npotokona ynpasneHuss SNMP)

Simple Network Management Protocol (SNMP) 3ato npoTtokon
NPUKNaaHOro YpOBHS, KOTOPbLIN obneryaetr obmeH uHgopmaumen ynpasneHus
MeXay  CeTeBbIMM  YCTPOMCTBaAMM. SNMP  nosBonsieT  ceTeBbIM
afMWHUCTpaToOpaM YNpaeBnATb MNPOM3BOAUTENBHOCTBID CETU, HaxoauTb U
peliaTtb NpobnemMbl C CETbIO, NNTAHNPOBATbL paclUMpeHne ceTu.

KommyTtatop noppepxusaetr SNMPv1, v2c. PasnunyHble Bepcum
SNMP obecneunBaloT pasHbIl ypoBeHb Ge3onacHoCTM Ans  ynpaBreHus
CTaHLMSIMW N CETEBBLIMU YCTPONCTBaAMMU.

B SNMP v1 u v2c pana ayrteHTudmkauum nonb3oBaTenen
ucnonb3dyetcad «Community String». ®yHKUMOHaN 3TOM CTPOKU CXOX C
dyHkumnoHanom napons. MpunoxeHne SNMP yganeHHoro nonb3oBaTens u
SNMP komMyTaTtopa [OfKHbl WCMONb30BaTb OOHO W TOXE 3Ha4yeHue
Community String. Maketel SNMP oT ntobbix HeaBTOPM30OBaHHbLIX CanTOB
OyayT urHopmpoBaTbCs (0TOpackiBaTLCH).

Community String no ymonyaHuto Ans kKoMMyTaTopa MMeeT 3Ha4YeHue:

1. public — no3BonseT ayTeHTUdMKALMIO CTaHUUN yNpaBrneHns Ans

yTeHunsa MIB o6bekToB.

2. private — no3sonseT ayreHTUUKaALMIO CTaHUUM yNpaBrneHns Ans

YTeHus, 3anmcu n nameHennst MIB o6bekToB.
Trap

Mcnonb3yeTca areHToM Ans aCMHXPOHHOrO MHopmuposaHns NMS
(cTaHums ynpaBneHust) 0 KakoM-nmbo cobbiTun. ITU cobbITUA MOryT ObiTb
OYeHb Cepbe3HbIMU, TakMMM, Kak nepesarpyska (KTo-TO Cry4YamHO BbIKITHOYMWI
KOMMyTaTtop), unu npocTto, obwas uHdopMauus, Takas Kak WU3MeHeHue
cratyca nopta. Kkommytatop co3gaeTr uHdopmaumio o nosywke (Trap), a
3aTem OTMNpaBfsieT ee nomnyvyaTento wnu agMvHUCTpaTopy cetu. TunuyHas
noBylwka BKkMoYaeT B cebs uHpopMaumio 0 owubkax ayTeHTudmkauuw,
ceTeBblX U3MEHEHUSIX.

MIB

OTo  Konnekuust  ynpaBnsieMblX OOBLEKTOB,  HaXOAsAWMXCA B
BMPTYyanbHOM  XpaHunue nHdopmaumm. Konnekuun CBSI3aHHbIX
ynpaBnsieMblx OOBLEKTOB onpefeneHbl B onpegerneHHbix moaynsax MIB.
KommyTaTtop mcnonb3yeT cTaHOapTHbIM MoAyrb yrpaBneHus uHdgopmaumen
MIB-Il. Takum obpasom, 3HayeHne obbekta MIB mMoxeT ObITb NpoyYnTaHo
nobbiM  NporpaMmHbIM - obecneveHnem, ynpaensembiM  4yepe3d SNMP
NPOTOKON.
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8.3.3.1 SNMP System Configuration (Hactpoiika SNMP ans cuctembl)

Bbl MOXXeTe BKMOYUTL UMW BbIKITHOYUTD OaHHYIO (byHKLI,I/IPO B pasaene

Admin>SNMP>System
- v e SNMP System Configuration
| ¥ Network Admin
P Mode ?t.b?%cd
« SNTP Varsion SR vl <
vste | Read Community | o1 ]
| = Systom Write Community | prizate
= Trap
«3ss1 00 [Save | | Rezet |
Mode BkntoueHune/BbiknodeHne SNMP dyHkuum
Version HaxmuTe Ha BbinagatoLiee MeHto, YToObl BbIGpaTh BEPCUIO

npotokona SNMP v2¢ nnum v1

Read Mo3BonseT ayTeHTUdUKALUIO CTaHLUN yripaBneHus Ans
Community | yteHua MIB obbekToB.

Write Mo3BonseT ayTeHTUdUKALUIO CTaHLUN yripaBneHus Ans
Community yTeHus, 3annucu n nameHeHus MIB obbekToB

8.3.3.2 SNMP Trap Configuration (Hactpoinika SNMP Trap)

Bbl MOXeTe BKMOUNTL UMW BbIKITHOYNTD OaHHYI0 beHKLLI/IIO N HAaCTpOUTb
€e B criegywuiem pasgene

Network Admin>SNMP>Trap
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8.3.4 System Log Configuration (HacTtponka cucrtemHoro xypHana)

Bbl MOXXeTe HacTpoUTb CUCTEMHbLIN XXypHan KoMMyTaTopa nepenas B HY>KHbIN
pasgen ocHoBHoro meHto WEB nHTepdeiica

Network Admin > Syslog

Yintormation & Status

System Log Configuration

Y Network Admin
«lP Servor Maode Disabled Vi
«SNTP Server Address | 152 168 2 100 }
pRNNP Syslog Level | Info v |
[=Sistop | |
PPort C 15we||ﬁe:et |
Bkn/Bbikn cpyHKUMIO cucteMHoro xypHana ans SNMP .
Server Mode | Ecnu BKMOYeEHO, KOMMYTaTOp OTMNPaBMSET KOMUIO XXypHana
Ha CTOPOHHMI cepBep
Server CepBep, Ha KOTOPbLIN OTNPaBNSAETCS KONUS CUCTEMHOIO
Address XypHana
Info — nHdbopmaLms, npeaynpexaeHns n onbKm
Syslog Level | Warning — Tonbko npeaynpexaeHnsi n onbkm
Errors — TonbKko oWwnGKm
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8.4 Port Configure (KoHdurypmposaHue nopToB)
8.4.1 Port Configuration (Hactpoiika nopToB)

HanHbin pasgen WEB uHTepderica cogepXut nepeyeHb HacTpoek
Ansi NOpTOB KOMMYyTaTopa.

Port Configure>Ports
TAL Dy Pn Lk - Mol i Fhee Canidned i-hn vo-'u-b.
AYols (Comare | Toviganse Carmerkfly  Canarl Tx [ Coongared Frawe Sor - Colliion Wks
R 1@ e (e X v = T
ARy 0 e T " R . v oo
DL ] P - e x ¥ [ b
Link KpacHbIl LBET 03Ha4aeT, YTO CoeaUHEHUS HET. 3eneHbln —
coeguHeHne ecTb.
Bbibop ckopocTu 1 pexxmuma paboTbl
(mynnekc/nonygynnekc) 4ns nopta
Disabled — nopT oTknto4eH.
Auto — no3BonsdeT NopTy aBToMaTUYECKM BbIOMpaTh
Hambornee nogxogsiime napameTpbl AN NOAKMHOYEHHOTO
YCTPOWCTBA.
Speed FDX — gynnekc. Mo ymonyaHuio ansa ckopoctn 1000M6uTt/c

HDX — nonygynnekc

1000-X_AMS — o3HauvaeT, 4To NOpT ABNSAETCSH ONTUYECKUM
UM KOMBO-NOPTOM U ONTUYECKUA NOPT — OCHOBHOM.
Takke ecTb Apyrue aHanornyHble napameTpbi:

10M HDX, 10M FDX, 100M HDX, 100M FDX, 1000M FDX,
1000-X

MexaHu3m ynpasrneHus notokoM. MonHogynnekcHble
nopTbl ucnonb3ytoT 802.3x NpoTOKON AN ynpaBneHus
Flow Control | noTokom, nonyaynnekcHble NopThbl UCMOMb3YIOT
backpressure ynpaeneHune notokom. 1o ymonuaHuio
OaHHbIA MEXaHWU3M st NOPTOB — OTKITHOYEH.

MNone, raoe 3agaeTcs MakCcUManbHbIN pa3mep

Maximum nepegasaeMbIx/NpUHNUMaeMbIX nakeToB. 1o ymonyaHuio
Frame Size pasamep — 9600, 4ToObI 06ecneunTb Nogaepkky Jumbo
frames.

Haxmute Save, 4ToGbl COXpaHUTL HACTPOWKM.
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8.4.2 Link aggregation (Arperauus kaHanoB)

ArperaLusa kaHanoB, 3TO MeTo[, KOTOPbIN CBA3bIBAET onpeaeneHHble
dusnyeckme nopTbl BMECTE, KaK OOWH MOrMYecKkuii nopt, YTobbl yBEnuMUUTb
00LLy0 NPOMNYCKHYI0 CNOCOBHOCTD.

KommyTatop nogaepxumsaeT oo 13 rpynn arperaumm kaHanos. OT 2 fo
8 nopToB B BMAE €AMHOro NOrM4eckoro nopTra.

lMpumeyvarue: Ecnu kakol-nubo nopm 6 epynne agpesayuu KaHasos
OMKJIKOYEH, rnakem OaHHbIX, OMIpPaeneHHbil Ha OMKITHYEHHbIU nopm 6ydem
pacnpedensimb Haz2py3Ky Ha Opyaol roOKIYeHHbIU nopm 6 amol epyrne
aspezayuu.

8.4.2.1 Static Aggregation (Ctatuuyeckasa Arperaums)

B atom pasgene WEB uHTepdpeiica kommyTaTopa nofib3oBaTeSflb MOXET
HacTpOWUTb CTaTUYECKYIO arperauuto ans nopTos.

Port Configure > Aggregation > Static

*inhmvics & Sxze Apgregation Mods Confpuration
WAy Lavan
T — *ash Code Comintulors
Pl tzdymy Ginaa VAC Aidven W
—'-’.‘“ Dertastcs MAL Skmas &
s N Adden [
Lasiw TOFLOF Fedt ba v ite ¥
spere
ok hggresation Geoup CorAgurason
CALER RN Ll N
G iTaTE ] St Mutebrers
A UL A4S €T O3 W2 M SHE TR 0108 22153 Mas it
Yanrcwivoedan Mool MNPV DEPXDNIGDEEIUNEOODEDEWDE
I ~ o - - -~
Yovarncadaan ; ’:' ‘ 3
Coslodmgay 1 T R N e - ,:
‘Dlageasce ‘ D
£ I { I
‘e evenwe - ,A
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Aggregation | 3TOT pexum gBnAeTCs anropuTMOM XeLIMPOBaHKS NOTOKa
Mode mexay noptamu LAG (rpynna arpermpoBaHHbIX NOPTOB UMK
Configuration | Link Aggregation Group)

Group ID ID rpynnbl cTaTU4ecKon arperauum

KommyTatop nogaepxuBaet go 13 rpynn arperaumm, ot 2

Port Members 9
00 8 nopToB B O4HOM rpynne.

Haxmute Save, 4ToGbl COXpaHUTb HACTPOWKM.

lMpumeyaHue: Cmamuyeckass azpeesauyusi 103eosisiem 0OHOBPEMEHHO
06beduUHAMB He bosiee 8 Mopmos 8 00Hy cmamu4yecKyro 2pyrry.

8.4.2.2 LACP Aggregation (Arperauus Ha ocHoBe LACP)

LACP — nMMpoTtokon ynpaBneHws arperauuen kaHanos. Arperauusi
KaHanoB nossonseTr obveauHsaTb A0 BOCbMM MOPTOB B OAHO BblAerNeHHoe
coeguHeHmne (NTormyecknii nopT).

OTta QyHKUMA MOXEeT paclupuTb  MPOMYCKHYI  CMNOCOBHOCTb
ycTponctBa. Pabota LACP TpebyeT BKOYEHUS AYMSIEKCHOrO pexmnma Ha
nopTax.

Ons nonyyenuss 6onee nogpobHon MHOPMaLMM O3HAKOMbTEChH CO
ctangaptom IEEE 802.3ad.

Port Configure > Aggregation > LACP

Piagcenmebon K Siatis LACP Port Conﬂgu'a’lan

Phicowank sann ST TCHO e v 5 S e

[Part LACP Erubied | Key | Role | Timeout | Prin

| ¥Rt Ooclgarw - " ; O

i J J 2 9 - 2 L TN

ey Re—— 1 | NI v Acitew W Fast » selsE

»Stvkc o " ~ T W Fasr » e

[ eraze | 3 n aite . irtime @ Part e | SR

sMivatvg 4 ] Tl v Sviser @ Faal v xne

* Tharnal Srdse i - - <k

o Gl Edsersel | | arte v (ol i W Faer » X
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LACP

BkntoveHue/BbikntodeHne nogaepxku npotokona LACP Ha
nopte

Key

3HayeHue KnYa, nony4yeHHoe NopToM, HaxoauTcs B
ananasoHe 1-65535.

Auto HacTponka 3a4acT KoY B 3aBUCMMOCTU OT CKOPOCTU
dusmyeckoro kaHana, 10Mb = 1, 100Mb =2, 1Gb = 3.

Specific HacTpolika N03BONSET BBOAUTL 3HAYEHME KIto4a
BPYYHY0. [OpTbl C 0AMHAKOBLIM 3HAYEHMEM KIto4a
MOryT ObITb Y4aCTHMKaMK O4HOW rpynnbl arperauum, a
NopTbl C pa3HbIMM KIoYaMyn — HE MOTYT.

Role

[laHHoe none oTBeyvaeT 3a cocTosiHne akTuBHocTu LACP.
Active — nepegaya naketoB LACP kaxayto cekyHay

Passive — oxunpgaHue naketos LACP.

Timeout

[daHHoe none oTBevaeT 3a MPOMEXYTOK BPEMEHN MeXay
nepegadven BPDU

Fast — otnpaBka naketoB LACP kaxayto cekyHay

Slow — 30 cek oxugaHus nepen otnpaekoi naketa LACP

Prio

[laHHOe none KOHTpONMpyeT NPUopPUTET NOpTAa.

Ecnu naptHep LACP xo4eT cchopmmpoBaThb BOnbLUYiO
rpynny, 4em ycTpoMCTBO NogaepxusaeT, To napameTp Prio
OyOeT KOHTpOnMpoBaTb, Kakne NopTbl 6yayT B aKTUBHOM
ponu, a Kakve B pe3epBHON POnw.

MeHbLUee 3HavyeHne napameTpa Prio o3HavaeT 6onbLumi
npuopurer.

HaxmuTe Save, 4To6bl COXpaHUTbL HaCTPOWKK.
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8.4.3 Port Mirroring (3epkanupoBaHue nopToB)

®PyHKUMA  3epkanupoBaHuWs NOpTOB  obecneynmBaeT  MOHUTOPWHT
ceTeBOro Tpadumka, KONUS KOTOPOro (BXOASLWME WNU UCXOAALME NakeTbl)
nepecbInaeTcs ¢ OAHOro nopTa ceTeBOro KOMMyTatopa Ha Apyrom nopTt, rae
Tpaduk MoxeT ObITb UCCreAoBaH.

3710 nossonseT agMuUHUCTpaTopy cetu oTcnexusaTb
NPON3BOAMTENBHOCTE KOMMYTatopa W npu HeobXOAUMOCTU W3MEHATb ero
HaCTPOWKM.

Port Configure > Mirroring

Pirkzemyica § Suor Mirror Configuration
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MakeTbl C NOPTOB, AN KOTOPbLIX BKMHOYEHO
Port mirror to | 3€PKanuposaHue rx unu tx 6yayT 4OCTYNHbLI Ha 3TOM nopTe.

Disabled — oTkntouyaeT 3epkanvposaHue

BeiGop pexuma 3epkanvMpoBaHus A nopTa UCTOYHMKA.

Rx only — nakeTbl, MONy4YeHHbIE Ha 3TOM NopTe OyayT
oTnpaBneHbl 3a NopT-3epkarno (mirror port). Mcxoaswme
nakeTbl 3epkanupoBaTtbcs He ByayT.

Mode Tx only — nakeTbl, Ucxogsime ¢ aToro nopta 6yayT
oTnpaBreHbl 3a NopT-3epkarno (mirror port). Nonyyaemble
nakeTbl 3epkanupoBaTbcs He byayT.

Disabled — Bce nakeThbl (tx 1 rx) He ByayT 3epkanupoBaTbCs

Enabled — Bce nakeThbl (tx 1 rx) 6yayT oTnpaBneHsl Ha NopT-
3epkano.

Haxmute Save, 4ToGbl COXpaHUTL HACTPOWKM.
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8.4.4. Thermal Protection Configuration (TemnepaTtypHas 3awura)
TemnepaTypHas 3awmta npegoTBpawiaeT neperpeB noptoB. Korga
KOMMYTaTop onpefensietT nopT, Ha KOTOPOM TemnepaTtypa Bbllle 3a4aHHOWN,

nponcxognT OTKIKO4YEeHNE NnopTa.

Port Configuration > Thermal Protection

Pinformation & Statiss Thermal Protection Configuration

*Network Admin
Temperature sattings for priority groups
l *Put Conhiguen
sFons Priority | Temperature
PAggregaton =
0 [2b% C
SWmenng - o o
| = Themmal Prosection "‘557 ’
o Gomers Llhes sl - 2 265 C
*poE 3 255 ‘c
¥ Advanced Conigure 19 R
Port priorities
* Secunty Confgure
’u), L‘m‘“‘)('!’ m Pm
- % ol
*Iagnastics 1 SR |
] |
*Maintonance Z 0wl
L w

Temperature | KommyTaTop noanepX1BaeT 4 rpynmsi TeMnepaTypHoi
settings for | sauuTel. Kapaast MOXeT GbiTb HACTPOEHA Ha CBOK
priority groups | yiakcmanbHyto TemnepaTypy.

Port priorities | [one onpeaenseT npuHaanexHocTL NopTa K Ton Ui NHO
rpynne TeMnepaTypHON 3aLLunThI.

HaxmunTe Save, 4To6bl COXpaHUTb HaCTPOWKM.

lMpumeyaHue: Mo ymonyaHur 8ce ropmsl KOMMymamopa Haxo0sm & epyrne
npuopumema 0, ¢ MakcumarnbHoU memnepamypol 255 C
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8.5 PoE Configuration (KoHdurypauus PoE)

Power Over Ethernet (PoE) — dyHKuMsa, nossonswwasa ycTponcTeam
nonyyaTb NUTaHWE M JaHHbIE MO ogHOMY kabento B ceTu Ethernet.

Takumu yctponcteamm moryT 6biTb POE IP kamepbl, Toukn goctyna,
TenedoHsbl VoIP. Hannune paHHOM dyHKUMM NO3BONSET CHU3UTbL 3aTpaThl Ha
co3faHue ceTeBon MHPPACTPYKTYPbI.

PoE — onpepensetca ctangaptom |IEEE 802.3af/at. NMoatomy 06bI4HO
He BO3HMKAeT CIOXHOCTEW C MUTAHWEM yAaneHHOro YCTPOWCTBA, €CMM OHO
noanepKMBaeT/COBMECTUMO C JaHHbIMU CTaHAapTaMu.

PD — 3anuteiBaeMoe ycTpowcTso, Hanpumep PoE IP kamepa.
PSE — yctpoincTeo obecneumBatoiee nutadue yaaneHHoro PD
Mpouecc nogayn nutaHusa POE cocTont M3 HECKOMNbKUX LLAroB:

1) Onpepenenue. PSE ycTpoiicTBo oTnpaBnsieT curHan ¢ MUHMMarbHbIM
HanpsikeHneM, 4Tobbl onpedenvTb COBMECTMMO nu ypaneHHoe PD
ycTponctBo co ctaHgaptamu |EEE 802.3af/at. Ecnu ypaneHHoe
YCTPOWCTBO COBMECTMMO NPOUCXOAUT CreaYLNiA Lwar.

2) Knaccudmkauma PD yctpoinctea. PSE ycTponctBo onpeaensiet
HeobxoaMMy0 MOLLHOCTL Ans yaaneHHoro PD yctponcrea.

3) MMocne nepebix AByx waroB PSE ycTpoicTBO HauvHaeT nogaBaTb B
FIMHUIO MOSIHOE HanpsKeHWe UM MolHOCTb (44-57V, mowHocTb af —
15.4BT1 makc, at — 25.5BT1 makc.)

4) Ortkntodenne. Ecnn ypganeHHoe PD ycTpoWcTBO OTKMIOYMIIOCH, MIU
nonb3oBaTenb OTKIOYMIT ero ¢ nomollbio ynpaeneHus yepes WEB,
PSE yctporictBo B Teuenne 300-400 mc npekpaiwiaetr nopadvy
HanpsxeHus POE B nuHuto.
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8.5.1 PoE Setting (Hactpowku POE)

Hactporiku PoE Haxopsatca B cnepywowem pasgene WEB uHTepdeiica

KoMMyTaTopa.

PoE > PoE Setting

Pt Cvee Bibes et Cnamenton s

toeedovlomnsloesmal. &

Wl e S g Letgawe
[N P N A
L e

(O PO T WETy | P T | W voae T el

Reserved
Power
determined by

KommyTaTop nogaepxvBaeT 2 pexvuma ang onpegeneHus
MOLLIHOCTW Ha nopTe

Auto — koOMMyTaTOp aBTOMaTU4YeCKM onpeaenseT
MOLLHOCTb Ha NopTe B 3aBUCUMOCTM OT Kracca
nogkntoveHHoro PoE yctporicTea.

Manual — BPYYHYH — MakCuMarlibHaa OOCTynHaA Ha nopTe
MOLLUHOCTb 3a4aeTcsd NoJyib3oBaTeslieM.

Power
Management
Mode

KommyTaTop noagepxusaeT 2 pexvma ynpasrieHus
nUTaHKEM.

1. PeanbHoe noTtpebneHune. B aTom pexume obuas
moLHocTb (PoE GrompkeT) genutca Ha Bce nopThl. [opT ¢
HaMMEHbLUNM NPUOPUTETOM OyaeT BbIKMIOYEH, eCnn
MOLLHOCTb npeBbicuT OromkeT PoE. Ecnu Bce nopThbl umeroT
O[MHaKOBOE 3Ha4YeHue npuopuTeTa — byaeT OTKoYeH

NnopT C KpanHUM HOMEPOM.

2. 3apes3epBrpoBaHHasi MOLLHOCTb. B aToM pexnme, ecnm
MoLLHOCTb npeBblcuT POE GtogxeT kommyTaTopa, nopT K
koTopomy ByaeT nogkntoveHo HoBoe PoE ycTpolicTBo He
OyOeT akTUBEH.
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Primary Monb3osaTtenu moryT HacTpausaTtb PoE 6lopxeT Becero
Power Supply | KOMMyTaTOpa (He Gonee 3HayYeHus No yMon4aHuio).
3HayeHue no ymonyanuio 370 W
PoE Mode Pexxum PoE Ha noptax. Mo ymonuanuio — 802.3at (PoE+)
3HayeHune onpegensioLee npuopuTeT nopta. MoxeT
npuHMMaTh 3 3Ha4YeHNs
Priority Low — HM3KMIn NnpruopuTeT
High — Bbicokun npuoputeT
Critical — KpUTMYECKM BaXKHbIV NpUopUTET
Maximum B py4HOM pexnme BbICTABIAETCS 3HaYEHUe
Power (W) MaKCKMarnbHON AOCTYMHON MOLLHOCTU Ha nopTe.

Haxmute Save, 4ToGbl COXpaHUTL HACTPOWKM.

8.5.2 PD Alive (®PyHKuus aHTusaBsmcaHma gns POE yctponcTs)

HacTtpoviku paHHOM ¢yHKUMM HaxogdATcs B cnegywowem pasgene WEB

UHTepdenca kommyTartopa:

PoE > PoE Setting

Power Over Ethernet Conhiguration

e ¢l
¢ ¢ ¢!
¢l i

‘Reserved Power determirad by @ 4 Narus
Power Managemant Mode S Anhul Comumatien U Rezonves Fowal
E_mmm & Disahnd Enzbios
POE Power Suppdy Configuration
"ﬁmbﬁ!mﬁ_m:‘
PoE Port Conliguration
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PyHKUMA paboTaeT MOMHOCTLIO B aBTOMaTUYECKOM peXMMe Moclne ee
akTMBaumMm Ha nopte/nmoptax. CpabaTbiBaHue npoucxoguT 4Yepe3 120 cek
nocrie TOro, Kak KOMMYTaTtopoM Obifio  3aUMKCUPOBAHO  COCTOSIHWE
«3aBucaHua» Ha nopte/noptax. CpaboTka npomcxoaut 1 pas.

8.5.3 PoE Status (CoctosiHne PoE Ha nopTax)

lMo3Bonsdet oTcnexuBaTb coctosHMe POE Ha Bcex noprtax. Haxogutca B
pasgene

PoE > PoE Status
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8.6 Advanced Configure (PaclumpeHHble HaCTPOMKM)
8.6.1 VLAN (HacTtpomka VLAN)

VLAN - BupTyanbHas nokanbHas ceTb — NpeAacTtaBnsgeT cobon rpynny
XOCTOB C 06wmm Habopom TpeboBaHMIN, KOTOpblE B3aMMOAENCTBYIOT Tak, Kak
ecnn Obl OHM ObIMM NOAKMIOYEHbl K  LUMPOKOBELLATENbHOMY OOMEHY,
He3aBUCUMO OT MX PM3NYECKOro MeCTOHaXOXAEHUSI.

VLAN nmeeT Te Xe CBOWCTBA, 4TO U hnandeckas rniokanbHas ceTb, HO
No3BOMSIET KOHEYHbIM YIleHaM FpynnupoBaTbCs BMECTE, AaXe €CfiM OHU He
Haxo4ATcs B 04HOM OM3NYECKON CeTH.

HacTpoliku HaxogaTcsa B pasgene

Advanced Configure > VLANs
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Allowed
VLANSs

B aTom none otobpaxatorcsa cosganHbie VLAN ID. Mo
yMoryaHuto 3HayeHne — 1. Ecnv Bbl XOTUTE cO3aaTb HOBYIO
VLAN, nameHunte 3aHa4yeHne Ha HOBOE.

Ethertype for
Custom S-
ports

B atom none ykasbiBaeTcsa 3HaveHue ethertype / TPID (B
LecTHaguaTepuyHom copmate). MapameTp gecteyet

Ans Bcex nopTtos, Tmn kotopbix (Port Type) yctaHoBneH
kak S-Custom-Port

Mode

Pexvm nopta (no ymon4yanuio Access) onpegensieT
OCHOBHOE NoBefeHNe nopTa.

[MopT MOXeT HaxoaUTbCS B OOHOM U3 TPEX PEXMMOB, Kak
onucaHo Huxe. Besakui pas, korga BelbpaH onpeaeneHHbIn
pexum, ocTarnbHble NONs B 3TON CTpoke 6yayT nubo

HeJOCTYMHbI UNW cAenaHbl U3MEHSIEMbIMU B 3aBUCUMOCTU
OT paccMaTprBaeMOoro pexvma. 3aTeHeHHble nons
MoKasblBalT 3Ha4YeHWe, KOTOPOE NOPT MONYYUT MpU
MPUMEHEHWN peXMMa.

Access. |_|0prI C 3TUM PEXMNMOM 00bIYHO MCnonb3yroT AnA
NOAKITHOYEHUS K KOHEYHBIM CTaHumMaM. MvetoT cneaywowme
XapaKTepUCTUKA:

- MopT yyactHuk Access VLAN (no ymonyanuto 1)
- MopT npnHumaeT nakeTbl TMNa untagged n C-tagged

- OTtbpachkiBaeT Bce nNakeTbl, KOTOPbIE HE
KnaccudguumupoBaHbl ansa goctyna k Access VLAN

- Ha BbIxoae Bce nakeTbl, oTHocsAwmecs k Access VLAN
OyayT nepepaBaTbes, kak untagged. Opyrve (QuHamMmmnyeckm
aobasnexHblie VLANGI) 6yayT nepegaBaTtbces, kak tagged.
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Trunk. Trunk (MarMcTpanbHbie) NOPTLI MOTYT
OAHOBPEMEHHO nepefaBaTb TpadUK N0 HECKOIbKNMM CETAM
VLAN 1 06b14HO MCNONb3YIOTCH AN NOAKITHYEHUS K
apyrum KommyTatopam. MimeloT cneaytowimne
XapaKTEePUCTUKMU:

- Mo ymonuaHuio, trunk NopT ABNAETCS y4aCTHMKOM BCEX
VLAN (1-4094)

- VLANBI, y4acTHMKOM KOTOpbIX SiBNAeTcs trunk nopT, moryT
ObITb orpaHunyeHbl Yepes none Allowed VLANs

- MakeTbl, oTHocAWMecs k VLAN, y4acTHUKOM KOTOpOW
nopT He siBNsieTcs — oTbpackiBatoTcs.

- Mo ymonyaHuio Bce NakeTbl, KDOME NakeToOB OTHOCALLMXCS
k Port VLAN (Native VLAN) 6yayt nomeueHbl (tagged) Ha
BbIXoJe.

- MapkupoBaHue nakeToB Ha BbIXoae (TermpoBaHue) MOXeT
ObITb M3MEHEHO, YTOObI MOMETUTL BCE NakeTbl. B Takom
cnyyae, Tonbko tagged nakeTbl OyayT NpUHMMAaTLCS Ha
Bxoge.

Hybrid. Takme nopTel BO MHOrom HanomuHatoT trunk nopTsl,
HO UMEIOT AOMNOMHUTENbHbIE HACTPOMKM.

— lNopT MoxeT ObITb HAacTpoeH Tak, 4Tobbl VLAN tag He
pacno3HaBancs, C-tag u S-tag nogaepxvnsanuce.

- (DVIJ'IpraLI,VIﬂ Ha BXOo4e Mora KOHTPOJInpoBaTbCA.

- I'IpmeM NakeToB Ha BXoade n HaCTpOVIKa nexogqauiero
TermpoBaHuUAa MOrytT HactpanBaTbCA He3aBUCUMO.

Port VLAN

Mone onpegenset ngeHtudgukatop VLAN nopta (PVID).
PaspelweHHble VLAN HaxogaTca B AnanasoHe ot 1 go
4094, no ymonyaHuio 1

34



Port Type

MopTbl B TMOPUOHOM PEXMME NO3BOSNAT U3MEHSTH TUM
nopTa.

Unaware. Ha Bxoge Bce nakeTbl, HE3aBMCUMO OT TOrO
nomeyeHbl v oHM VLAN tag nnu HeT, 6yayT oTHEeCeHbI K
VLAN Port, Bo3mMOXHble MeTku (Tern) 6yayT yaaneHsl Ha
BbIXOAe.

C-port. Ha Bxoge naketbl ¢ Terom VLAN ¢ TPID = 0x8100
oyayT knaccuduumnposaHbl no VLAN ID, cogepxallemycsi B
MeTke. Ecnu nakeT nomeyeH, Kak NPUOPUTETHbLIN, OH OyaeT
knaccudguumpoBaH Port VLAN. Ecnu nakeTbl JOMKHbI ObITb
nomMeyeHbl Ha Bbixode, oHn byayT nomeyatbes C-tag
METKOWN.

S-port. Ha Bxoge naketbl ¢ Terom VLAN ¢ TPID = 0x8100
nnn 0x88A8 6yayT knaccnduumposaHsl no VLAN D,
cogepxallemycs B MeTke. Ecnv nakeT nomeyeH, kak
npuopuTeTHBIN, OH ByaeT knaccuduumposaH Port VLAN.
Ecnu nakeTbl AOMKHbI ObITb MOMEYEHbI Ha BbIXOE, OHM
6ynyT nomevatbcst S-tag MeTKOW.

S-Custom-Port. Ha Bxoge naketbl ¢ Terom VLAN ¢ TPID =
0x8100 wnu Ethertype, HacTpoeHHbIn ana Custom-S
noptoB 6yayTt knaccudmumnposarbl no VLAN ID,
cofepxawiemycs B MeTke. Ecnv nakeT He nomMeyeH unu
nakeT NOMEYEH, KaK NPUOPUTETHBLIN, OH OyaeT
knaccudguumposaH Port VLAN. Ecnu nakeTbl JOMKHbI ObITb
noMeyeHbl Ha BbIxo4e, OHM ByayT nomeyaTbCcs 3a4aHHON
S-tag meTkon.

Ingress Filter

M'BpuaHbie NopTbl NO3BONAT MEHSATL BXOOHYHO
dunbTpaumio. Access u Trunk nopTel BCceraa umeroT
BKITHOYEHHYIO0 BXOOHYIO (bunbTpauuio.

Ecnu BxogHasa dunbTpaums BrrtoveHa (drnaxok
yCTaHOBMEH), NakeTbl oTHocsAwmecs k VLAN, B koTopow
MOpT He ABMSETCH y4aCTHUKOM — ByAyT OTOPOLLEHbI.

Ecnun BxogHas unbTpauus BblKNOYeHa, NaKkeThbl
oTHocawmecs kK VLAN, B KOTOpon NopT He sABNsSieTcs
y4aCTHUKOM — OyayT NpUHSTLI 1 06paboTaHbl
KOMMYTaTopOM.

Ingress
Acceptance

rl/l6pI/ILI,HbIe NOopTbl NO3BOJIAKOT MEHATb TUM NAaKeTOoB,
NpUHMMaeMbIX Ha BXoJe.

Tagged and Untagged. Bce Tunbl nakeToB ¢ METKOW UNu
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0e3 GyayT NnpMHMMaTbCS.

Tagged only. Tonbko nomeyeHHble nakeTsl 6yayT
npuHUMaTbcs Ha Bxode. [NakeTbl 6e3 meTkn ByayT
OTOpPOLLEHDI.

Untagged only. Tonbko nakeTbl 6e3 meTkn 6yayT
npuHUMaTbcs Ha Bxode. [MakeTbl ¢ meTkon 6yayT
OTOpPOLLEHDI.

Egress
Tagging

MopTbl B Trunk n Hybrid pexxmmax MoryT KOHTpOnMpoBaTb
npvcBavBaHne METKM Ha BbIXoae

Untag Port VLAN. MakeTbl oTHocswmecs k Port VLAN
6yayT nepegaeatbcs 6e3 meTkn. OcTarnbHble NakeThbl
rony4yaT COOTBETCTBYIOLLYIO METKY.

Tag All. Bce nakeTtbl, oTHocsiwmecs k Port VLAN unn HeT
OGyaoyT nepegaBaTbCs C METKOMN.

Untag All. Bce nakeTtbl, oTHocswmecs k Port VLAN vnu Het
OyayT nepepaBaTbea 6e3 meTku. Tonbko anga Hybrid
pexuma.

Allowed
VLANSs

MopTel B pexxumax Trunk n Hybrid moryT koHTponuposaTts B
kakov VLAN oHu moryT BbITb y4acTHukamu. Access nopThbl
MOryT BbITb y4acTHUKamu Tonbko ogHon VLAN (Access
VLAN). Mo ymonyanuto Trunk n Hybrid nopTel MoryT 6bITb
yyacTHukamm Bcex VLAN 1-4094. MNone moxeT ObITb
NyCTbIM, YTO O3HaYaeT NPUHAANEXHOCTb NOpTa KO BCEM
VLAN.

Forbidden
VLANs

MopT MOXeT BbITb HACTPOEH TakMM 06pa3oMm, YTOBLI He
ObITb y4acTHUKkoM HU ogHon n3 VLAN. o ymonyaHuio none
nycToe, YTO 03HaYaeT NPUHAANEXHOCTL NopTa KO BCEM
VLAN.

Haxmute Save, 4ToGbl COXpaHUTL HACTPOWKM.
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8.6.2 Port Isolation (U3onsiuns nopToB)

MN3onsauus nopToB orpaHnynBaeT o6mMeH Tpadmkom mexay noptamu. OyHKUms

noxoxe Ha VLAN, HO umeet Gonee cTporne npasuna.

8.6.2.1 Port Group (F'pynna nopToB)

KommyTaTop nogaepxmsaeT oopmupoBaHme rpynn nopToB. [opTbl y4aCTHUKM

rpynnbl MOryT obmeHuMBaTbCA AaHHLIMWN.

lpumeyaHue: lNopm Moxem rnpuHadiexamb K HECKOJIbKUM 2pynnam. [aHHbie
moaym 6bimb rnepedaHbl Mex0y tobbiMuU riopmamu, Komopsle npuHadnexam

O00HOU epynne nopmos
HacTpoiiku rpynn HaxoasaTcsa B crieaytoleM pasgene:

Advanced Configure > Port Isolation > Port Group

Patdiaes Vaviearip Zoofguraion "

P e e
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whon | s |

Port members | OTMeTbTe nopThl, KoTopble 6yAyT NpUHaanexaTb OgHON

rpynne.

HaxmuTe Add new Port Group, 4Tobbl co3gaTh HoByto rpynny. Delete — 4Tobbl

yaanuTb rpynny. Save — 4Tobbl COXPaHUTb TEKYLLME HACTPOWKN.
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8.6.2.2 Port Isolation (MU3onauua noptoB)

HacTporika u3onsuuu nopToB HaxoaAWTCA B Criedyollem pasgene
WEB nHTepderica kommyTaTopa:

Advanced Configure > Port isolation > Port Isolation

‘raruass 20 Mort 92 w307 Zoviguresn Ppp— G |
SRR A e —— -ﬁﬂ’ e =
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Port number | OrmerbTe nopThi, KOTOpbIE BYAYT U30AMPOBAHDI.

HaxmunTe Save, 4To6bl COXPaHUTb HACTPOWKM.

8.6.3 STP (MpoTokon cBsA3ylowero aepesa)

Spaning Tree Protocol (STP) — nnv npoTokon cBsA3yoLwero gepesa
ucnonb3yetca Ans OOHapyXeHuss U ucrpaBneHus ceTeBblx netenb. OH
obecneymBaeT 3anacHble COEAVHEHUsI MeXAy KoMMyTaTtopamu, MOCTamu U
MapLupyT13aTopamu.

STP nossonseT kommyTaTtopy B3aMmodencTBOBaTb C ApyrMMun bridge
YCTPOWMCTBaMM CETU, rapaHTMpPys CYLLECTBOBAHWE TOMbKO OOHOrMo MapLupyTa
mMexay nobbiMu OByMS CcTaHuusiMM B ceTu, M obecneuuBasi Hanuuue
pe3epBHbIX COEAMHEHWUIA, KOTOpble AaBTOMAaTUYECKM MCMONb3YOTCs, Koraa
OCHOBHOE CoeMHEHME Mo KakMM-Nnbo NpuinHam nepectaeT CyLIecTBOBaTb.

8.6.3.1 STP Bridge Settings (Hactpoukn npotokona STP)

HacTtpovikn npotokona STP HaxogsaTca B crneaytowem pasgene WEB
WMHTepdenca KommyTaTopa:

Advanced Configure > Spanning Tree > Bridge Settings
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Haxxmnte Ha Bbinagatollee MeHo YToObl BbibpaTb BEPCULO
npotokona STP:

STP — Spanning Tree Protocol (IEEE 802.1D)
RSTP — Rapid Spanning Tree Protocol (IEEE 802.1w)

Bridge Priority

KoHTponb nproputeTta mocta (bridge). MeHbLuee 3HadyeHne
nmeeT 6onblumn npuoputeT. MpuoputeT mocta + MSTI
cBsi3aH ¢ 6-6antoBeiM MAC agpecom KoMMyTaTopa
dopmupyeT naeHtndukarop mocrta (bridge).

Forward Delay

3agepkka nepep otnpaBkon. 3HayeHne MoXeT ObiTb B

(4-30) Aunana3soHe oT 4 go 30 cek. o ymonyaHuto — 15 cek.
MakcnmansHoe Bpems X13Hu nHdopmauumn oTrpaBneHHon

Max age (6- | poctom, noka oH MMeeT ponb KopHEBOro MocTa (root
40) bridge). lonycTumble 3Ha4YeHWs HAXO4ATCA B Auana3oHe oT

6 0o 40 cek. 3HavyeHue no ymonyaruo — 20 cek.

Maximum Hop
Count (6-40)

OTa HacTpoika onpefenseT KonM4ecTBo HEOOX0ANMbIX
nepexopnoB (hop’oB) gns MSTI nidopmauun,
cdopmMmmpoBaHHoW Ha rpaHuue MSTI. Takke 310 3Ha4eHue
onpegensieT Kak MHOrO MOCTOB B pOfiv KOPHEBOIO MocTa
moryT nepegasatb BPDU nHdopmaumio. Oonyctumble
3HaYeHWs HaxodsaTcsa B AvanasoHe oT 6 go 40 nepexodos.

Transmit Hold
Count (1-10)

Konunuectso BPDU nakeToB, KOTOpble KOPHEBOW NOPT
(bridge port) moxeT oTnpaBnaTe 3a 1 cekyHay. Ecnu
Heobx0aMMO, MOXeT ObITb OpraHn3oBaHa 3agepka nepeg
oTtnpaekown cnepgytowero BPDU nakeTta. [locTynHble
3HadeHus oT 1 go 10 BPDU nakeTtoB B cekyHay. 3HadeHne
no ymornyaxuio — 6.

HaxmunTe Save, 4To6bl COXpaHUTbL HAaCTPOWKM.
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8.6.3.2 STP Bridge Port (Bbi6op bridge nopra)

Hactpowiku STP bridge ans noptoe Haxogsatcs B cneaytowem pasgene WEB
UHTepdenca kommyTaTopa:

Advanced Configure > Spanning Tree > Bridge Ports

i i 3 e LIPCNY FOa CATMIM I
]
Lo ey e »
e e Immmlwwﬁ%mml "“m""_
1= s | £ 2se & I Ve Sy 5 1 1 1 Foiied lows
E R e
AN
LU
e t - | Jd 1 ~
S e Y 1 e sdw X e . s | - - NS v
AL . 3 + ddw - X = Jwaas - E | i 1 Cld
~RaNe -
25 1 E O - 1& - P - E n j - | i
hSeas ‘$ F tae - ¥ = Twbar= F 1 N 1 e
STP enabled | OrmetbTe, YTOBLI BKAOUMTL STP Ha nopre.
Mone onpegenset ctoumocTb nyTu (path cost) ons nopta.
Auto — CTOMMOCTb NYyTW BbICHMTBIBAETCA Ha OCHOBE
m3M4EeCKON CKOPOCTM NopTa, UCMOMb3YS 3HAYEHWS,
pekomeHayemble 802.1D.
Path Cost -
Specific — ctoumocTb NyTW, 3agaBaemasi Nofib3oBaTeNeM.
CToMMOCTb NyTU NCMONb3yeTcs AN NOCTPOEHUS
akTyanbHOM Tononoruun cetu. MNMopTbl C MEHLLUNM
3HayeHneM mcnonb3yroTcs kak forwarding nopTol.
JocTynHble 3HaYeHusa B guanasoHe ot 1 go 200000000
Priority Mone onpenensieTt npuopuTeT nopTa.
Auto Edge OTmeTbTe, YTOOLI NpeBpaTuTb NopT B Auto Edge
Restricted )
Role OTmeTbTe, 4TOOLI NpeBpaTuTh NOpT B Restricted Role
Restricted )
TCN OTmeTbTe, 4TOOLI NpeBpaTuTh NopT B Restricted TCN
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. OtmeTbTe, 4TOOBI akTuBMpoBaTe BPDU Guide. Korga nopt
BPDU Guide nonydyaet BPDU nakeT, oH nepexoanT B COCTOSIHNE
«Disable», T.e. oTkno4aeTcs.

Mone oTBeYaeT 3a OpraHn3aL Mo COeAMHEHNS TOYKa-TOUKa.
ArpeFI/IpOBaHHbIe NopTbl BCeraa HaxoaAaTcAaA B COCTOAHUN
Point-to-point

Point-to-point

Haxmute Save, 4ToGbl COXpaHUTb HACTPOWKM.

8.6.4 MAC Address Table (Ta6nuua MAC agpecoB)

Hactpoviku Tabnuubl MAC agpecoB HaxoasTcs B cniegytolleM pasgene WEB
WUHTepdenca kKommyTartopa:

Advanced Configure > MAC Table
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lones 200
“wien LU PR TN

L LN

oL h b }—{—1—[ Ywkar T
e Ve 1 iTc 01 ) l]nl:ln'r[au.mrn (0 _agxglvg_l_n_n.»_n‘

wre
ey
A Sty

R

(e ()

e W ML Tase Lt gaiten

B s
S l anhh [num NS e l_laj:l-[&[tjr]tl) . u 3% 0 o L e
Nonrei —rt s e COCECCCCEZC-I30333000000000
M
A L
B PUTLS |
Disable
Automatic Ecnmn aTOT 4eKBOKC OTMEYEH, (PYHKLMS aBTOMaTUYECKOro
Agmg yCTapeBaHUA OTKITKO4YEeHa.

) . Bpewmsi, nocrne KOTOporo 3anucb noMeLLeHHas B Tabnuuy
Aging Time 6yneT uckntoveHa us Hee. [OuanasoH 10-1000000 cek.
3HayeHune no ymonyanuto — 300 cek.
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KommyTaTtop nogaepxuBaeTt 3 Tvna 3anoMMHaHus
(learning) MAC agpecos B Tabnuuy

MAC Table Auto — nopTt aBToMaTu4yeckn 3anommHaet MAC agpeca.
Learnin :
9 Disable — nopT He 3nomuHaeT MAC agpeca
Secure — NOPT NepecbinaeT AaHHbIE TONBKO, eCrnu
ncnonb3yetcsa cratndeckuii MAC agpec.

Static MAC | Ctatnueckme 3anucu MAC appecos oTobpaxatoTcs B 9TOM

Table Tabnuue. Haxmunte «Add New Static Entry» (no6asutb
Configuration | HOBYIO CTaTM4eCKYIO 3anKCb), YTOOLI CO3AaTE HOBYIO
3anuce.

Haxmute Save, 4ToGbl COXpaHUTb HACTPOWKM.

8.6.5 IGMP Snooping

Internet Group Management Protocol (IGMP) — nosBonsier xoctamu
MapLupyTusaTopam obMeHuBaTbcs uHcopmaumen o multicast rpynnax. IGMP
Snooping 3To0 hyHKLMSA KOMMyTaTopa, KoTopasi oTBe4yaeT 3a koHTponb IGMP
coobuweHnamun. naeBHas uenb IGMP Snooping — orpaHuMuMTb Nepecbisky
multicast nakeToB TONbKO AN NOPTOB, KOTOPbIE ABMAOTCH YneHamun multicast

rpynn.

8.6.5.1 Basic Information

O6was nHdpopmauus o IGMP HacTponkax HaxoguTcsa B cnepyloleM pasgene
WEB uHTepdeinica kommyTaTopa:

Advanced Configure > IGMP Snooping > Basic Configuration
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Yrdormation & Status

IGMP Snooping Configuration

Fietwork Admin __ e St
Global Configuration
: , 1
Post Configuse Snooping Enabled [
YpoE Unregrateead IPMOwE Floodng Eralied |
> Aanced
et b Sousrs i J Port Related Configuration
« WAC Table
=VLANs Port | Router F
PR Isolabon l . Fﬂ‘ll L
= Loop Frotection . 2 =
PEgannng Tree 1 - =
g 2 C Ll
eHE [ [
" ERFS 4 = .
wiGHF Snocping " (il -
e Dazic = - -
| Comguraten & O O
o VLA 7 ] ]
Confouraten 9 1 [l
«LLOP a O O
Snooping Bkn/Bbikn dpyHkuumn IGMP Snooping. 3HaveHne no
Enabled yMOM4aHuio — oTkIto4eHo (disabled)
Unregistred
|PMQV4 OTmeTbTe Yekbokc, YTobbl BKMOYMTL dyHKUMo Unregistred
Flooding IPMCv4 Flooding.
Enabled

Router Port

Mone onpenenseT, kakne NopTbl 6yAyT OTMEYeHbI, Kak
router nopTel. Router nopT B kOMMyTaTOpe BedeT K
multicast ycTpocTBy unm yCcTporcTBy, 3anpalumsatoLLemMy
IGMP. Ecnin B kadecTBe router nopta BelbpaH nopT
arperMpoBaHHoOW rpynnbl, TO BCA rpynna noptos Gyaet
BbINOSHATL POrib router NopTos.

Fast Leave

[aHHas HacTpolika oTBevaeT 3a yaaneHme MAC agpeca
Heme[J IEHHO Mocre NoMNy4YeHnst COOOLEeHNsa ang rpynmbl.

HaxmunTe Save, 4To6bl COXpaHUTbL HaCTPOWKM.




8.6.5.2 IGMP Snooping VLAN Configuration (Hactpowka IGMP Snooping

ana VLAN)

Hactponka IGMP Snooping ansa VLAN HaxoguTca B criegyoLliem
pasgene WEB uHTepcelice kommyTaTope:

Advanced Configure > IGMP Snooping > VLAN Configuration

Sebwanon & Stasie
PNt Adets
Port Contigaw
ik
YA Esoud Tivbypsw
S UAC Tatde
LT L
ETANAIN
L% Froseonn
*ipareny Tree
Y 3
aphr
=G Sasany

LETN

IGMP Sneoping VLAN Configuration

Siat Sam VIAN | win 31 srtewy pw page

| Delste | VLANID | Snoogping Enabiled | Ouerier Elsction | Querier Adsrass |

bedate | | =

L ‘:‘PWZI.
LA
. Coetouata
Snooping BkntoueHue IGMP ana VLAN. 32 VLAN moryT GbiTb
Enabled oTmeyeHsl ansa IGMP Snooping
Querier ]
Election Bkniounts BeTynnenne IGMP Querier B VLAN.
Querier Mone onpenensiet IPv4 agpec UCTOYHMKA, UCMONb3YOLErO
Address IP 3aronosok gna IGMP. o ymonyaHuio 3To none paBHO

192.0.2.1

HaxmunTe Save, 4To6bl COXpaHUTb HAaCTPOWKM.
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8.6.6 ERPS (Mpotokon ERPS)

ERPS - cneumanbHbii nNpoToKon ANns 3awuTbl KOMMyTaTopa OT CeTeBbIX
neTenb NPU UCNONb30BaHMM B KOMbLIEBOW TOMOMNOrmMn. Bpemsa BocctaHOBNEHNSA
TOMONOrNN NPW UCMONb30BaHMM 3TOrO NPoToKona < 50ms.

lMpumeyvaHue: lNeped unonb3osaHuem ERPS nHeobxodumo omknwyums STP
Ha rnopmax, mak Kak OHU SI8/I1F0mMCS 83aUMOUCKITHYaoWUMU.

Pasgen c HacTponkamn ERPS Haxogutcsa no agpecy:

Advanced Configure > ERPS

Nhrndm S tam

Eeract Rapd Ning Fruzior Baticrity

::‘:":," Dwlze iz iD Eweelore | GwatPoe | Brg Taze | (rarconnacis Hoda | Major ARG © | Al
SRR r 1 ' 2 Wiz : -
et Miare | o2 ' 1 o - - <
L - les oL i
swoTae ] _MiveTeSive LadlLLA:
AN,
Ring ID NaoeHtudgukatop ERPS Ring
East Port Homep nopTa, koTopbliii y4acteyeT B Ring Protection
West Port Homep gpyroro nopta, koTopbin y4yacteyeT B Ring
Protection
HocTtyneH Bbibop
Ring Type Major Ring — ocHoBHOE KOMbLO

Sub Ring — BcnomoraTtenbHoe KonbLo

Mo ymonyaxuio T1n konbua — Major Ring.
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Intercorrected

B Tononoruun «mynsTukonsuoy, Intercorrected Node — ato

Node y3en coeauHsoLmn 2 unu 6onee Konew,.
B Tononormun «ogHo konbLo», Major Ring ID nmeet Toxe
Major Ring ID camoe 3Ha4deHue, yto 1 Ring ID.
B Tononornn «MynbTMKONbLO», CYGKOMNbLO UMEET TOT e
T1n, 410 1 Major Ring ID
R-APS VLAN
(1-4094) Mone onpenensiet VLAN ana R-APS VLAN'os.

HaxmuTe Save, 4ToObl COXpaHUTL HACTPOWKM.

Mocne HaxaTus Ha Homep nog nonem «Ring ID» oTkpbiBaeTcs ctpaHuua WEB

MHTepdenca, Kak Ha pUCYHKE HUXKE:
Riunsdrl Bam —'-na.m ) cegeusn Swinvieh 17 Famb
:\:-: e luy
-~ gu|unm|mm|uu-wuu|humnw nm\‘mm— MNG“I."EL
Aol D - L L
."‘i_" sdrow wbysdny
i ’r-o—-a m—u.qwnmuu«n.]
e b v
s I AL |
e L Corkyarny
2l
ixiidao WAV A
iy e [am ~ BDue
AT L e e
TR Proteshin .""i“ ,“.‘ N | Wuass T lnlha WeiPes |
Vo P ““""m ! iy acies — 2’_‘ [
(155 '
. HaxxMuTe Ha BbinagatoLlee MeHto, YToObl BbIbpaTh BpeMsi
WTR (Wait to Aatoll ’ paTs Bp

restore) Time
(1-12)

no BoccTaHoBneHus R-APS.

JocTynHbln AnanasoH 3HayeHnin 1-12 MuH. Mo ymonyaHuio

— 1 MuH.
Revertive OtmeTbTe YekBoke, 4ToObI 3aaaTh ctatyc Revertive ans R-
APS
VLAN Config | Mocne Haxatns Ha VLAN Config, aTo npusenet Ha

ctpanumuy Rapid Ring VLAN Configuration
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Haxxmute Ha BbiNagatowee MeHo, YTOObI BbiOpaTb porb:
RPL Role None — 6e3 ponu
RPL Owner — Bnageneuy RPL

RPL Neighbor — «coceg» RPL

Haxmute Ha BbinagatoLee MeHio, YToObl BblbpaThb TvN
nopta

RPL Port None — He BbIGpaHo
East port
West port

HaxmuTe Save, 4ToObl COXpaHUTL HACTPOKM.

Mocne Haxatua Ha VLAN Config oTkpbiBaeTcst ctpaHnua WEB uHTepdenca
HacTponku Rapid Ring VLAN, kak Ha pUCyHKe HuXe:

> e :
Sormaion § SEoe Rapid Ring VLAN Configuration 1
»Network Admin
Delete | VLAN ID
»Port Configure o -
»PoE
¥ Advanced Configure |__Add New Entry ||[Back]
= MAC Table

i

Haxmute Add New Entry, ytobbl 4O6aBMTE HOBYIO 3anuChb.
HaxmunTe Save, 4To6bl COXPaHUTb HACTPOWKM.
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8.6.7 LLDP (HacTtpowuka npotokona LLDP)

Link Layer Discovery Protocol (LLDP) — npoTokon kaHanbHOro
YPOBHS, NO3BONALLNIA ceTeBOMYy 060pyaoOBaHMIO OnoBeLaTtb 06opyaoBaHue,
paboTatoLLee B NoKanbHON CETU, O CBOEM CYLLECTBOBaHUN U nepedasatb emy
CBOWM XapaKTepuUCTUKK, a Takke nonyvaTb OT HEro aHanorvyHble CBEeAeHUS.
OnucaHune npoTtokona npusoauTtca B ctaHgapTe IEEE 802.1AB.

HacTpoikn faHHOrO NMpOTOKONa HaxoasTcs B criedyloleM pasgene
WEB nHTepdeiica kommyTaTopa:

Advanced Configure > LLDP

Prtcrmaton & Statss LLDP Comfguration
M ST
LLDP Farametars
¥ Port Contiguns
Ypor Tx lewrynd | 0 weande
* Averced Confne Teboold (¢ taren
«UAC Tacde Te Doy secrvdy
s\Lve Ixlamb socord s
P Gobivon
* Locp Prewcan LLDP Pert Configuration
bpweg Tive
outr = Optisnal TLVs
N Port| Mode | PoriDuscr | Sys Mame | Sys Deser | Sys Capa | Momt Addr
! PEAR Soaprg . - 1 19| =3 %) =
| =uinr | 1 [Bazabled & =) ‘ v |
¥ Soumty Cufigas 2 Mirabled = 53] = =l 173
'Q“(W" 7 FPaizabled & 12 0 vl i
4 hirebled w 15 ) - F
*Diagacetes Pasabled » B =) 7 B o
Flawnnance f Jarabled ! > - F ”
B O0aHHOM noJse eCTb BO3MOXHOCTb HaCTpOUTb TEKyLLne
LLDP HacTpoliku ons nopra:
LLDP TX interval
Parameters | Tx Hold
Tx Delay
Tx Remit
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Mode

Bbi6op LLDP coobuennin ons pexmnma oTnpaBku 1
npvema.

Tx Only

Rx Only

Enabled

Disabled

Optional TLVs

Mone oTBevaloLLee 3a HAaCTPOKMKY MHOpMaLMK, KoTopas
BkntoyeHa B TLV none nybnmkyemMbix cOoBLLEHUIA.

Port Descr

Sys Name

Sys Descr

Sys Capa

Mgmt Addr

HaxmunTe Save, 4To6bl COXPaHUTb HACTPOWKM.

8.6.8 Loop Protection (3awurta o1 ceTeBbIX NeTenb)

OaHHbii pasgpen WEB uHTepdpenica kommyTatopa npegoctaenseT AOCTyn K
HacTponKaM 3aWuTbl OT CeTeBbIX NeTenb Bo BpeMmsi broadcast unu multicast

LTOpMa.

Advanced Configure > Loop Protection

Minkrmagon & Satus

Loop Protection Configuration
Yrstwork Admn
Vet Contgure P07 50— ]
. 7 Giobal Configuration
; e wl”m Dazable &
v Advanced Confgure | Transmsion T 5 seconds
*NAC Tatile m Time 15 seconds
o YLANS .
PPart inciion
-LomPn:m:!MI P Enable A i m
*Spaneing Treo - - ~ - L
§ w 2 -
‘:‘E?:S 1 &) Shutdown Port w inable »
.
WGP Snosong 7 [:' Surtdown Fort wed Log » Picable w
«LLDF 3 B log Oniy v Enatle »
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Bkn/BbIKN 3alMTbl OT CETEBLIX NETENb.

Global Transmission time — 3Ha4yeHWe B cek, oTBeyvaroLlee 3a
Configuration | Nokasatens Loop Protection Interval Time

Shutdown Time — 3Ha4eHWe B Cek Ar1si HAaCTPOMKM nopTa
Shutdown Time

Enable OtmeTbTe YekBoke, 4TOObI akTuBMpoBaTb Loop Protection
Ha nopre.

[ewncTtBre, npumeHstoLLLeecs K NOpTy, Ha KOTOPOM
3amMeyeHa ceTeBasi neTns.

Shutdown port — oTkntoveHne nopta

Action
Shutdown port and log — oTknto4eHne nopTta 1 3anucb B
XKypHan
Log only — Tonbko 3anuck B XXypHan.
Tx Mode Bkn/Bbikn Pexxuma nepegaum Tx

HaxmunTe Save, 4To6bl COXPaHUTb HACTPOWKM.

8.7 QoS (MpuopuTtesaumus Tpacuka)

Quality of Service (QoS) — TexHomnorns NpegocTaBneHnst pasnnyHbIM
Knaccam Tpadomka pasnuyHbIX MPUOPUTETOR B 06CHYXMBAHUMN.

QoS nosBonsieT 3ajaBaTb  pas3NMYHble  YPOBHW  CETEBOIO
obcnyxnBaHus Ans pasHblX TUMNOB Tpadouka, TakMx Kak MynbTUMeOUiHbINA,
Buaeo, u npouve Tunbl. C nomouwpbd QOS MOXHO MOHWXaTb MpuopuTeT
06paboTkn Tpaduka, KOTOPbIA HE SBRSIETCS BaXXHbIM.
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8.7.1 QoS Port Classification (Knaccudmkaumnsa noptoB ¢ nomoubro QoS)

HacTpouTb pasHble knaccbl Ansi MOPTOB MOXHO B CriefyoLlem
pasgene WEB uHTepcelica kommyTaTopa:

QoS Configure > Port Classification

Pinformation & Status QoS Ingress Port Classification

P hetwork Admin
Port | CoS | DPL | PCP | DEI | Address Mode
*Port Configure o > ,
< v S W LT N7 Y S/ »
*Pok | ! O 08 O |1« |Source v
"WW“’CW I 2 I w R lw 0w Deztanation »
» Security Configure 3 2w 0w 2w |0w |Source v
[ | 4 3w 0w 3w 0w |Destaination w
QoS Configure
- | 5 1 1) q 0 ¢
[-Pcdtlu:lﬁc:uun 2 h > ~ ot >
« Port Policng ‘ f 5% 08 5w 0« | Source v
» Por Scheduler 7 6% 0w éw |0« |Source v
= Port Shaping I 8 7w 0w Tw |0« |Source v

Mone oTBevaeT knacc obcnyxmeanus. [nanasoH ot 0 go 7,
rae 0 (camblin HA3KMA NpUoOpUTET), @ 7 (CaMblil BbICOKMI

CoS npuopuTeT).
lNpumeyanrue: Mo ymonyaHuto 3Ha4eHue CoS usmeHsemcsi
OuHamu4yecKu.

DPL More oTeeyaeT 3a Drop Precedence Level

PCP Mone oTeevaeT 3a 3HayeHne PCP. Bce nakeTsl

knaccnduumnpyotes Ha ocHoee PCP.

DEI Mone oTBevaeT 3a 3HaveHne DEI no ymonuaHuio. Bece
nakeTbl knaccuduumpytoTcs Ha ocHose DEI.

Address Mode | |p/MAC pexum

Haxmute Save, 4ToGbl COXpaHUTb HACTPOWKM.
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8.7.2 Port Policing (PyHKUMsA orpaHU4YeHUsi CKOPOCTM Ha nopTax)

OaHHas

dyHKUMS  HaxoauTcs

WUHTepdenca kKommyTartopa:

QoS Configure > Port Policing

cnegywowem pasgene WEB

Mnformasion & Status

QoS Ingress Port Policers

Fhetwork Aamin
Port | Enabled | Rate | Unit | Flow Control |
PRort Contagure ——
: O 00 < W |

*Pok 1 500]  kbpe @ =
¥ Advanced Configure 2 " 500 Mbpz w |
¥ Sacurity Configure ~ 500 fps )
* (oS Contgure 1 300 kfpe ¥ ]

«Fod Classification E 3 500 kbpz w [l

kForPaolicng | i 2 500 kbpz w ]
Enabled OTmeTbTe Yekboke, YTOBbI akTMBMpoBaTb yHKUMIO Port

Policing ansa nopTta

Rate

3HayeHune no ymonyanuio 500. [lnanasoH BO3MOXHbIX

3HauyeHuin 100-1000000, ecnm B none Unit BeiopaHo kbps
(K6wut/c) nnu fps (naketos B cek) n 1-3300, ecnu B none
Unit Bbi6paHo mbps (M6uT/c) nnm kfps (Teicay nakeToB/cek)

Unit

3HayveHune no ymon4daHuio — kbps (Kéut/c)

Flow Control

Ecnu ynpaBneHve noTOKOM BKMOYEHO U MOPT HaxoauTcs B
TakoM pexume, TO OTNPAaBAAIOTCH NakeTbl «Nay3bly,
BMeCTO oTbpacbiBaHUs NakeToB..

Haxmute Save, 4ToGbl COXpaHUTb HACTPOWKM.

52



8.7.3 Storm Control Configuration (HacTtpoika 3awmTbl OT ceTEBOro

wTopma)

OanHas  dyHKumA
uUHTepdenca kKommyTartopa:

QoS Configure > Storm Control

Haxogutca B

Pinformation & Status

Storm Control Configuration

P Network Admin _ _ =
Frame Enable | Rate
¥ Port Configure Type | > | (pps) |
Umizast O 1 v
PPk Mulucast 2] IN24E
P acvanced Configurs Broaccast 1 DEEE
¥ Secunity Conbgure .
[ Save U.e:e’.
¥ QoS Contigure
«Port Claszifizabon
«Fort Potcing
s Part Schechrer

«Fort Snaping
= oS Coolyol List

cnegywowem pasgene WEB

Frame Type

KommyTaTop nogaepxusaet 4o 3 TUNOB NaKeTOB, KOTOPbIE
MOTyT HECTW Yrpo3y B BUAE CETEBOIO LLUTOPMA:

Unicast
Unknown Multicast

Broadcast

Enable

OTMeTbTE YeKkBOKC, YTOGHI BKIOYMTL 3aLLUTY OT CETEBOIO
wTopma

Rate (pps)

CkopocTb nponyckaHus naketos B cek (pps). [ocTynHble
3HaYeHus:

1,2, 4,8, 16, 32, 64, 128, 256, 512, 1K, 2K, 4K, 8K, 16K,
32K, 64K, 128K, 256K, 512K, 1024K.

HaxmunTe Save, 4To6bl COXpaHUTb HAaCTPOWKM.
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8.8 Security Configure (HacTponkn 6e3onacHocTu)
8.8.1 Password (Maponsb)

Maporb cucTeMbl MOXHO MOMEHSATb B AaHHoM pasgene WEB uHTepdelica
KOMMyTaTopa:

Security Configure > Password

Pinformation & Status System Password

PHatwork Admin

P Port Configure Ot Passward :
New Password

»Pok 1|
Confirm Now Password

» Advanced Configure

I' Security Configure I | Save
-Pu::-;wora ]
* SSH
=HTTPS

=Pont Security Limit

Haxmute Save, 4ToGbl COXpaHUTL HACTPOWKM.

8.8.2 802.1X

CraHpapt |IEEE 802.1X onpegenseT nNpoOTOKON KOHTPOMS AOcTyna u
ayTeHTUduKaLmm, KOTOPbIM  OrpaHMuYMBaeT MpaBa HeaBTOPU3OBaHHbIX
KOMMbIOTEPOB, NOOKIHOYEHHbIX K KOMMYTaTOpYy.

CepBep ayTeHTUdMKauMM NpoBepseT KakAbli KOMMbOTEp nepea
TeM, Kak TOT CMOXeT BOCMONb30BaTbCHA CepBMCaMu, KOTOpble NpegocTaBnseT
emMy KommyTaTtop. [Jo Tex nop, Noka KOMMNbITEP HE ayTeHTMMULMPOBArCs, OH
MOXET ucnonb3oBatb Tonbko npotokon EAPOL (aHrn. extensible
authentication  protocol over LAN) 1 Tonbko nocrne  YychnewHown
ayTeHTMdMKaLuM BECb OCTarnbHON TpadnK CMOXET NPOXOANUTbL Yepes ToT NopT
KOMMyTaTopa, K KOTOPOMY MOAKMIOYEH AaHHbIN KOMMNbIOTEP.
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KommyTaTtop noggepxvBaeT MPOTOKON KOHTPOSs AOCTyna Ha OCHOBE
IEEE 802.1X. Hactponkn Haxopsatca B cneaywwem pasgene WEB
UHTepdenca kKommyTartopa:

Security Configure > 802.1X

FNEn s S

Fivean s asvan

Mulmork Accuws Swiver Conhgulion

Bysoen Conlgurason

PPust Coalaas
Five Mo | Czaabled =
> . | Rawihartvarys Deabied | ]
e e [Pvoatvaslastios Faitd s
¥ Scarty Corkgaw TEAUL dimesst % o—
sF iy Apfon Pariat (1) rad 2w
S pvesy
. e Ll Thrw " ALtk
sPrEIZenssley
B s Par Configuration
CL -
Mo L_’f'.fl.f.‘_ii.."_“'_.&“ ian’” 1 &.‘
'1‘.‘”\;: Sas Prrse srtbecitee @ Lkbah Dwosad
\ 2 Fuvwmrilaniwn v Chleh Oratwd
st .
1 Ferss enbecisad » ity .\ Taked
baas NSRRI UK T UL T
i Parw entheciece v ChtahyDuasad
B aTom none nonb3oBaTenb MoxeT BkN/Bblkn 802.1X nnu
System. NMOBTOPHYIO ayTeHTU(MKaLMIO, a TaKkKe HacTPoUTbL Nepuos
Configuration | nosropHoit ayreHTudmkaLmu, TaitmayT anst EAPOL,
nepuoa yctapeBaHus 1 BpeMs yaepxaHus.
B BbinagaroLLemMm MEHIO MOXHO BbIOpaTb HACTPOVKK ANst
COCTOSIHUS MOPTOB:
Port Force Authorized — yckopeHHas aBTopum3ayus
Configuration | Force Unauthorized

802.1X — aBTOpM3auus Ha 6ase npoTokona 802.1X

Mac Based Auth — aBTopm3sauus Ha 6aze MAC agpeca

Haxmute Save, 4ToGbl COXpaHUTb HACTPOWKM.
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8.8.3 DHCP Snooping (3awuTa ot atak ¢ ucnonb3oBaHmem DHCP)

8.8.3.1 About DHCP Snooping (Onucanune cdyHkunn DHCP Snooping)

DHCP snooping — cyHKUuuss KomMmyTaTopa, npegHasHadeHHas ans
3aWnTbl OT atak ¢ ucnonb3oBaHnem npotokona DHCP. Hanpuwmep, ataku ¢
nogmeHon DHCP-cepsepa B cetn unu atakm DHCP starvation, kotopas
3actaBnsier DHCP-cepBep BbldaTb BCe CyLLECTBYHOLIME HA CepBepe aapeca
3T0YMbILLIEHHMKY.

DHCP snooping perynupyet Tonbko coobuieHns DHCP n He moxeT
NOBNUATbL HaMpsMyl Ha Tpaduk nonb3oBaTenen WnuM Apyrme npoTOKOfbl.
HekoTopble yHKUUM KOMMYTaATOpPOB, HE WMEKLME HEMNOCPeaCTBEHHOMO
oTHoweHuss Kk DHCP, MoryT BbIMONHSATbL NMPOBEPKM HA OCHOBaHUM Tabnuubl
npuessok DHCP snooping (DHCP snooping binding database). B nx uncne:

v" Dynamic ARP Protection (Inspection) — npoBepka ARP-naketos,
HanpaBneHHas Ha 6opbby ¢ ARP-spoofing,

v"IP Source Guard — BbinonHsieT npoBepky |IP-agpeca otnpasutens B IP-
nakeTax, npegHasHaveHHas Anst 6opb6bbl ¢ IP-spoofingom.

DHCP snooping nossonser:

v\ 3aWuTUTb  KNMEHTOB B CeTM OT MONnyyeHuss agpeca oT
HeaBTOpu3oBaHHoro DHCP-cepBepa,

v/ perynupoBaTb Kakue coobleHnsa npotokona DHCP otbpacbiBaTts,
Kakue nepeHanpasnsiTb U Ha Kakue nopTol.

Ons npasunsHon pabotel DHCP snooping, Heobxogumo ykasaTb kakue
nopTbl KOMMYyTaTopa 6yayT fgoBepeHHbIMU (trusted), a kakme — HeT (untrusted,
B AanbHenwemM — HeHaaEXHbIMU):

v' HeHapéxHble (Untrusted) — nopTbl, K KOTOPbIM MOAKIHOYEHbI
KMUEHTBI. DHCP-oTBeTHI, npuxoasiumne c 3TUX nopToB
oTOpacbiBalOTCA  KOMMyTatopoMm. [Ina  HeHagéXHbIX  MOpPTOB
BbINOMHAETCA psa npoBepok coobweHun DHCP n cosgaétca 6asa
AaHHbix npusaskn DHCP (DHCP snooping binding database).

v' [oeepeHHble (Trusted) — nopTbl KOMMyTaTopa, K KOTOPbIM
nogkrnoveH gpyron kommytatop unun DHCP-cepsep. DHCP-nakeThl,
nosny4YeHHble C JOBEPEHHbBIX MOPTOB HE OTOpackiBatoTCS.
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8.8.3.2 DHCP Snooping Configure (HacTtporika DHCP Snooping)

Hactponku cyHkumn DHCP Snooping Haxogatcs B crnegylowem pasgene
WEB nHTepderica kommyTaTopa:

Security Configure > DHCP > Snooping Settings

*rersrean 3 Siem DHCP Sncoping Configuration
® Nemmeh ASren e
| Soseping Made | Gl o

v Caniguew
Pk

>idvesced Corbowe Part Mode Configuration
ATy Ll e

e barians) r.:‘l ﬁ_ A |
TS 1 Taeted :
sFotdenmn Live e
i - -
[ Tt ed
O ;| rantad
| N0y Trited
Tetire £ (vascated »
sDroxer) Tats " »
sfaind ; "
PPN " S Slvamat
DHCP
Snooping HaxmuTe Ha BbinagatoLee MeHo, 4Tobbl Bkn/Bbikn DHCP
Mode Snooping
Mone otobpaxaeT pexum DHCP Snooping anst nopTos:
Port Mode Trusted — goBepeHHble NOPThI
Untrusted — HegoBepeHHbIe MOPThI
MogpobHee B nyHkTe 8.8.3.1 About DHCP Snooping

Haxmute Save, YToGbl COXpaHUTL HACTPOWKM.

8.8.4 IP&MAC Source Guard

dyHKUMA KOMMyTaTopa, KoTopas orpaHuumBaeT IP-Tpacdhuk Ha
UHTEepdencax 2ro YpoBHSA, uUnbTPyst Tpaduk Ha OCHOBaHUKM Tabnuubl
npmBssok DHCP snooping wu crtatmyeckux cooTBeTcTBUn. PyHKUMA

ucnonbayetcs ansa 6opbbel ¢ IP-spoofingom.
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8.8.4.1 Port Configuration (Hactpownka IP&MAC Source Guard ans

nopToB)

Hactpoutb pyHKUMIO

IPRMAC Source Guard ans nopToB MOXHO

cnepytowem pasgene WEB uHTepderica kommyTaTopa:

Security Configure > IP & MAC Source Guard > Configuration

Foloomatos & Steon

IP Source Guard Configuration

Filcowoes Adnin
IM ‘ Jazabled &
"ot Configure
M 3 Tramiar: dsnmwds Lo oglic ]
* tenced Coodorm
W Seonty Coehor e
T ePizaawd Port Mode Configuration
=
- T— —
sHITHE Port  Mode | Max Dynamic Clierts |
oL Seours L 3 "D o
s {azsab.ed » Urlimated -
L
2 Daesh.ed w Jrlimated v
*CHIP
2 3 laeab.ed v Urlimated -
". Sl Ko sen “ kllrlrb.rtd - ij.‘.l‘.';\" ol Av
Cuais i bt . lxncnhio Y
m S Lacaboed » Urdimated v
«Ztabe Totis 6 Iirabied w Jelisated -
P A6C Viapa Ty T Iicaboed & Uzlizated -

B

Global Mode | HaxmuTe Ha BbinagatoLiee MeHto, YTOObI BKI1/BbIKN
dyHkumo IP&MAC Source Guard rmo6ansHo.
Port Mode Haxmute Ha BbiNagaloliee MeHo, YToObl BK/BbIKN

dyHkumo IP&MAC Source Guard ansi BeibpaHHoro nopta.

Max Dynamic
Clients

Haxmute Ha BbiNagatowee MeHo, YToObl BbibpaTb
MaKcuMarbHOE KONMYeCcTBO ANHAMUYECKUX KNUEHTOB.
OoctynHble 3HaveHus: Unlimited, 0, 1, 2.

HaxmunTe Save, 4To6bl COXpaHUTbL HaCTPOWKK.
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8.8.4.2 Static Table (Tabnuua ctaTuyeckmx cooTBeTCTBUN)

Ha panHon ctpaHnue WEB wuHTepdenca kommyTatopa ecTb
BO3MOXHOCTb BPY4YHYIO HacTpouTb Tabnuuy cTtaTtuyecknx COOTBETCTBUN AN
dyHkummn IP&MAC Source Guard. Bce HacTpoykmn 4OCTYNHbI 30eCh:

Security Configure > IP&MAC Source Guard > Static Table

Hirformation & Statis Static IP Source Guard Table
FroTacos Aamis
: Delete | Port | VLANID | IP Ad@ress | WIAC address
ol Comanw
Iaoata I
YFok
Padsanced Cosgure T35 New Entoy J
(T ESwnany Conlpa e (e | Varat ]
Pl R
.55
HTTEE
it Seear iy Lt
2021
PACL
FIHCP
wIPBMAC Bzurze |
BT I
sGomiprabon
| =3k Tazk
PARFP nzpecton
Port HaxmuTe Ha BbinagatoLlee MeHio, 4Tobbl BbIbpaTh NopT
VLAN HaxmuTte Ha BbinagatoLee MeHio, 4Tobbl Bbibpats VLAN

ID

IP Address | rone ¢ IP agpecom

MAC Address | Mone ¢ MAC agpecom

HaxmunTe Save, 4To6bl COXpaHUTb HAaCTPOWKM.
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8.8.5 ARP Inspection (MpoBepka ARP nakeTtoB)

®PyHKUMA KOMMYyTaTOpa, NpefHasHavyeHHas Ans 3awuTbl OT aTtak C
ucnonb3oBaHnem npotokona ARP. Hanpumep, atakm ARP-spoofing,
no3BonsilWen nepexsatbiBaTb  Tpaduk  Mexay  ys3namu,  KoTopble
pacnonoxeHbl B Npedenax O4HOro LWMPOKOBeLLaTerNbHOro JOMeHa.

Dynamic ARP Inspection (Protection) perynupyeT Tonbko coobLeHus
npoTtokosia ARP 1 He MOXeT NoBNMATL HanNpPsAMyo Ha TpaduK Nonb3oBaTenemn
UnNun gpyrme npoTOKOSbI.

8.8.5.1 Port Configuration (Hactponka ARP Inspection ans noprtoB)

Monb3oBatenb MoxeT HacTpouTb ARP Inspection ona KOHKpeTHOro nopTta Ha
aton ctpaHuue WEB vHTepderica kommyTaTopa:

Security Configure > ARP Inspection > Port Configuration

» .
kformation & Status ARP Inspection Configuration
P psstwork Adein s et
[ Moda| Dizabled o |
¥ Part Configura : '
YpPof | Traelate dmamic to static
¥ Achianced Configure
¥ Secanty Configure I
T ePanzwerd Port Mode Configuration
= E3H
+HTTFS Port  Mode | Check VLAN | Log Type
= Port Secunty Uime v | &y ol | < <) e
:?Z‘LL( 1 Dizahled vl [Dizabled « Hone -
Ly |
2 |Dizabled w| |Disabled & None w
3 . |
A2 3 | Dizabled v;‘ | Dizabled Nane  w
N:-‘&:;f‘ =0urce 4 Dizabled >V; |Dizabled w Wone w
& |Disabled v] [D12abled w! [Mone s
ARP I '
it i 6 Dieabled w! |Digabled »| None w
s Fon 1 1
Corfiguration 7 [Dizabled | [Dizabled | |None
o VLAN B Digahled v& ‘,'.lh:ul-lmf v Honw v
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Global Mode | Haxmute Ha Bbinapatoee MeHto, 4Tobbl BK/BbIKT ARP
Inspection rno6anbHo.

Port Mode Haxmute Ha Bbinagatouiee MeHto, 4Tobbl Bkn/Bbikn ARP
Inspection ans nopToB.

Ecnn Heobxoammo Bkntounte ARP Inspection ansa VLAN,
Check VLAN | aktuempyinTte (enable) doyHKLMIO B BbiNaaatoLiem MeHIo
«Check VLAN». 3HaueHMe No yMONYaHUo — OTKIOYEHO
(disable).

None — xypHan ARP Inspection He BegeTcs.

Log Type Deny — xypHan Begetcs Ans 3abnokMpoBaHHbIX 3anucen.

Permit — xxypHan BegeTcsa Ans paspeLlLeHHbIX 3anucen.

ALL — >xypHan BegeTcs Ansi BCex TUMNoB 3anuncen.

HaxmunTe Save, 4To6bl COXPaHUTb HACTPOMKMN.

8.8.5.2 VLAN Configuration (Hactporka ARP Inspection ansa VLAN)

Hactporiknu ARP Inspection ana VLAN Haxogsatcss B crnegylolem
pasgene WEB vnHTepdenca kommyTaTopa:

Security Configure > ARP Inspection > VLAN Configuration

Hekrsmation & Satom VLAN Mode Configuration

Plistaves Ao

Pt Condbyers Strpran oAl arh AT pr 1)
{0 Dalete | VLAN ID | Log Type |

Fadsasonl Loslgs s Pwisza Il Meen o

;'S-nnn akprs 2o Bew L’-lt,\_'_,
. TaeeATAL e e
. 2
«HTTF3
o vl Heznky Loy
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L

= Fazet |

e
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LR B Bt L 1)
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61



VLAN ID Otobpaxaet VLAN ID ang tekywen VLAN

None — xypHan ARP Inspection He BeaeTcs.

Log Type Deny — XYypHan Begetca ans 3661'IOKI/IpOBaHHbIX 3anuncen.

Permit — xxypHan BefeTcs Ans pa3peLLeHHbIX 3anucen.

ALL —>xypHan BefeTcsa Ansi BCeX TUNOB 3anucen.

Haxmute Save, 4ToGbl COXpaHUTb HACTPOWKM.

8.8.5.3 Static Table (Tabnuua coorBeTcTBMI AnsA ARP Inspection)

Monb3oBaTenb MOXET CaMOCTOSITENbHO  HacTpouTb  TaGnuuy
cootBeTcTBMi Anst ARP Inspection. CooTBeTCTBYIOLWME HACTPOMKN HAXOOATCS
B criegyowem pasgene WEB unHTepdgeica kommyTtaTtopa:

Security Configure > ARP Inspection > Static Table

Pindomanion § St Static ARP Inspection Table
Fratmors Al

Dolte | Port | VLANID [ MIAC Address | IP Address

Foun Cormgm
Dalnte ' 1 =

L%

¥ Lteancod Conbure 23 Ker Setey )

i mtascel | G [Pt )
o Dy TR e
«3H
sHITFE
o Secae kLo
$E0Z1X
L
MOHCP
PUAMAL Surom
T
“'R2nprcion I
T ePan
PRI TR
LAY
Somoreion
Slc Tk
sOmamcTioe
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Port HaxmMuTe Ha BbinagatoLlee MeHto, YToGbl BbIGpaTh NopT

VLAN Bbibepute VLAN ID ansa HacTpamBaemon VLAN

IP Address | ygaxure IP agpec

MAC Address | ykaxute MAC agpec

HaxmuTe Save, 4ToObl COXpaHUTbL HAaCTPOWKM.
8.8.6 ACL (MpaBuna koHTpons gocrtyna)

Access Control List nnmn ACL — cnucok ynpaBreHust AOCTYrom,
KOTOpbIN onpedensieT, KTo WM 4YTO MOXEeT nomnyyaTb OOCTyn K OObekTy
(nporpamme, npoueccy unu dainny), n Kakme UMEHHO onepauun paspeLlueHo
UNn  3anpeweHo  BbLINOMHATb  CyObekTy  (nonb3oBaTento,  rpynne
nonb3oBaTtenen).

8.8.6.1 ACL Port Configure (Hactpoika ACL ans nopTtoB)

HacTtponkn npaBun koHTpons pgoctyna (ACL) Haxogatcs B
COOTBETCTBYIOLLIEM pa3aene:

Security Configure > ACL > Ports
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Permit — paspeluaeT BoiGpaHHOMY MOPTY NponyckaTb
OaHHble

Action
Deny — 3anpeliaeT BbIGpaHHOMY NOpTy NponyckaTb
[aHHble
Rate ILDimiter OrpaHn4mMTEnb NPOMYCKHON CNOCOBHOCTN NOPTOB.

HacTpoiikn HaxogaTca B COOTBETCTBYHOLLEM pasfene.

Port Redirect

BeiGop nopTta, nakeTbl ¢ KOTOPOro 6yayT nepeHanpaBreHsbI.
3HaveHue no ymonyaHuto — Disabled (oTkntoueHo)

Mirror

Mone onpendensieT napameTpbl 3epKanMpoBaHns Ha
HacTpauBaemom nopTe. JoCTynHble 3HaYeHUs

Enabled — BkntoyeHo
Disabled — oTknto4yeHo

3Ha4veHune no ymonydaHuto — Disabled

Logging

BkntoueHmne/BbIkNoYeHE BeAEHNS XXypHana 3anucen

Shut Down

Enabled — ecnn nakeTbl 6yayT nony4eHbl Ha 3TOM MopTe,
nopT 6yAeT BbIKMHOYEH.

Disabled — nopT He GyaeT BbIKMOYEH NpY NONy4YEHUN
nakeToB.

3HayeHune no ymonyanuto — Disabled.

lMpumeyvaHue: daHHas pyHKUUS pabomaem, MosbKo ecru
pasmep nakema meHbwe 1518 (6e3 VLAN mazos)

State

Enabled — anst oTkpbITMA NOpTa MCNONb3yHTCA Npasuna
ACL 3apaHHble nonb3oBaTtenem

Disabled — ons 3akpbITvs NnopTa UCMOMNb3YyTCA NpaBunia
ACL 3apaHHble nonb3oBatenem

3HaveHune no ymonyaHuo — Enabled

Counter

KonnyecTBo NakeToB yAOBNETBOPSOLLMX 3aAaHHbIM
npasunam

Haxmute Save, 4ToGbl COXpaHUTL HACTPOWKM.




8.8.6.2 Rate Limiter Configuration (HacTtporika orpaHuuurens
NMPONYCKHOM CMNOCOBHOCTN NOPTOB)

MNonb3oBaTtenb MoxeT HaCTpoOuUTb npasuna ACL ans orpaHun4ynTens
ﬂpOﬂyCKHOVI crnocobHocTn ans nopToB B COOTBETCTBYKOLIEM pa3gene WEB

WHTepdenca kKommyTartopa:

Security Configure > ACL > Rate Limiter

» o .
ANOrmStion & Stets ACL Rate Limiter Configuration
P Network Admin
Rate Limiter ID | Rate | Unit
*Port Configure . T
| S ~
3 1 1 [pp= w
» Advanced Configure 2 1| pps
3 1| lpps =
-
Security Configure " - ==
« Password | {PP=. M
«SSH 5 1| ppz
“HITPS 6 1| ppe »
« Port Sacurity Limit 7 1| [pps @
-:89.2'1:(% 8 1 D= vv
l wACL ] s !
*Ports 2 £ (ppe
[ «Rate Limiters | 10 1} pps w
= Access Control 11 1| ippe w
o 12 i e v
PDHCP - 1l e B

Haxmute Save, 4ToGbl COXpaHUTb HACTPOWKM.
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8.8.6.3 Access Control List Configuration (Hactpownka ACL)

Monb3oBatenb MoxeT rmMbko HacTtpoutb ACL B cooTBeTCTBYyHOLLEM pa3pgene
WEB nHTepderica kommyTaTopa:

Security Configure > ACL > Access Control List
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8.9 Diagnostics (MHCTpYyMeHTbI ANarHOCTUKM U MOHUTOPUHTa)
8.9.1 Ping Test (TectupoBaHue coeguHus ¢ nomoubio PING)
PING aTto Hebonblwon mogynb, kKoTopbin B3aumogencteyet ¢ ECHO
naketamu ot IP agpeca, KoTopbIi NPUHAANEXUT YAaNEeHHOMY YCTPOUCTBY.

[aHHbIA  MHCTPYMEHT HaxoauTca B cooTBeTcTBylowem pasgene WEB
UHTepdenca kKommyTaTopa:

Diagnostics > Ping
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Iintformation & Status ICMP Ping

* Network Admin _
N IP Address  |0.0.0.0
rt Configure L
Ping Length |56
¥ Pok Ping Count |5
» Advanced Configure Ping Interval |3
St | Start |
*QoS Configure
¥ Diagnostics

= Cable Diagnostics

= CPU Load
IP Address IP agpec ynaneHHoro agpecara, KoTopblii He06X0AMMO
npoBepuTbL
Ping Length | Yucno ot 1 go 1452. 3HaueHme no ymonuanmio — 56
Ping Count Konuyectso otnpasnsiemblx PING 3anpocos. OT 1 go 60.
Ping Interval WHTepBan mexay otnpaskoi PING 3anpocos.

Haxmute kHonky «Start», 4ToObl MPUCTYNUTL K TECTMPOBaHWUIO C MOMOLLbIO

Ping
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8.9.2 Cable Diagnostics (MpoBepka kabens)

OunarHoctnka kabens p[ocTynHa TOMbKO ANs MedHbiX kabenen,
coBmectumbix ¢ 10/100/1000BaseT. WHCTpymMeHT no3BonseT onpeaenntb
anuHy kabens n ero coctosiHue.

Diagnostics > Cable Diagnostics
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HaxmuTe kHomky «Start», 4ToObl MPUCTYNNTbL K ANArHoCTUKeE.

8.9.3 CPU Load (3arpy3ka CPU kommyTaTtopa)

Ha paHHoi ctpanuue WEB uHTepdelica Haxogutca rpacuk 3arpy3km CPU
KOMMYyTaTopa B pearibHbli MOMEHT BPEMEHMW.

Diagnostics > CPU Load

T Lo [~ AR,
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8.10 Maintenance (O6cnyxusaHue)

8.10.1 Restart Device (Mepe3arpy3ka kommyTtaTtopa)

Ha panHoi ctpanvue WEB wuHTepdpelica HaxoguTcsi MHCTPYMEHT AOns
yAaneHHowm nepesarpysku kommyTaTopa.

Maintenance > Restart Device

¥ i 1 . e Fata Db

abwred L Ak

L =
i

SrRI e
LIS —
Fe i Lo
=Ferwraee Tt

Yes — nepesarpyska kommyTaTopa

8.10.2 Factory Defaults (Bo3BpaT k 3aBOACKMM HacTpoOWKam)
Ha panHon ctpavvue WEB wuHTepdenca HaxogutCcss WHCTPYMEHT Ans
BO3BpaTa KOMMyTaTopa K 3aBOACKUM HACTPONKaM.

Maintenance > Factory Defaults
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Yes — cbpoc HacTpoek kKoMMyTaTopa K 3aBOACKUM.
8.10.3 Firmware Upgrade (O6HOBRneHne NnpoLInBKN)

Ha paHHon ctpaHuue WEB nHTepdeinca HaxoauTcs MHCTPYMEHT Ans
0BHOBNEHNS NPOLLUMBKM KOMMYyTaTopa.

Maintenance > Firmware Upgrade

Pidormation & Status Software Upload
P etwork Admin

»Port Configure
*Pok

Beowse | | Upload |

* Advanced Configure
» Secunity Configarre
? QoS Configure

*Dagnastics
['Il-mmnnco
« Restart Dence
« Factory Defaults
[+ Finmmare Upgrade |

o Flimware Select
Haxmute Browse, Bbibepute dann ¢ npowwmskon. Haxmnte Upload, 4Tobbl
3arpy3vTb NPOLUUBKY B KOMMYTaTOP.

8.10.4 Firmware Select (Bbi6op Tekylien NpoLlnBKM KOMMYTaTOopa)
KomMyTaTop nossonsieT BblbpaTb 0AMH U3 2X 006pas3oB TeKyllen MpOLUMBKU
KoMMyTaTopa

Maintenance > Firmware Select
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[ns Bbibopa anbTepHaTUBHOM MPOLUMBKM HaXXMUTe KHOMKY «Activate Alternate
Image»

onvelend St Softwars Image Selection
Fetaank fudmn
: ~heeiva iwage 1
o Contgure mage Mg _
Ypar Version HGTLT fstandadaee) V1 10020152401
late 205408 SS 22428 00
¥Rt anious Conipu - e
*sacurty Comrs ____hiternate mage 1
noge meages Lk
et Veesien 4G540 (etandpbare) WY 1DV 01000
Mraonzedcs Date 2505 A1TZ14205+16 00
l:w | Attiusta AlTarnats Lragce ]] eral
sRectat Jewer . - .
*Facthor Dty

« Fyrrmnie | laceadse
e Tarraants Sudecd
Pladgatin

8.10.5 Configuration (Tekywasn koHdurypaums)

B paHHOM pasgene copepXaTtCsd MHCTPYMEHTbl AN COXPaHEHUst U
3arpysku anrna c Tekylen kodurypaumen kKommytaTopa

8.10.5.1 Download (CoxpaHeHue channa c Tekywien KoHcpurypaumen
KOMMyTaTopa)

Maintenance > Configuration > Download

Praarrasn & wena Deowsload Configuration
Seazt corfiganoe S iz e

ook et st rrrwgconig vy Lebe & whie o repers b Soowenad

A

:
1
:
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Bbibepute dcavn c Tekywen KoHdurypaumen (running config) wnm
KoHdurypaumen no ymonyanuto (default config), a 3aTem Haxmute KHOMKY

«Download Configuration»

8.10.5.2 Upload Configuration (3arpyska danna c koHdurypaumen)

Maintenance > Configuration > Upload

Yinformation & Status
Phietwork Admin
*Port Configure

YPok

¥ Advanced Configure
* Security Contigure
YQoS Configure

Y Diagnostics

¥ Kaintenance

» Restan Device
« Factory Defaults

« Firmware Upgrade

_s Firmware Select
l w Confguraion

Upload Configuration
File To Upload

( Browse |

Destination File

[ File Name | Parameters |

| Upload Configuration J

HaxmuTe kHOnKy «Browse», 4Ttobbl BbiOpaTh hann ¢ KoHdurypauuen ans
kommyTaTopa. Haxmute kHonky «Upload Configuration», 4Tobbl 3arpy3uTtb
dann ¢ KoHUrypaumen B KOMmMyTaTop.
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8.10.5.3 Activate Configuration (AkTuBauus cganna c koHdurypaumen)

Maintenance > Configuration > Activate
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[Ons akTnBaummn HaxmmnTe kHonky «Activate Configuration»

8.10.5.4 Delete Configuration File (YaaneHue danna c kocdumrypaumen)

Maintenance > Configuration > Delete

Fatormaton & Sl Owlete cm"lﬁoﬂ VFie
Meteurs Adves

oo Jrelpare

Yot Tio fion svadobie kv dobaton

*Atverced Cordgury [ Peiste Condl 1w ot bon File
* Secarny Confipam
S0k Conligurn
Sageaicn
!'m-ic
DL LA T
of Mty Dot
sFamexe Upaom
sFameme Saun
[eCrntgerne i
BRI
o Lpbaad
A
| #Cwate

Ons yoaneHna danna ¢ KoHurypaumen ua Kkommytatopa HaXmMuTe KHOMKY
«Delete Configuration File»

73



9. TexHM4YeCKue xapaKTepUCTUKN®

Mogenb SW-80402/WLU
OOuee kon-BO NOPTOB 6
Kon-Bo noptoB FE+PoE -
Kon-Bo noptos FE -
Kon-Bo noptos GE+PoE 4

Kon-Bo noptoB GE
(He Combo noptbl)

Kon-Bo noptoB Combo GE
(RJ45+SFP)

Kon-Bo noptoB SFP
(He Combo noptbl)

2 GE (1000M6uT/c)

MowHocTb PoE Ha oamH nopt

30 Bt
(makc.)
CymmapHas moLwHocTb POE Bcex 120 BT
nopToB (Makc.)
IEEE 802.3af

Crahpaprel PoE IEEE 802.3at

Metog A
MeTog nogaun PoE 1/2(+), 3/6(-)
BcTpoeHHble onTuyeckue nopTol -

3Besaa
Tononornv nogknoYeHus Kackag

KOmnbLO
Bydep naketos 4 Mb
Tabnuubl MAC-agpecos 8 K
MponyckHasa cnocobHOCTL
KOMMYTaUMOHHOW MaTpuLibl 12 I'but/c

(Switching fabric)

CkopocTtb obcnyxuBaHus
nakeToB (Forwarding rate)

1000 M6uTt/c — 1488,000 nakeTos/c
100 MouT/c - 148,800 nakeToB/c
10 M6éuT/c- 14,880 nakeTtoB/c

Mopaepxka jumbo frame

9 Kb

Pasmep flash namatun

128 M6
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Mopenb

SW-80402/WLU

CTaHﬂaprl 1 NPOTOKOSbI

o [EEE 802.3 — 10BaseT

¢ |[EEE 802.3u — 100BaseTX

o |[EEE 802.3ab — 1000BaseT

o [EEE 802.3z 1000 BaseSX/LX

o [EEE 802.3af Power over Ethernet
(PoE)

o [EEE 802.3at Power over Ethernet
(PoE+)

o [EEE 802.3x — Flow Control

o |[EEE 802.1Q — VLAN

o [EEE 802.1p — Class of Service

¢ |[EEE 802.1D — Spanning Tree

¢ [EEE 802.1w — Rapid Spanning Tree

o [EEE 802.1s — Multiple Spanning Tree

¢ |[EEE 802.3ad — Link Aggregation
Control Protocol (LACP)

o |[EEE 802.1AB — LLDP (Link Layer
Discovery Protocol)

¢ |[EEE 802.1X — Access Control

PyHKUMMM YPOBHSA 2

o |[EEE 802.1D (STP)

o |[EEE 802.1w (RSTP)

¢ |[EEE 802.1s (MSTP)

¢VLAN / VLAN Group 4K

¢ Tagged Based

e Port-based

¢ \oice VLAN

e Link Aggregation IEEE 802.3ad with
LACP

¢ |GMP Snooping v1/v2/v3

¢ IGMP Static Multicast Addresses

e Storm Control

KauectBo obcnyxunaHusa (QoS)

e 8 ouepenen / nopt

Bes3onacHocTb

e Management System User
Name/Password Protection

¢ |[EEE 802.1x Port-based Access
Control

oHTTP & SSL (Secure Web)

¢ SSH v2.0 (Secured Telnet Session)
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Mogenb SW-80402/WLU

o YnpasneHue 4yepe3 Web-uHtepdeinc
YnpaBneHue * Cl
P e Telnet
¢ SNMP
v PWR1,
v PWR2,
MuauvkaTopbl v SYS,
v" Link
v PoE
lpo3o3alwmta 6 kV
Mutanne AC 100-240V /50 I'y,

Habop cBMHLOBO-KUCNOTHbIX AKB

PesepBHOe nuTaHue .
P obLen emkocTbio 2 Ay

OHepronoTpebneHne <200 BT (c y4eTom cuctembl oborpesa)

KoHBekuunoHHas (6e3 BeHTUNsiTOpa),

TepmocTabunmsaums /
C HarpeBaTenbHbIM 31IEMEHTOM,

Oxnaxnerne MOLLHOCTbIO 75 BT
Knacc 3awmtsl IP66
Pasmepb! (LLUXxBxI™) (mm) 300x400x187
Cnocob moHTaxa Ha CTEHy, Ha onopy
Pabouas Temnepatypa -50...+50 °C
OTHOCUTENbHAas BNaXXHOCTb 0-95% 6e3 koHaeHcaTa

* rlpOI/I3BO,EI,I/ITeJ'Ib MMeeT NpaBo USMEHATb TEXHUYECKMNE XapaKTepUCTUKN
n3genvs u komnnektauuio 6es npegBapuTenbHOro yseaoMneHun4.

10. NapaHTUA

MapaHTMs Ha Bce obopygoBaHne OSNOVO — 60 mecsueB ¢ pathbl
npogaxw, 3a UCKMNYEHNeM akkyMynaTOpHbIX 6atapen, rapaHTUMHBIN Cpok - 12
MecsLEB.

B TeueHve rapaHTUAHOINO Cpoka BbIMOMHSAETCS 6ecnnaTHbIi PEMOHT,
BKIOMAs 3anyacTtu, v 3aMmeHa u3genuin Npu HEBO3MOXHOCTU MX PEMOHTA.

MoppobHasa nHpopmaumsa o6 ycrnoBusAxX rapaHTMUHONO 06CnyK1BaHWSA
Haxo4WTCH Ha canTe WWWw.0SNovo.ru

CoctaBun: Enarnn C.A.
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11. NMpunoxeHune A «FabapuTHble pa3amepbl KOMMyTaTopa»
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12. NMpunoxeHue b «HacTeHHble KpenneHus»

[na mMoHTaxa ynuyHbIX KOMMYTaATOPOB Ha CTeHax, onopax, nogsecax v T.4
NPUMEHSAIOTCHA HAaCTEHHbIE KpenneHns (npnobpeTtarnTcs OTAENbHO).

e -

B
- -

[na MOHTaxa ynM4YHOro KOMMyTaTopa Ha CTEHY UMK OMnopy:
1. PacnakoBaTb KpenneHus.

2. Pacnonoxutb Kkopnyc Ha TBEpOOW POBHOM MOBEPXHOCTU, MNPUMOXUTb
NNaHKM KpenneHunh K 3adHen CTeHKe Kopnyca Tak, 4ToObl CKBO3HblE
KpenexHble oTBEPCTUA Kopnyca coBnaganu c OTBEPCTUAMMU,

npocBepleHHbIMU Ana 3TOW Lenn B nriaHkax
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3. Mpukpenutb NnaHkM Kk Kopnycy 6ontamu M4, ucnonb3ys wanbbl 1 ramkm

(MmetoTCA B KOMMNIIEKTE) MPUKPENUTL MIaHKM K KOprycy KoMMyTaTopa.

4. MnaHkn obecneynBaloT BO3MOXHOCTb KpPenieHusi KOMMyTaTopa Ha CTeHY U
ApYrve nnockve MoBepxHOCTU. [Nnsi KpenneHus Ha cTon® npucoeauHUTb K
nnaHkaMm KpenexHble 3ybyaTble 3MeMeHTbl TPeyronbHON opMbl (KpenexHble

ANneMeHTbl BOBUTakTCA BHYTPb I'IJ'IaHOK).

5. OTpesaB Kycok nepdopMpoOBaHHOM MeTannmM4yeckon neHTol (MmeeTcs B
KOMMIEKTE), NCMONb3ysi NIEHTY, YKPENUTb KOPMyC KOMMyTaTopa Ha ctonbe nnm

onope, 3aTAHYTb BUHTaAMU.
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