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1. BBEAEHUE

1.1 Obwume cBepeHms

Mbl 6naropapuM Bac 3a Bblbop npoaykumm komnaHum DSSL (Digital Security Systems Lab).
Lindpoeas MHOrokaHanbHasi cucteMa BugeoHabntogeHmns TRASSIR™ npepcrasnset cobov annapaTHO-
NPOrpamMMHbIA KOMMAEKC, UCNONb3YIOWMI B KayecTBe nnathopMbl NepcoHanbHbI KOMMbioTep. M3penue
KOMMMIeKTyeTcs nepudepuinHbiMM  YyCTPOMCTBAMM B COOTBETCTBMM C  TpeboBaHMsSMM  3aKasumka
(MokynaTtens).

lporpaMMHOe obecneyeHne, noctaBngemoe ¢ cuctemamm TRASSIR™, pabortaeT nog
onepaLMoHHONM cucTeMon Linux n npefHa3HavyeHo ang 06paboTkM BUAEOAAHHbIX M paboTbl C apXMBaMy.
Mpu HannumMm noKanbHOM ceTn mMnAn cetm MHTepHeT cucTeMa MOXeT paboTatb B pexmme «KnmeHT-
CepBep».

HacTtosiwee TexHMYeckoe OnMuCcaHWe WM MHCTPYKUMS MO 3KCNAyaTalMu COAEPXKAT OCHOBHble
TEXHUYECKME XapaKTEPUCTUKM M 0blwme npaswuna paboTbl C M3AENMEM, @ TaKXKe YKa3aHus Mo ero
YCTAHOBKE, 3aMyCKY, 06CNY)KMBAHUIO U XPAHEHMIO.

[aHHas WHCTpyKUMS NO 3KCniyaTauMum MOXeT ObiTb MCMOMb30BaHa [ANig BCEX Monenen
BuaeopermctpatopoB TRASSIR, nocTpoeHHbIx Ha 6a3e onepaumoHHon cucteMbl TRASSIR OS.

4 Bupeopermncrtpatop TRASSIR
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1.2 Mepbl NpeLoCTOPOXHOCTU

Bupeopeructpatop u3rotoeneH c cobniogeHvemM Bcex HOPM 6e30MacHOCTM UM 3aWuTbl OT
NOBPEXAEeHWI, HO Bbl JO/MKHbI COBNOAATL ONpefeNneHHbIe Mepbl AN UCKITIOYEHMS OMACHbIX CUTyauuii B
nepuon ero 3kcnayatauuMu. BHMMaTenbHO 03HAKOMbTECb C [AaHHbIM PYKOBOACTBOM WM CO BCEMMU
WHCTPYKLMSIMU, NPUNAraeMbiMU K BULEOPErncTpaTopy, COXpaHuUTe UX A9 AaNbHENLIEro UCNoJb30BaHMS.
Cnepyiite MHCTPYKUMSM M nNpeaynpexneHMsM B npouecce 3kcnayataumu. He  yctaHasnusante
BMAEOPErncTpaTop Ha HEeyCTOWYMBble MOBEPXHOCTW, OTKYAA OH MOXET ynacTb. OTO MOXET MPUBECTU K
BbIXOAY €ro W3 CTpos W TpaBMMpoBaHuio nogen. OTBepcts B Kopnyce BuAeoperucrpatopa
npefHasHayeHbl A8 BEHTUAAUMM, HUMKOTAA HE 3aKpblBaWTe M He 3ac/ioHdaiTe ux. He nomewainTte
BMOEOPErMcTpaTop psaoM C UCTOYHMKOM Tensa. He pgonyckanTte nonagaHua nobbix npeaMeToB BHYTPb
Kopryca M NBbIX >XMOKOCTEM BHYTPb M Ha MOBEPXHOCTb BuAeoperucTpatopa. [lopknwouvariTe
BMAEOPErMCTPATOP TOMBKO K CETU 3NEeKTPONMUTaHMa C HanpskeHnem 220B w uactotonm 50[w,.
lpon3BoauTe TOMBKO Te HACTPOMKM W pEeryiMpoBKM, KOTOpble MpeayCMOTPEHbl WMHCTPYKLUMEN.
Bbikntouaiite BMAEOPErucTpatop WM OTKAOYAMTE ero OT WCTOYHMKA NUTaHUS nepen YMCTKOM, He
MCNONb3YyNTE XUAKME U a3PO30JibHblE OYUCTUTENW, AN NPOTUPAHWUS WMCMONb3YWTE MATKY TKaHb. He
BK/1OYaWTe BUOEOPErUCTPATOP B MECTAX C MOBbILEHHOW BAAXHOCTbIO.

BHMMAHMUE!

HemenneHHo OTKIOUMTE BUOEOPErUCTPATOP OT WCTOYHMKA  HaMpskeHWs M obpatuTech B
CepBUCHbINM LEHTP B C/IyYae, eciiu:

- KabeNib MUTaHUA UM Pa3beMbl MOBPEXAEHbI MU UMEKOT AeDeKTbI;

- KOpNYC BUAEOPErUCTPATOPA NOABEPTCS 3HAYUTENBHOMY MONaLaHMIO BNaru;

- BULEOPErncTpaTop He paboTaeT, Npu COGOAEHUM BCEX MHCTPYKLMIM MO 3KCMIyaTaLUm.

PykoBoOCTBO MO 3KcnyaTauum 5



L
13455,5-3-5 YCTaHOBKa CUCTEMb

2. YCTAHOBKA CUCTEMBbI

2.1 MNopsagoK [eENCTBMA NPU YCTaHOBKE BUOEOPErncTpaTopa

1. MNepepn ycTaHOBKOW BHUMATEIbHO NpoYTUTE pasaen «[oAroToBKa K YCTaHOBKEY.
2. MNoprotoBbTe MECTO A/ YCTAHOBKM BUAEOPErUCTpaTopa.

3. ObecneybTe HaNMYME UCTOYHUKA Hanps>XXeHna n ceTeBoro noakKt4vYeHns.

BHMMAHMUE!

B cBA3M C TeMm, 4YTO MOAENM BWAEOPETMCTPAaTOPOB MOTYT MMETb pasfiMyHble KOHMUIypaumu,
HEKOTOPble M3 KOMMOHEHTOB, YNOMSIHYTbIE B 3TOM PYKOBOACTBE, MOFYT OTCYTCTBOBATb WM OTAMYATLCS OT
OMUCaHHBIX.

Mpon3BoaMTENb OCTaBASIET 3a COOOM NpaBO BHOCWUTb M3MEHEHWMS U YCOBEPLIEHCTBOBAHWUS B
KOHCTPYKLMIO M KOMM/IEKTHOCTb MOCTAaBKU BUAEOPErncTpaTtopa 6e3 npeaBapuTesbHOO YBEAOMEHMS.

6 Bupoeoperuncrtpatop TRASSIR
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2.2 [logroToBka K ycTaHOBKe

BHUMAHMUE!

lpuHeceHHbIM C MOpO3a BWAEOPErncTpaTtop HeobXxoAMMO BblAepXaTb He MeHee 6 4acoB npw
KOMHaTHOM TeMnepaType nepef, BKIHYEHUEM.

Bo wu3bexaHue nOpaeHUs 3neKTpUYeCcKMM TOKOM mnepen MNOAKIOYEHUEM MobbIX YCTPOMCTB K
BMAeoperncTpatop ybeamrtech, 4TO U BUOEOPErnCTpaTop, U MOAK/IKYaeMOe YCTPOMCTBO OTK/IOYEHbI OT
CeTu aneKkTponuTaHus!

2.2.1 PacnakoBka

Bupoeopeructpatop NoCTaBnsSeTCs YNakoBaHHbIM B KAPTOHHYK KOPOOKY. AKKYpaTHO pacnakyinte
ero. Ecnu Bbl 06HapYXMnK BHELIHWE MOBPEXAEHWUS MU OTCYTCTBUE YEro-TMBO B KOMMNEKTE MOCTAaBKM,
HeMeaNeHHO 06paTUTeCh K NPOAABLLY.

B TMNoBOM KOMNIEKT MOCTaBKM BXOAAT:

® CMCTEMHbIN BNOK;

e Kabenb NUTaHus;

® KOMIM/EKT NPOrpaMMHOro obecnevyeHns n 4OKyMeHTaUMa Ha KOMMNAKT-AUCKE;
® PYKOBOACTBO MOJIb30BaTENS (HACTOAWMM AOKYMEHT);

Bce kopobku M ynakoBOYHble MaTepuanbl cneayeT coxpaHuTb. OHM MpUrogsaTca Bam B C/y4vae
BO3BpaTa BMAEOPErncTpaTtopa B TEYEHWUM FapaHTUIMHOIO CPOKa, MPU NepeBO3KEe Ha PEMOHT UAW HOBOE
MecTo.

PykoBoOCTBO MO 3KcnyaTauum 7
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2.2.2 MNopgknioyeHne MOHUTOpPA

MoaknounTe pasbeM WMHDOPMALMOHHOIO Kabens MOHMTOpPA K COOTBETCTBYHOLLIEMY pa3beMy Ha
3aflHEN NaHeNu BMUAEOPErncTpaTopa. 3aKpenuTe pasbeM LTATHbIMKU BUHTAMKU A8 NPEAOTBPALLEHUS €ro
BbINAAEHUS.

MpumeuaHue.
Mpy NOAKAYEHUM HECKONIbKMX MOHUTOPOB ClieAyeT PYyKOBOACTBOBATbCA MHMOpPMaLMen yKazaHHOM B
TEXHMYECKOM MacnopTe Ha cepaep.

2.2.3 lopaksioyeHne KrnaBmaTypbl U MbILLA

MoaknwunuTe KNaBMaTypy M Mbllib K COOTBETCTBYIOLWMM pasbeMaM Ha 3aAHen nNaHenu
BMAEOpErnCTpaTopa .

MpumeuaHue.
B 3aBucMMOCTM OT Momenei BWAEOPErMcTpaTopa, KNaBMATypbl U MbIWK Bbl MOXETE MOAKMHYUTD UX K
noptam PS/2 nnn USB.

2.2.4 ToaKnio4eHme aKyCTU4eCckon CUCTEMbI

MoaknoumTe pasbemM KONOHOK MM MUKPOPOHA B COOTBETCTBYHOLLMI pa3beM CUCTEMHOro 6n0ka.
(rHe3pma minijack 3eneHOro U po3oBoOro LBETA).

2.2.5 MopknioyeHue K NoKanbHOW CeTu

Ona nopknwuyeHuss BuaeoperucTpatopa K nokanbHon cetn (JIBC wnm JIC) nogkntouute
BOCbMMKOHTAKTHbIM  pasbeM RJ-45 B cootBetctBytowmr nopt JIBC Ha 3agHei naHenwu
BMAEOperucTpaTopa.

MpumeuaHue.
[aHHoe nopkntoyeHne obsa3atenbHO ans paboTel ¢ IP-ycTpoicTBamMu, a Takke Ang MOAKIHYEHUS
TRASSIR™ Client kK LaHHOMY BMAEOpErncTpaTopy.

2.2.6 lMopkrniovyeHne XeCcTKMUX AUCKOB

BHUMAHMUE!

YcTaHoBKa u nogknkvyeHne XeCcTtknx AOMCKOB cedyer npoussoguTb MNpU BbIKIIKOYEHHOM TMUTAHUK
BMAEOperncTparTopa.

MpumeuaHue.

HekoTopble Mopenv BWMAEOPErMCTPaTOpOB MOALEPXKMBAIOT «rOPSAYY0 3aMeHy» XeCTKMX [MCKOB. B
3TOM Cyyae OTKNOUYEHME NMUTAHMUA O/19 YCTAHOBKM MM 3aMEHbI KECTKOTO AMCKa He TpebyeTcs.

[lns nogknoveHns XecTkoro Ancka HeobxoaMMOo OTKPbITb KOPMYC BUAEOPErncTpaTopa, yCTaHOBUTD
XECTKUN AMCK B CMeLManbHO NpefHa3HavyeHHoe A5 Hero MecTo, 3aKpenuTb KPenexHbIMU BUHTaMU U
NOAKMUYUTb K CUCTEMHOM MnaTe BuaeopernctpaTopa. [anbHelwme onepauumn nNo HacTpoike paboTbl C
XeCTKUMKU AucKaMu npoussoamTbcs HenocpeactBeHHo B TRASSIR OS (cm. pasgen «[llogkntoueHue
HOBOTO XeCTKOro AUCKa»).

8 Bupoeoperuncrtpatop TRASSIR
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2.2.7 ToaknioYyeHne 3neKTponmuTaHus

Mocne TOro, Kak Bbl NOAKAYMAN BCE MHTEP(dENCHbIE Kabenn K cucteMHOMY 610Ky, HE0BX0AMMO
NOAKMKUYMTD CUCTEMHbIA ONOK K CETU 3neKTponutaHms ¢ HanpskeHneM 220B w uactoton 50[u,.
MNopcoepuHuTe Kabenu 3nekTponuTaHMs K pa3bemMam O/I0KOB MUTAHMS, PACMONOXEHHbIM Ha 3a4HMUX
naHensx BCex YCTPOWMCTB. B ToM cnyuyae, ecim 6GAOK MUTaHWMA MMeET Nepekalydatesb HanpskKeHus,
ybeoutecb, UTO OH nepeBefeH B nonoxeHuwe «220B». lNMocne 3Toro noaknwuMTe BWUAKM Kabenew
3NEeKTPONUTaHUS B PO3ETKM 3NEKTPONUTaHUS. PekomeHayeTcs Ans NOAK/IYEHUS HECKOJIbKUX YCTPOMCTB
MCNONb30BaTb CeTeBble (PUNLTPbI, KOTOPble MOMMMO (YHKUMM 0ObIYHOrO yanuHuTENs obecneyumBaroT
GUNBLTPALUMIO MUTAIOLLErO HAMPSKEHUS OT MOMEX M npepoTBpallaoT cbom B pabote ob6opyaoBaHMs U
BbIXOZ, €r0 U3 CTPOSi.

BHUMAHMUE!

Bo wu3bexaHue nopakeHUs INEKTPUYECKMM TOKOM rMepep, Moak/IuveHueM Kabens K 610Ky nuTaHus
ybeauTech, YTo BUIKA Kabens aneKTponuTaH1a He BKJIKOYEHA B po3eTky!

He crnbaiite u He ckpyumBaiiTe Kabenb anekTponuTaHus!

Mpu nooknuyeHun K GNIOKY NMUTAHUS He OKa3blBaWTe Ype3MepHbIX YCUAWK Ha Kabenb, BCTaBnsiTe U
M3BNEKaWTe ero ToAbkKo ycunamMem pyku!

[lns BkNtOUYeHMs BUAEOperncTpaTopa HEOHX0AMMO BKIOUMTL BCE YCTPOMCTBA, BXOAALLME B €r0 KOMMIEKT U
NOACOEAMHEHHbIE K CETU 3N1EKTPOMUTAHUS.

BkntoyeHune BCex YCTPOWCTB BMAEOPErncTpaTopa MNpOM3BOAMTE B C/eLyHLWel MnocneaoBaTesbHOCTH:
CHavana BK/IOYAETCS CUCTEMHbIV /10K, 3aTEM BHELLHME YCTPOMCTBA.

Ecnv Bce ycTpoicTBA NOAKAKOYAOTCS Yepe3 CeTeBOM GUALTP, CHavyana HeobXoAMMO BK/IOUMUTD
nepeknoyaTeNb NUTaHWs ceteBoro ¢unbtpa. [pu 3TOM  MHAMKATOP 3NEKTPONUTAHUSI  LOJIKEH
3acBeTUTbCA. BbikntoyeHne npounssoamTe B 06paTHOM NociefoBaTenbHOCTH.

PykoBoOCTBO MO 3KcnyaTauum 9
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3. PABOTA C CUCTEMOWM

lNocne BbINOMHEHUS BCEX MYHKTOB NOAK/TKYEHNA MOXHO NPUCTYNUTDb K pa60Te CNCTEMDI.

3.1 lNepBoe BKIOYEHUE

[ng BKAOYEHMS NMUTaHUS CUCTEMHOrO Bnoka HaxxmuTe kHonky POWER, ctapaschk He npuknaabiBaTb
YypesMepHbIX YCUAUIA. [1py 3TOM J0/MKEH 3aCBETUTLCS MHAMKATOP Ha NepeaHen naHenu.

MNMocne ycnewHoM 3arpy3kuM Bbl yBMAWTE OKHO C Wu306paxeHuvem norotuna TRASSIR w
aBTOMaTMyecku 3anyctutcs Macrep HacTpoliku Tpaccup OC.

{2 irp 7s g aEEn

I| y MacTap HacTpouky Tpaccup OO
mRTR LESTAS "ROMIAPAT HATTIN T- UIHUTIMN - SRSEANAFY
o !

SR LR T

S-hroHTs Tn R
Fr ol =

e
FERML A BT

< HaiaL Iu-\.l.r'."."-' I

[ng Hayana HacTpolikm BbibepuTe A3bik M HAXxXMUTE KHONKY Hanee >.

B otkpbiBlwemMcs okHe HacTpoitka MOHMTOPOB MpPOM3BOAMTCS HACTPOMKA MOAKMHOYEHHBIX K
BWMAEOPErUCTPATOPY MOHWUTOPOB.

- a7 AITICH- M ER{ TR s

HuLrprerd maHi eaau
T ARTE FR ERETE HAT TP Tk red P Al e ET A0

LTt e HH 1
MEIDE e o R | R oD, | 1A Il -
Sy I ped MILHT )

LI RTRL WE e o AT -
TREIEER G RHE BTERI T M HHTERE e i e e -

o
= tuarg | warne= |

[ng Kaxporo MOAKNOYEHHOr0 MOHWMTOpA aBTOMATUYeCKM OyaeT NpeasiokeHo OnTUMasbHoe
pa3peLlieHune 3kpaHa. [pu Heo6X0AMMOCTM MOXKETE U3MEHUTb 3TOT NAapaMeTp.

Ecav MOHMTOPOB HECKOMBKO, TO HACTpPOWTe paspelleHne Kaxaoro u BbibepuTe OCHOBHOM. [ng
OCTa/IbHbIX YKaXMUTE pacrnonoxXeHne OTHOCUMTENbHO OCHOBHOrO.

10 Bupoeoperuncrtpatop TRASSIR
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[na npopomKeHMs HaCTPOMKKM HaxkMuTe KHonky Hanee >,

B okHe Hacrpoiika knaBuaTtypbl

npon3BoanTCa BKJIKOYEHME

HaCTpanBaeTCAa COYeTaHME KNaBULI ONa UX NepeKvYeHns.

TpebyeMbiXx packNagok MU

Hazip ot Ay P

Aie MPSFATE ~A TAPHTF SINATHITAI=HAE DADTIT AL J SRR TR

EATELAAEW

o Furcoma

TLpAS FEERP

LeErozpzven

=i = Shih

L ERETE TS TR o FE T PR

a rk—=hh

o) R TAT RS E AT 5 5 - A TSR AT T

o [ R 1S |i1.'|.-\.':|_m & |

[na BKAOYEHMS 3KpaHHOM KNnaBWaTypbl ycTaHoBuTe dnar Ucnonb3oBaTb SKPaHHYIO KnaBuaTtypy.

[ns npopomkeHns HACTPOMKKU HaXXMUTE KHOMKY danee >.

B okHe CeTteBble MHTepdelicbl MPOM3BOAMTCS  HACTPOMKA  CETEBOrO  MOAK/OYEHUS
BMAEOperMcTpaTopa.
_._.'l HEIIREn 1 RE 1
i P CrIEERE WHTEEEsu
.I |t| PN SEMAER
kg T R ey
Ty A4 T SEREE el i :-II-H;-:-
SETERE FAMEE-T
mirmew. dEmymapE b mmoEinan
gl ik H=d B2 LR P L 2 galar o thpivet cuidiedlei " T
Alhraem. P R B IR kA ad 1
) ST 1308 i
[l o ET AR
Foamaa 1AL 801 TR Guampars airmas e eal

Fhi<hFida=J
Ll

1A

OHcE

E=FEFFN P
1A RN
IETNEY AN
LOEARELA

Manr & |

ﬂ,ﬂfl M3MEHEHUA TEKYLWEro MMeHU cepBepa HaXXMUTE KHOMKY U3meHuTb U B OTKpbIBLLEMCA OKHE
BBeAMTE HOBOE UMA.

Y106bl COXpaHUTb HakMuTe KHOMKY OK.
PykoBoOCTBO MO 3KcnyaTauum 11
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PaboTa ¢ cuctemoun

TRASSIR OS aBTOMaTM4eCku Npomn3BeneT HAaCTPOMKY CETEBOro MHTepderica.

BHUMAHMUE!
B npouecce HacTporiku ceTeBoro nHtepdeiica TRASSIR OS 6ynet 3 pasa obpawartbca Kk DHCP-cepsepy u
B C/lyyae Heydauu CeTeBoOl MHTEPDEC NMONYUUT CNeayHoLLMe HACTPOMKM:
IP-apgepc: 192.168.13.37

Macka nogcetu: 255.255.255.0

HaxxmuTe KHONkKy UsmeHuTb B 6110ke CeTeBble MHTEpdENCHI.

[T HesTporka siTepdisdes sthill

@ OnpEasnETs HACTESARK SETOMATAYSIEA © NoMoLLz e DHD2

3 TE IS

IP: [182153.32:57

Matna mugeniin | s gns 2hb i

LLinKza: |

DHED: |

LHE2: |

| #:lﬁ. || x ATMEHS |

Boibepute 3apatb BpY4YHY M YKaXkuTe HeobxoauMble MapaMeTpbl

COXPaHWUTb HACTPOMKK HaxMuTe kKHonky OK.

[lns NnpofonKeHWs HaCTPOMKM HaXKMUTe KHOMKY Manee >.

Echu B nokanbHOM ceTH, B KOTOPYH MNOAKAYeH Buaeopeructpatop, ectb DHCP-cepsep, T0

lNpu HeobxoaMMoCTM nNpou3BeaMTe HACTPOMKY CETeBOro WHTepdeica BpyyHyw. ng 3toro

noaKaoYeHusa. Ytobbl

12
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3. Paborta ¢ cucremon TRASS]~.

B okHe CucreMHoe BpeMsi Bbl MOXeTe HacTpouTb gaTy M Bpemsa TRASSIR OS wu BbibpaTtb
BPEMEHHYIO 30HY BUAE0perncTpaTopa.

ik [} 11 F e
' 'I DT SUHOH BEIEHE
- ! S

S Mminma e rsrpEtaras A v o HIE fpesimer paana

B EILI SRR LER LN 1

LER*F]
[ Han 2E1Y L]
(R T
w & w8 W o Wi oa
Oxre:
1 - B L _- 1 ELE = i B L)
[ &) B F, a4 & 1 i & BT L R E [T L
=13 (55 (5 = (8 i n L]
i ow oo oo -
= 4 =5 =] o M =

SERARARAT 334b 112 RRIHEN | ACERY LTS =]

[y Taewan |

[lns aBTOMaTMYeCcKoM CMHXPOHM3auMM BpeMeHu Beeaute A0 AByx NTP-cepsepoB npu 3TOM
MPOM30MAET NOMNbITKA CMHXPOHM3ALMM AaTbl U BpEMEHU BUAEOperncTpaTopa ¢ oaHMM u3 NTP-cepBepos.

[lns py4yHOro U3MEHeHWs AaTbl U BPEMEHU HAXMUTE KHOMKY M3MeHUTb AaTty u Bpemsi....

5 Hijka
| = BN

BB ARTE HEAYD LATY ¥ BOsmE

fdare | gan-2000 =]

BpsMA | LT 1E %4 [

| Hc:mmn |' i I:lrulul:'

BeenuTe TekyLlyo ATy U BpEMS U HAXMUTE KHOMNKY COXpaHUTD.

[ns npopomKeHMs HaCTPOMKKM HaxkMuTe KHonky Hanee >,

PykoBoACTBO Mo 3KcnnyaTauum 13
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B okHe O6nako Tpaccup Bbl MOXeTe HACTPOUTb MOAKAHOYEHME K CUCTEME MOHMTOPMHIA

BuaeocepsepoB TRASSIR Cloud.

p Aa T BEE TR T

|r P Ofnake Tpaccup

[ |
T R ERT TIPS FRRCT MR ] P

S ey ] 3R |

fLETL

| o UK

ERTRITRT T TR [
Comw-=

o CEFASIRTTR 210 9= 8 SEIRANT

5 AETIUATH-BCC A B CTHO ST SRS ezt g T B AT
POTAETR MT T e Tl 1T TR
||"'_':'ll Foiinmil L e TR

Pomte e BT G AT DT AT T T E T

S T T b A a0 DT e

I AT BN |

[lns 3toro Heob6xoaMMo ykasatb MUMs yueTHou 3anucu 1 Tuker.

MNpumevaHue.
MoakntoueHne Kk TRASSIR Cloud Bbl MOXeTe NpoM3BECTM B NAHENM aAMUHUCTPATOpPA.

MNMonpobHoe onucaHue npouecca noakntoveHns cepeepa k TRASSIR Cloud Bbl MOXeTe HaliT pyKOBOACTBE

aAMUHUCTpaTOpa.

[lns NnpofonKeHUs HACTPOMKM HaXKMUTe KHOMKY Manee >.
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3. Pabora ¢ cuctemoif TRASS]~.

B otkpbiBweMcs okHe [o6aBneHue IP-kamep no6aBbTe Kamepbl, C KOTOpbiMM GyaeT paboTaTb
OaHHbIN BUaeoperncrpaTop.

“E ISR ENLT T
lr " OofSapncHude [P aHep
a 1] IFecrpedc=na
(LR TR HaE F | B H R T | EE) 1 Hal KT 1297 F S0
.
- B H: ﬂ.ETl
C P g
- L HLANED Letumng
v
- amcan &) activecam
SIENLET Al A o PRSI P LefuEna
2 rerTa ST AT LR ST i Sihamie
- aus A5
lamrauiner mmn
o e b SMETENT a2
Jold B RO o
E ol A [LERTLE N
e el F3EverFocus’
ZHIZED LamiEddd . Eekmmny. | T

Jeksre. l:-:|

| wiozaras Herrmn dir

B okHe 6ymyT BbiBeAEHbl aBTOMATMYeCKM HalAeHHble, Yyepe3 UPnP-3anpoc, B nokanbHOM ceTu
Kamepbl.

Mpumeuanue.
HacTpoliky n pobasneHme kaMep Bbl MOXETE NPOU3BECTM B MAHENN agMUHUCTPATOPa.

YTt0o6bI 3aBepwINTL NepBUYHYI0 HAcTporKy TRASSIR OS HaxxmMuTe KHONKY 3aBepLUUTD.

BHMMAHMUE!

Bce nocnepytowme 3anycku TRASSIR OS 6ynyT conpoBoXpaTbCs BBOLOM JIOTMHA M Mapons
nonb3oBatens. o ymMon4aHUIO, B YXe CUCTEME YXKe CyLecTByeT nosnb3oBatenb C MMeHeM Admin u
naponem 12345,

Mocne aBTOpM3auMM, HACTOATENbHO PEKOMEHLYEM  WM3MEHWTb Mapofib  afAMMHMCTpaTopa B
HacTpoikax TRASSIR.

PykoBOACTBO MO 3KcnyaTaunm 15
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3.2 Hactpomka nogkniodeHus K 6ase gaHHbIX

B TRASSIR OS yxe yctaHoBneHa 6a3a gaHHbix PostgreSQL, koTopasi HacTpoeHa Tak, 4To Bce
cobbiTns, pernctpupyembie B TRASSIR ByayT xpaHMTCS nOKanbHO.

MNpu HeobxoaMMOCTW, Bbl MOXETE WMCMOMb30BaTb 6a3y AaHHbIX, HAXOASALWLYHCA HA YOANEHHOM
cepsepe. [1ns 3TOro usMeHuTe napaMeTpbl coegmMHeHus B HacTporkax TRASSIR.

MpumeuaHue.

Anpec: localhost

MopTt: 5432

Mms 6a3bl faHHbIX: postgres
Monb3oBatesb: trassir
Maponb: oTcyTcTBYET

3.3 lNogkrnioyeHmne HOBOro XeCTKoro Ancka

Mo YMOJ/T4aHUIKO NapaMeTpbl COegUHEHUA C NIOKaNnbHOM 6a30i OaHHbIX MMERT cnegywume 3HavyeHud:

HoBbIn anck, nepen ncnonb3oBaHMem ero B TRASSIR OS ans coxpaHeHUsi BUAE0apXMBa, AOIKEH

6bITb OTGOPMATUPOBAH.

B Hegmtvr Bl Doread o e e iy
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. :I'_;"_:;t Tl
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[
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o T

H ARTAWITH LS

ey

[ = TR |

T T T
[T ORI R PRI, LT
o P i S

M= Pammn Temminrm
TEEOHE R R

s L immea e

AMLFLL DN, harussane T EEE LT

L F T T T T T I |

L PR R AR IT R T

AT e e T

AT B R R

LT LRl Trarm v

ANE W LEFBL L

LI LR T

Ona 3toro Haxmute kHonky opmatupoBatb. 10 OKOHYaHWKM GOPMATUPOBAHMS BKIHOUMUTCS
ABTOMAaTMYeCKOe MCMOb30BaHME ero Ans coxpaHeHus suaeoapxusa TRASSIR.
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3. Paborta ¢ cucremon TRASS]~.

3.4 be3onacHoe OTK/IoYEeHME XECTKUX ONCKOB

HEKOTOpre MoAOeNn BUOEOPErncTpaTtopoB NoanEPXUBAKOT ropga4yee OTK/II0YEHUE XKECTKMX OUCKOB,
TO €CTb UX MOXXHO OTCOE€ANUHUTb, HE OTK/1IH04Yaa NMUTaHME U HE OCTaHaB/INBas pa60Ty Buaoecepsepa.

[lns Toro, 4To6ObI OTKNOUUTD KECTKMIA AUCK, BbINONHWUTE CleayloLee:

1. OtkpownTe HacTponku apxusa TRASSIR (Hactpoiku — Hactpoiiku cepsepa — ApxuBs).
2. CHumuTe dnar BKAUYEHO C XeCTKOro AMCKa, KOTOpbIM cobMpaeTech OTCOEAUHUTD.
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l - 'H HESTprmd frpasa e S e e —— R T —
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U rrTaL R TR Ddw AARRS [Fa Toom omame FRENE | PR "REE T
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LHE-SH [ AR R ] [ B T nam ] =g EL K SRLaPerars
E it ¥ L — 3 AR
S [ oo T o8 B b T roms v [ =458 ] S
Ladig 1P
AT RS T T F Aum ] PR L AT P
anmr arceddoe L e L e = s Ly,
PR L e ]
S s Ji =van - A . e rmd
i My [ e i 0 R LT —— i i !;
'
1'".1' P imeaira B e A e e [FIREu e aa 1wk FETEI Y B
"
|:':| T E-F ]
E.l’.-\.'"\. Ty s ¢ e
i -1 o P, L e .
'i"“""' i ] R - DAL T
. Cam e LM A v LA
1 e rrarmd
== =
| [
|

3. BbIHbTE XXEeCTKUIM ANCK U3 BUAEOpErncTpaTopa.

Mpumeuanmue.

Ha amck, noMeyeHHbIM *, COXpaHSOTCS He TONbKO BUMAEOAAHHbIE, HO 1 6a3a AaHHbix TRASSIR.

MNepen ero oTkn4eHUeM, Bbibepute B HacTpoike XpaHuTb 6a3y AaHHbIX HA 4PYrol AUCK UKW YCTAHOBUTE
3HayeHue ABTo.
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3.5 MNpocMoTp apxmea Ha MK ¢ OC Windows

XecTkuit amck ¢ apxmoM oTgopMatupoBaH ans pabotel B8 TRASSIR OS. MNo3tomy, ong npocmoTpa

ero copepxmmoro ycraHoeute Ha K ¢ OC Windows pgpanisep ¢annoBbiit CUCTEMDI

(www.ext2fsd.com).

MpumeuaHue.

Ext2Fsd

Hparsep darinoson cuctemol Ext2Fsd Bbl HalipeTe amcke ¢ apxmeom B pasgene WINCOMPAT.

[anee BbiNosnHMTE cnepywulee:

1. 3anyctute npunoxenune Ext2 Volume Manager.
2. BbibepuTte xecTkuit amck ¢ danoson cuctemont EXT3.

3. Haxmute F4.
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http://www.ext2fsd.com/

]
3. PaboTa ¢ cucremoit TRASS]~.

4. Haxmute kHonky Add. B oTkpbiBliemcsi okHe BbibepuTe GyKBY, Nof KOTOpOWM AMCK OyaeT
noakntoueH kK OC Windows. Bce octanbHble HaCTpOWMKKM OCTaBbTe 6€3 M3MEHEHUIA.
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5. Haxmute OK.
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6. HaxxmmTe Done u 3akpoiTe NpunoxeHue.
7. NMepesarpysure MK.

MNMocne nepesarpysku MK guck c apxmsom byaet goctyneH B OC Windows.
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[na Toro, 4ytobbl MpocMoTpeTb comepxmmoe apxuBa 3anyctute TRASSIR-Client. Apxus Gypet
otobpaxkeH TRASSIR B Buae MoTepsAHHbIX KaHANOB.
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4. BocctaHOBNEHME CUCTEMBI TRQSSL—;

4. BOCCTAHOBJIEHNE CUCTEMDI

B cnyyae BO3HMKHOBEHWSI HEWCMpABHOCTM B paborte Buaeopermctpatopa B TRASSIR OS
npeaycMoTpeHa CMCTeMA BOCCTAHOBNEHMS, KOTOpas NpeanaraeT cneayrowme cnocobbl BOCCTAHOBNEHUS:
® BOCCTaHOBJ/IEHWE HACTPOEK U3 pe3epBHOM KOMWK;
e cOpocC HacTpoek MOHUTOPOB;
e cHpoc TekyLen KoHdUrypauum;
e cHpoc A0 3aBOACKMX HACTpOeK.

4.1 BocCtaHOBNEHWE HAaCTPOEK M3 pe3epBHOM KOMum

Pe3epBHble KoMK HeobXxoAnMbI AN BbICTPOro BOCCTaHOBNEHUS napaMeTpoB pabotel TRASSIR OS
nocfie HeyaayHo BbIMOJAHEHHbIX HAcTpoeK. Mbl  pekoMeHAyeM (CO034aBaTb pe3epBHble  Konuwu
KoHpurypauui (63kanbl) nepes BbINOAHEHUEM MOOOrO CyLECTBEHHOTO M3MEHEHUS HacTpoeK paboThbl

TRASSIR OS.

Takxe, CMCTEMY CO34aHMS pe3ePBHbIX KOMUM MOXHO MCNOJSIb30BaTb A1 3KOHOMWUKM BPEMEHU MpU
HaCcTporke OAHOTUMHBIX BUAEOPErUCTPaTOPOB.

Co3paHue annoB pesepBHbIX KOMUIA KOHPUIypaLnmM U BOCCTAHOBNEHME HACTPOEK NPOU3BOAMUTCS

B OKHE OCHOBHbIX HacTpoek TRASSIR:
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MNpumevaHue.
[ng coxpaHeHWs n BoccTaHoBNeHMs HacTpoek TRASSIR, B KayecTBe CETEBOr0 XpPaHWIMLLA MOXET ObiTb

ucnonb3oBaHo Obnako TRASSIR.
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4.1.1 CozgaHne pe3epBHOM KOMUN HaCTpoek
[na cozpaHma pe3epBHOM KOMWUKU BbIMOSHWUTE CNeayLLmMe OeNCTBUS:

1. HaxxmuTte kHonky Caenatb 63Kan KOHGUrypauum....
2. YKkaxute pupekTopuio M ums darna u Haxmute KHonky CoxpaHutb. B BbiGpaHHOW
LMPEKTOPUM COXPAHUTCA dalin HACcTpoek C pacwmperHueM *.settings-backup.
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4. BocctaHOBNEHME CUCTEMBI TRQSSL:—;

4.1.2 BoccTaHOBNEHME HACTPOEK M3 pe3epBHOM KOMnm

[ng BOCCTaHOBNEHMS HACTPOEK M3 pe3epBHOWM KOMMM HeobX0AMMO BbINOMHUTL Cllefyolme
OENCTBUS:

1. HaxmuTte kHonky BocctaHoBUTL 63Kann....
2. YKaxuTte gUpeKkTopuio, BbibepuTe Ma daiina HaCcTPoeK U HAXMUTE KHOMKY OTKPbITb.

r AL arh P DT O W ,\,.r i LELET]
Mesf-ar: | rpdn =] EJ'EE
.E':' e Hrlu wo Tomegzy - THR .L':'l FarLEITe

[ T o ke Mawg  3UCETT BT
JL L. 'L XLD

EEpkbdu | swoap 300000 TV sab b aaen |_.‘.\v1!:.ﬂ|.

Terd Sween iﬂf.!d!ll.l1.l ".IIE1;I-:.HMI :.I Hr. =rui

3. B oTkpbiBlueMcs OKHe «BocctaHoBneHMe HaACTpoek» HaxmuTe KHonky BoccraHoBuTb ¢
coxpaHeHHbiMu ID, ecnn Bbl  NMpou3BOAMTE  HACTPOMKY  Tekylwero cepsepa.
N Hosble ID, ecnu Bbl Npon3BoAnTe KONMMPOBAHME HACTPOEK Ha ApYrov BMAEOperncrpaTop,
3TO NO3BOAUT UCKOUYUTb KOHDAMKTbI B paboTe 3TUX YCTPOMCTB B OAHOM NIOKANIbHOW CETU.

$ ESCCTAHIRIEH HALTRDAE
@ i Tia REAHT 1 , AR CITAET i WA
":r} 34 o el

e e E T 8 4 i T S A Epas

HaBoie W gen Tuidad 8 570 raHel LA BENIMESL M CEOBEES

Mocne 3arpysku KoHdUrypaumm Heobxoammo npomssectu nepesarpysky TRASSIR OS.

B cnyyae nosenexus owmnbok caenante cbpoc Tekywen KoHbuUrypauumn (CM. HUXe) M nosTopuTte
BOCCTAHOBJIEHME HACTPOEK U3 pe3epBHOM KOMUM.
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4.2 COpoC HaCTpOEK MOHUTOPOB

C6poc HacTpoeK MOHMTOPOB NPOM3BOAMT COPOC NapaMeTPOB NOAKIUEHUS MOHUTOPOB.

[na cbpoca BbINONHUTE CNeayloLlmMe OeNCTBUS:

1. Mepe3zarpy3uTte \ BKAOUKUTE BUAEOPErUCTPATOP.
2. [oxauTtecb NOSIBNEHUS OKHA C HAAMMUCbIO
Normal boot
Integrated automatic rescue system
[0 ncTeyeHus npennioXeHHbIX 3 cekyHp, BblibepuTe nyHKT Integrated automatic rescue
system 1 HaxxMuTe NOOYI KHOMKY Ha NOAK/IYEHHOM KNaBuaType.
Yepes HeKOTOpoOe BpeMs 3anyCTUTCS MEHI0 BOCCTAHOBNEHWUS CUCTEMBI:

Welcome to the rescue systenm.

I can help you to fix your device.

1) FACTORY RESET

2) CONFIG RESET

3) MONITORS RESET

4) REBOOT

Enter action number:
[ns Boibopa cbpoca TekylLen KOHDUrypaumm HaxmuTe 3.
lNocne nosBneHus Ha 3KpaHe HaANUCK

MONITORS RESET requested.

Are you sure? y/n
HaxmuTe kHonky Y ons noateepxaeHns soibopa nnn N gnsa otkasa.
5. lMNocne ycnewHOro OKOHYaHWS BbIGPAHHOW MpoUEeAypbl BOCCTAHOBMEHUS HAa 3KpaHe

noaBUTCA HaOAMUCh:

Rebooting, please wait.

M BoinonHuTCs nepesarpyska TRASSIR OS.
6. lMocne nepesarpyskun cepsepa nosisutcs Macrep Hactpoiku Tpaccup OC.

H # Macrap wacTpoiiku Tpaccup OC
l| |""

CSUST HEITER IRES HE T HEL T390 Te UIHS TSPe o SHEORVNHLAY
SAATHTTECH

Dl S AT ML Ml #
-||i'i.-|

e
FA = LikE R

BbibepuTe 93bIK U HaXXMuUTe KHOMKY Janee >.
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4. BocctaHOBNEHME CUCTEMBI TRQSSL—;

7. B otkpbiBluEMCS OkHe HacTpoiika MOHMUTOPOB MPOM3BOAMTCS HACTPOMKA MOAKMHOYEHHbIX K
BMAE0PErncTpaTopy MOHUTOPOB.

o ol L T3 EHE P P T

HuLrprsirg malH casy
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[ns KaXporo NoAKNKOYEHHOr0 MOHMTOPA aBTOMATUYECKK ByaeT NpeasokeHo ONTUManbHoe
paspewieHune 3kpaHa. [pn Heo6XxoaMMOCTM MOXKeTe M3MEHUTb 3TOT NapaMeTp.

EcaM MOHWMTOPOB HECKOMbKO, TO HAaCTPOMTE pa3spelleHne Kax4oro M Bbibepute OCHOBHOM.
[lnsg oCTanbHbIX YKAaXXUTE PacnonoXeHne OTHOCUTENIbHO OCHOBHOTO.

[ng npofonkeHUs HaCTPOMKM HaXMUTe KHoMKy danee >.

8. B okHe Hactpoiika KnaBuaTypbl MpOM3BOAMTCS BKIKOYEHWE Tpebyembix pacKnagok M
HaCTpauBaeTCs COYeTaHWe KNABULW AN UX NEPEKTHOYEHMS.
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[Onga BKAYEHUS 3KpPaHHOM KnaBuaTypbl YycTaHoBuTe ¢nar Mcnonb3oBaTb 3KpaHHYIO
KNnaBuaTtypy.

[ns OKOHYaHMS HaCTPOVIKM HaXMUTE KHOMKY 3aBep|.uu1'b.
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4.3 COpoc TeKyLuen KoHhuUrypaumm

C6poc Tekywer KoHdurypaumm npomsBoamT nosHbii cbpoc Hactpoek TRASSIR OS, Takmx Kak:
napaMeTpbl NOAK/HYEHHbIX YCTPOMCTB, HACTPOMKM KaHanoB, WabnoHo., Nnpae nonb3osatenei u ap. Mpu
cbpoce TeKyLwen KOHDUIypaunn yctaHoBneHHble 06HoBneHns TRASSIR OS coxpaHstoTca.

Mpumeuanue.
MNocne BbinonHeHusi cbpoca Tekylen KOoHUrypaumum 3anyCcTUTCa MacTep MNepBMYHOrO 3anycka (CMm.
pasgen 3.1).

[nga c6bpoca Tekylen KoHGUrypaumm BeiMONHUTE Cleayowme AeicTBus:

1. Mepe3zarpy3uTte \ BKAKOUKUTE BUAEOPErUCTPATOP.
2. JoxauTecb NOSBNEHUSA OKHA C HaAMUCbIO

Normal boot
Integrated automatic rescue system

[0 ncteyeHus npenfioXeHHbIX 3 cekyHp, BblibepuTe nyHKT Integrated automatic rescue
system 1 HaxxMuTe NoBYI0 KHOMKY Ha NOAK/IYEHHOM KnaBuaType.
Yepes HeKOTOpOe BpeMs 3anyCTUTC MEHH BOCCTAaHOB/IEHUS CUCTEMBDI;
Welcome to the rescue system.
I can help you to fix your device.
1) FACTORY RESET
2) CONFIG RESET
3) MONITORS RESET
4) REBOOT
Enter action number:
[na Bbibopa cbpoca Tekywen KOHPUrypaumm Haxxmure 2.
MNocne nosBNEHUS HA 3KpaHe HAAMUCK
CONFIGURE RESET requested
Haxmute kHonky Y ons noarsepxaeHuns soibopa nnu N ong otkasa.
5. Haxxmute kHonky Enter. Bce octanbHble genctemsa cucteMa BocctaHosneHms OC BbINOAHUT
aBTOMATMYECKM.
6. MNocne ycnewHoro OKOHYaHUS BbIOpaHHOM npouesypbl BOCCTAHOBMEHMS HA 3KpaHe
NoSIBUTCA HAAMMUCh:

SUCCESS
Rebooting, please wait.

M BbinonHuTCS nepesarpyska TRASSIR OS.
B cnyyae nosesneHus owmbok nNoBTOpMTE MNpoLEsypY BOCCTAHOBNEHUS WAW BbINOMHUTE
cbpoc [0 3aBOACKMX HACTPOEK.

4.
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4. BoccTtaHOBIeHMEe CUCTeMbl —

4.4 COpoc Ao 3aBOACKMX HACTpoeK

B mamatu Bupeopeructpatopa cogepxutcs nonHbii 06pas TRASSIR OS B ee wu3HayanbHOM
coctosHun. C nomowpio GyHKUMM c6poC A0 3aBOACKMX HACTPOEK Bbl MOXETe BOCCTAHOBWTH
NnepBOHAYaNbHYI KOHPUIypaLmMI0 cucTeMbl. [py 3TOM AaHHble, XPAHSALWLMECS HA NOAKIHOUYEHHbIX XECTKMX
LMCKAX, TaKMe KakK apXmB, CKPUHLWOTbI U Ap. ByayT COXpaHeHbI.

MNpumeyvaHue.

MNMocne BbINONAHEHMs cObpoca [0 3aBOACKMX HACTPOEK 3amnyckaeTcss MacTep MEepBMYHOrO 3anycka
(cm. pazpen 3.1).

Ons c6poca 00 3aBOACKMX HAaCTPOEK BbINONMHUTE Cneayoume AencTBumS:

1. MNepe3arpy3uTe \ BKAOUYUTE BUAEOPETrMCTPATOP.
2. [oxanTtecb NOSIBNEHUS OKHA C HaAMUCbHO

Normal boot
Integrated automatic rescue system

[0 wncteyeHus npenfioXXeHHbIX 3 cekyHp, BblbepuTe nyHKT Integrated automatic rescue
system 1 HaxMuTe NOOYI0 KHOMKY Ha NOAK/IYEHHOM KNaBuaType.
Yepes HeKOTOpoe BpeMs 3anyCTUTCS MEHI0 BOCCTAHOBNEHWUS CUCTEMDI:
Welcome to the rescue system.
I can help you to fix your device.
1) FACTORY RESET
2) CONFIG RESET
3) MONITORS RESET
4) REBOOT
Enter action number:
[nsa Bbibopa cbpoca A0 3aBOACKMX HACTPOEK HaxmuTe 1.
lNocne nosBneHMs Ha 3KpaHe HaAMMCH
FACTORY RESET requested
WARNING: ALL DATA WILL BE ERASED

Are you sure? y/n
HaxmuTe kHonky Y ons noateepxaeHus Boibopa unu N gns otkasa
5. Haxxmute kHonky Enter. Bce octanbHble genctemsa cucteMa BocctaHosneHms OC BbINOAHUT
aBTOMaTUYECKMW.
6. MNocne ycnewHoOro OKOHYaHUS BblIOpaHHOM npouesypbl BOCCTAHOBMEHMS HA 3KpaHe
NosSIBUTCSA HaaMmChb:

SUCCESS
Rebooting, please wait.

M BbinonHuTCS nepesarpyska TRASSIR OS.
B cnyyae noseneHuns owmnbok NoBTOpMTE NpOLEAYpPY BOCCTAHOBAEHMS.
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5. MOUCK N UCMNPABJTEHUE HEMCNPABHOCTEN

HeucnpasHocTb PelueHue HeucnpaeHOCTH

Bwﬂ,eoperMCTpaTop HE BK/KOYaeTC4. - npoBepbTe NOAKIHYEHUE K BHEKTpMLIECKOﬁ CeTun,
- cunoBoi Kabenb noBpeXAeH U NOANEXUT 3aMEHE;
- BbIK/IlOUYaTENb HA BNOKE NUTAHMS HE BKJTHOYEH;

- 610K NUTaHKS HencnpaBeH U NOANEXNUT 3aMEHE.

Bupeopeructpatop Bkakoyaetcs, HO He |[1poBepuTb HAAEXHOCTb MOAK/OYEHUS KNABUATYPbl K CUCTEMHOMY
3arpyxaetcs, BIOS Bbigaet coobueHne 06 | 6noky.
OTCYTCTBUM KNABUATYPBI.

Bupeopeructpatop  BktouaeTcs, Ho  Ha | [poBepuTb HaAEXHOCTb MOAK/OYEHUS MOHUTOPA K CUCTEMHOMY
MOHUTOpE HET U306paXKEHHS. 6noky.

Bupeopeructpatop BKAoYaetcs, HO  He |[poBepuTb HAAEXKHOCTb MOAK/HOYEHUS MbIWKM K CUCTEMHOMY
paboTaeT MblLLKa. 6510KYy.

Pa6orta TRASSIR

B TRASSIR He nogkntouatotcs  |IP-| [poBepuTb ceTeBoe coeguHeHMe:
ycrponctea. - BUEOPErnCTPaTOp AOMKEH BbITb MOAK/IOUEH K CETH;
- IP-ycTpoicTBO AOMKHO ObITb MOAKIHOYEHO K CETH;

- IP-ycTpovicTBy fomkeH 6biTb 3a4aH KOpPpeKTHbIN IP-agpec.

B TRASSIR HeT curHana c IP-kamep. lpoBepuTb HanUuMe coeauHeHUs C YCTPOMCTBOM.
B TRASSIR HeT curHana c - NpOBepPUTb, NOAKIOYEH I CUTHAN K YCTPOMCTBY;
IP-peructpaTopos Lanser. - NPOBEPUTb HaIMYMEe COeAUHEHUS C YCTPOMCTBOM.

BupeocurHan c IP-yctpoiicte npuxoput c | [poBepuTb NPOMNYCKHY CNOCOBHOCTb U HArpy3Ky CeTu.
Manow 4acCToTOM.
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6. MPABUITA XPAHEHUA N TPAHCITOPTUPOBKU

6.1 [paBuna xpaHeHus

MN3penve LOMKHO XPaHWUTLCS B YNAKOBKE B OTAM/JMBAEMOM MOMELLEHUM MpU TeMNepaType BO3ayxa
oT +5 no +40 °C 1 oTHoCuTENBHOM BRAXHOCTM Bo3gyxa A0 80% B coorBetctBMm ¢ FTOCT B9.003 n MOCT
21552. B noMeweHnax, roe XpaHATca M3Aenusi, He AOMKHO OblTb MApoOB KMUCMOT, WENoYen U ApYyrux
XMMUYECKM aKTUBHbIX BELLECTB, Napbl UM rasbl KOTOPbIX MOTYT Bbi3BaTb KOPPO3MUIO.

6.2 MNpaBuna TpaHCNOPTUPOBKU

M3penne u HOCUTENM [AaHHbIX B YMNAaKOBKE MOFYT TPaHCMOPTMPOBATbCS B COOTBETCTBUM C
TpeboBaHuamu TOCT B 9.001 n MOCT 21552 aBTOMOOWALHBIM, XeNne3HOA0POXKHbBIM M aBUALMOHHbLIM (B
repMeTM3MPOBaHHbIX OTCEKaX) BUAAMM TpaHCNopTa Ha Ntoboe paccTosHue, Npu yCNOBUM 3aLUTbl UX OT
rpsiau M aTMochepHbIX 0CaAKOB. TPaHCMOPTUPOBKA MO KENe3HOM [opore AOMKHA OCYLEeCTBNATbCS B
KPbITbIX BaroHax, a Npu nepeBo3Ke B OTKPbITbIX BaroHax — B KOHTeMHepax. PasmelueHne u KpenneHue
TPAHCNOPTHOM Tapbl C YNAaKOBAHHbIMU U3AENUAMMU B TPAHCNOPTHbLIX CPEeACTBAX AOMKHbI obecneynBaTth ee
yCTOMYMBOE MONOXEHME M HE AOMYCKaTb NepeMelleHns BO BpeMs TPaHCNopTMPOBKM. [pu norpyske u
pasrpyske usaenus LOMKHbI CTPOrO BbINOMHATLCS TPEOOBAHMSA MAHMMYNSLMOHHBIX 3HAKOB U HaAMNuUcewn
Ha ynakoBke.

6.3 MHCTpyKums no 6e30nacHOCTK 3KCnnyaTaumm

OTknovanTe BUOEOPErncTpaTop OT CeTU, Mpexae YeM NPOM3BOAMTb ero YMCTKY. He npumensiite
AN 3TOr0 XWAKWe, a3p0o30/bHble, abpasuBHble YMCTAWME CPeacTBa. Mcnonb3ynte A YNCTKU MSATKYHO
TKaHb. He nbiTaTecb CaMOCTOATENbHO PEMOHTMPOBATL BuaeoperucTpatop. [pu 3aMeHe 3neMeHTOB
BMOEOPEerMcTpaTopa YCTaHaBAMBaMTE TONMbKO KOMMOHEHTbI, peKoMeHAayemble u3rotoBuTenem. He
[ONyCKaiTe BO3AEMCTBMS HA BWOEOPErUCTPATOP KPUTUMYECKMX TEMMEpPATyp, He YCTaHaBAMBAWTE ero
B6/M3K oborpeBaTenbHbix NpubopoBs. MpenoxpaHsiTe oT NOBpeXAeHU kabenu 3snekTponutaHus. He
LONycKanTe NonagaHus BnarM BHyTpb BUAEOPErucTpaTopa.

Bupeopernucrtpatop npeaHasHayeH Ang 3KCnayatauuuM B YC/IOBMSIX COOTBETCTBYHOLWMX BUAY
KnnmaTtuyeckoro ucnonHeHuns YXJ1, kateropmm 4.2 no NOCT 15150 u npegHa3HayeHbl 4a9 3KcnayaTauum
B 3aKPbITbIX OTan/IMBaEMbIX MOMELLEHUSAX B YCIOBUAX KPYrIOCYTOYHOW, CMEHHOW MAN NEPUOANYECKOW
paboTbl B HOPMaNbHbIX KIMMATUYECKUX YCNIOBUSIX, ONpeaensieMblX CNefyoWwmnMm napameTpamu:

e TeMmrnepartypa okpyxatuero sosgyxa (20£5) °C
® OTHOCUTEJIbHAs BNAXKHOCTb OKpYyXxatwero sosayxa (60+20) %.
e atmocdepHoe pasnenue ot 84 no 107 kMa (630 - 800 mm pT. cT.)
ONeKTPOMarHuTHble BO3AENCTBUS HE AOMKHbI MPEBbILLATL CEAYIOWMX 3HAYEHUN:
e HaHocekyHaHble UMNyNbCHblE MOMexu B Lensax anektponutanms, FOCT 29156 - 0,5 kB;
e MuKpoceKyHAHble MMNYbCHbIE MOMeEXM B uensax anektponutanums, FOCT P 50007 - 0,5 kB;
OVHaMmyeckne U3MeHeHUs HanpskeHust ceTu anekTponuTanus, FTOCT P 50627:
® pOBabl N0 OTHOLEHMIO K HOMUHANBHOMY HanpskeHuto anekTponuTanusa 0,3 UH, 200 mc;
e npepbiBanusa 1,0 UH, 20 mc;
e Bbibpockl 0,2 UH, 200 mc.
MaccoBasi KOHLEHTpaLMs MblAM B BO34YXE NPWU 3KCMAyaTauum BUAEOPErncTpaTopa AOMKHA ObiTb
He 6onee 0,75 Mr/mM*3.

PykoBoOCTBO MO 3KcnyaTauum 29



L
TRASS]~. [MpaBuna xpaHeHNs N TPaHCMOPTUPOBKU

ConepxxaHue B aTMochepe KOppO3MOHHO-AaKTUBHbIX areHToB He bonee:

® CepHuUCTbIM ras — 20 mr/mM*2 cyr.
e xnopuabl — 0,3 Mr/mM"2 cyT.
Pabouee ™MecTo [HOMKHO o06ecrneyMBaTb XOPOLWYH UMPKYASUMIO BO34yXa [AN8 OXNaxaeHus
BMAeoperucTpaTopa.

6.4 3alumTa OT CTaTUYecKoro aNeKTpuyecrea

Mpu TEXHUYECKOM OBCNYKMBAHMM M 3IKCMIyaTaLUM BUAEOPErMCTPaTOpPa AOSIKHbI NMPUHMUMATHCS
Mepbl, Npeaynpexaatolmne CKOMeHUe CTaTUYECKMX 31EKTPUYECKMX 3apsSA0B Ha CUCTEMHOM 6/10Ke U
COEAMHEHHbIX C HUM YCTPOMCTBAX, @ TakXKe NepcoHane U cepBMCHOM 060pyA0BaHUM.

6.5 DnekrTpuyeckme xapakrepuctuku

e BxopHoe HanpsikeHue 6n1oka nuTaHua: 220Bx10%
e Yacrora: 50Mux1%

ONeKkTponuTaHue BUAEOPErnCTPaTopa AO/MKHO OCYLECTBAATLCS OT TPEXMNPOBOAHOM OAHOMA3HOWM
3/1eKTPOCETM MEpPEMEHHOro Toka HanpsbkeHuwem 220B w vactotor 50 [ ¢ npoBoAOM 3a3eMieHus.
PekomeHayeTcs BKIOYaTb BUAEOPErUCTPaTOp Yepes ceTeBoi GpunbTp. HopMbl KayecTBa 3neKTpUYECKon
uenu pomkHbl cootBeTcTBoBaTb TOCT 13109. XapakTepucTtukM 3a3emMeHnst LOMKHbI COOTBETCTBOBATb
TpeboBaHusam OCT 12.1.030.
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ALPECA CEPBUCHbIX LIEHTPOB

Mocksa

105082 NepeseneHoBCKUM Nep., 17k3
Ten: +7(495) 783-72-87

E-mail: info@dssl.ru

KpacHopap
MonopexHas, 25

Ten: +7(861) 203-38-68
E-mail: krd@dssl.ru

Kues

yn. Mny6ounukas, 44E
Ten: +380(44) 591-56-83,591-56-96
E-mail: ukraine@dssl.ru

CaHkT-leTepbypr
yn. bobpyrickas, 5

Ten: +7(812) 339-89-29
E-mail: spb@dssl.ru

HwxHui HoBropop,

yn. MpemyppoBa, 31A, od. 21
Ten: +7(831) 228-64-51
E-mail: pfo@dssl.ru

PoctoB-Ha-[loHy
np. JlennHa, 60

Ten: +7(863) 303-36-81
E-mail: rnd@dssl.ru

PYKOBOJJ,CTBO no aKcryataumnm
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MonHbINA aKTYaNbHbI CNMCOK CEPBUCHBIX LLEHTPOB CMOTPUTE Ha
www.dssl.ru/service.
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