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EEUJAHD Inasa 1. Mepuvl npedocmoposicHocmu

NnaBa 1. Mepbl NpeaoCTOPOXKHOCTU

Mepen ncnonb3oBaHMEM YCTPOMCTBA HEOOXOAMMO MOMHUTbL HU
[aHHbIN NpoayKT yaosneTsopseT Bcem TpeboBaHmam 6e3onacH
anekTponpubop, B cryyae HenpaBUIIbHOTO UCMOMb30BaHWUA MOXET B
oyepedb, MOXeT noBrievyb 3a cobon cepbesHble NocneacTBus.

crnyyaeB 06513aTeNbHO U3y4nUTe UHCTPYKLMIO!

BHMMAHME!
Vcnonb3ynte TOMbKO COBMECTUMblE YCTPOWCTBA. OKCn 0L00OpeHHbIX

npomunssoguTtenem, Hegonyctuma.

Cob6nioganTe MHCTPYKLUIO NO 3kcnnyaTauymm!
N3beraite ANMTENBHOTO WCMNOMbL30BaAH B HebnaronpuaTHbIX
YCIOBUSIX:
e [lpn CrMWIKOM BBICOKMX MM HU3KUX S Temnepartypa YCTPOWCTB
ot -10 go +50 °C).
e /3GeraiiTe nonagaHusa np TeYeHne ONUTENbHOro BPeEMEHH, a
Takke HaxoxaeHusa nobnmso orpeBaTerbHbIX NPMBOpPOB.
e W3GeranTte 6nmnsocTtn
e W3GeranTte 6nmsoc alowmmMm 60MnbLIMM 3NEKTPOMarHUTHBIM
3 eKTOoM.

bHOW BUbpaumen.

BHUMAHMUE!

B crnyyae HeucnpaBHOCTM Ka biM yeHTpoMm OO0 «HIIM «beBapa».

1 paboTbl Kamepbl:
N1 Heobbl4HOro 3anaxa.
NMOCTOPOHHUX OO BLEKTOB BHYTPb.

N NoBpeXxXaeHUn Kopnyca:

e cnepywowme AeNCTBUA:
Kamepy OT UCTOYHUKA NUTaHWS U OTCOEaNHUTE BCe OCTanbHble MPOBOAA.
c cepBucHbiM LeHTpoM OOO «HIIM «beBapay». KoHTakTHble AaHHblE Bbl

aNTW Ha canTe http://www.beward.ru/.

PykoBoacTBo no nogkntoyeHuto IP-kamepbl B12CW
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EEU‘JAHD Inasa 1. Mepuvl npedocmoposicHocmu

TpaHcnopTupoBKa

Mpy TpaHCNOPTUPOBKE MOMOXUTE KaMepy B YNakoBKY NpOW3BOAUTEN oV Apyrou

maTtepuvan CoOOTBETCTBYIOLLEro Ka4yecTBa M yaapornpoYHOCTH.

BeHTunauua
Bo n3bexxaHne neperpeBa HM B KOEM Cryvae He Grnokupynte ump

Kamepbi!

Yucrtka

Mcnonb3ynte MsArkytlo Cyxyld TKaHb Ans np
TPYAHOBbLIBOAMMBIX MATEH WUCMNONb3ynWTe HebonbLlioe Kon ero cpepgcrtea, nocre
Yero Hacyxo BbITPUTE NOBEPXHOCTb.

He ncnonb3yinTte netyyne pacteBopuTe NPTOC awme cpenctea unuv

©€eH3MH, TaK Kak OHU MOryT noBpeanTb Kopnyc

S
Q
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EE‘UJAHD Inasa 2. Obwue ceedenuist

MnaBa 2. O6wue cBegeHUs

BEWARD B12CW - oa10 komnaktHas |P-Bugeokamepa co BC
MUKPOGOHOM 1 BblcoKovyBcTBUTENBHLIM ~ KMOI1-ceHcopom €
NporpeccmMBHbIM  CkaHMpoBaHneM. Kamepa oOcHalleHa BCTPOeH
opraHmsaummn 6ecnpoBOAHOro coeamMHeHus no ctangaptam IEEE 80Z:
Kak pexumm «[deHb/Houb», pacluMpeHHbIn OUHAMWYECKU Ouanas3oH C
curHana (DWDR), cuctema wymonogasnerus (2D/3DNR) Bb
Nno3BoSiA9 €W COOTBETCTBOBaTb BbICOKMM TpeboBaHUAM,

cucTemMam BuaeoHabnogeHus.

IP-kamepa BEWARD B12CW n puBaTtb BUAEO B pearibHOM BpeMeHu
Kamepa cnoco B dopmartax cxkatma H.264/MJPEG. ®opmart
H.264 wpeanbHo nogxoau HUYEHHOW ronockl nponyckaHusa. [pu  ero
anMeHbLUNIA Tpadhmk 1 xopoLuee KayecTBo nsobpaxeHusa. dopmat
MJPEG npe NMCK 1 NPOCMOTPpa BUAEOM30OpaKEHNS B HaUmMy4dLLeM KavyecTBe, HO
TpebyeT 60 N MeCTa Ha XeCTKOM AMCKe (Npy 3anucm).
CA K ceTu npu nomoLum nposogHoro uHTepdernca 10BASE-
ro nHtepdernica IEEE 802.11 b/g/n (Wi-Fi). Ans 6bICcTpoThI 1
pPOBOAHOM ceTu Kamepa cHabxeHa kHonkon [WPS] (nogpobHee cwm.
oro PykoBoacTea).
)T namATM Tvna MicroSD nosBonsieT cgenaTtb cuctemy BuaeoHabniogeHns
. BaXXHas nHdopmauma He nponaget npu notepe coeAnHeHUsi, B MNOSIHOM
ObITb COXpaHeHa Ha kapTe namaAtu. B panbHenwem, ee MOXHO Oyaer
HenocpeaCcTBEHHO C KapTbl, TaK U yAarneHHO nocre yCTpaHeHUA TEXHUYECKUX
npobnem ce

PykoBoacTBo no nogkntoyeHuto IP-kamepbl B12CW



EE‘UJAHD Inasa 2. Obwue ceedenuist

2.1. Ocob6eHHocTU IP-BMaeokamepbl BEWARD B12CW

¢ BbicokokayecTBeHHbI KMOI-ceHcop ¢ nporpeccMBHbLIM CKaHUPO

e [lo 25 kagpoB B cekyHAOy npu paspeweHun 1280x720

e [lognepxka kapT namsatn Tmna MicroSD/SDHC

e BctpoeHHbii Wi-Fi-mogynb IEEE 802.11 b/g/n ¢ nogaepx

o [lpodeccroHanbHoe nporpammMmHoe obecrnevyeHme B KOMMNIEKTe

o [lopgoepxka OOHOBPEMEHHOrO KOAMPOBAHWUSA ABY 264 n
MJPEG

e Pexum «deHb/Houb»

e PacwunpeHHbI AMHaMUYECKUIA AnanasoH C L, Hana (DWDR)

e Llndposas cuctema wymonogasnenunsa (2DNR, 3D

e BCTpPOEHHbIV aKTUBHbLI MUKPOGOH C 10 m

o BcTpoeHHbin Be6-cepBep ans Hab

e [logoepxka npotokona HTTPS c TTP», «HTTPS&HTTP»,
«HTTPS»

e Bo3moxHOCTb NpocMoTpa OMOLLIbO BCTPOEHHOr0 nneepa

e BcCTpoeHHbIV feTeKkTop ABK

e Bbibop noToka (ocHoB npwv 3anvcu Buaeo Ha FTP

e Bbibop pa3pelueHu P, kapTy namatu u no E-mail

e CosgaHue oyepeam n ye ¢annos Ha FTP/E-mail, ecnu ceTb

BPEMEHHO HedoCTynHa

MNooaepxk

m anemeHT: OmniVision, 1/4" KMOTI1, OeHb/Houb, OmniPixel3-HS,

OBaHMe

K (aeHb) / 0.1 nK (Houb)
Bopa: ot 1/25 ¢ go 1/8000 c

280x720 — ocHoBHOM notok; 960x576, 640x360, 320x184 -—
BHbIN MOTOK
Hoe kogupoBaHue: H.264/H264, H.264/MJPEG, MJPEG /MJPEG
agpos: Ao 25 kagpoB B CEKyHAY AN BCEX pa3peLueHni
HbI MHOFO30HHbBIN AETEKTOP ABUXKEHWUS C PEryNIMPOBKON YyBCTBUTENBHOCTM

OAHOBPEMEHHbIX NOOKITHOYEHUN

PykoBoacTBo no nogknto4veHuto IP-kamepsl B12CW



EE‘UJAHD Inasa 2. Obwue ceedenuist

2.3. KoMnnekT noctaBKu

BHUMAHUE!

OTtnpaBka kagpoB € BbIOOPOM paspeLleHns no 3reKkTpoHHOM nouTe, Ha FTP-cepeep un

KapTy namaT¥ No pacnucaHuio NEepUoaMYeckn M Mpu BO3HUK
cobbITUSA.

OtnpaBka BMAEeO C BbIGOPOM MOTOKA (OCHOBHOW/anbTepH
KapTy NaMaTy No pacnmcaHuio U Npu BO3HUKHOBEHUN Tpe
Mutanne: DC 5B, 0.5 A

Pabouas Temnepartypa: ot -10 go +50 °C
MopaepxnBaemble npotokonbl: TCP/IP, UDP,
DDNS, NTP, HTTP, HTTPS, RTSP, RTP, S
802.11b/g/n, UPnP

Moppepxka otpacnesoro ctaHgapta ONVIF 2.01

IP-Bnaeokamepa € yCcTaHOBMNEHHbBIM
Bnok nutanna 5B 1 A (DC)
AHTEHHa NS NOAKIYEHN
Kabenb naty-kopa (1 m)
KpOHLWITENH

CD-awnck ¢ nporpam KymMeHTaumemn

YnakoBo4yHas Tapa

BEWARD ocTtaBnsert 3 3MEHEH MnnekTaumm obopyaoBaHusa u ero nobbix

xapakrepuctuk 6e3 npeasa

PykoBoacTBo no nogkntoyeHuto IP-kamepsl B12CW



EEU‘JAHD Inasa 3. Pazmepvl u ocHOBHbIE 271eMenmbl YCmMpoucmea

naBa 3. Paamepbl 1 OCHOBHbIE 35IEMEHTbI YCTPOUCTBA

3.1. Pa3smepbl IP-kamepbl B12CW

Pa3amepbl ykazaHbl B MUnnuMeTpax.

3.2. OCHOBHbIe 3N1eMeHTb

BHewHnin B kamepsbl npeacraene

5

Puc. 3.2
TOPOHEe KaMepbl PAcrofoXeHbl crieayoLlne 3NemMeHThbI:

13 12 1

ObekTuB ¢ KpenneHnem M12,

TVB Kamepbl COOKYCUPOBAH U HE TpebyeT AONONHUTENBHOW HACTPOMKN.

PykoBoacTBo no nogknto4veHuto IP-kamepbl B12CW



EEU‘JAHD I'nasa 3. Pazmepwvi u ocHOBHbLE 21eMenmbl YCmpOoucmea

2- UHgmkaTop NPOBOAHOrO NOAKMIOYEHUA: MHAMKATOP NOAKMIOYEHMS 3aropaeTcs npu

NOoAKIHYEeHUN KamMepbl K nokanbeHOM CEeTU N NokasblBaeT TEKYyLLYH CeTeBYIO a

e WHAuKaTop nNpoOBOAHOrO MOAKMIOYEHUA MUraet CWH
NogKmtoYeHa K CeTu ¢ NOMOLLbIO NPOBOAHOMO COEAMHEHUS.
e WHAaukKaTop nNpoOBOAHOrO MOAKMIOYEHUS He ropwu
OTKII0YEeHa OT NPOBOAHOWN CETMU.
3 - UNHpukaTop COCTOAAHMUA: 3aropaeTcs nocrne nog
NUTaHNA N MEHSIET CBON LBET B 3aBUCUMOCTU OT TEKYLLEro CQ
e WHAMKaTOp COCTOAAHUSA FOPUT KPacHbIM: K
3arpyska cucTeMmsl.
e WHAMKaATOp COCTOAHUSA TOPUT CUHUM: 3arpy
rotoea Kk pabore.
e WMHAuKaTop COCTOAHUSA HE ropuUT:
4 - BCTpPOEHHbLIN MUKPOMOH: aKT epxkon APY nossonseTt

nonb3oBaTesiio CrnblilaTbh TO, YTO NPOUCXOAUT B

5 - CnoTt KapTbl namMsaTu p
namatn c¢opmata MicroSD/SDHC.

ayanonaHHbIX Kak npy BO3HUKHO ITUA, TaK U B peXXnme NOCTOSHHOM 3anuncCHu.

eQHa3Ha4YeH OnA YyCTaHOBKU KapT

amMAaTn ana  3annmcnm  Buaeo- U

Takke npegycMoTpeHa BO3MO epBHOM 3an p1 OTCYTCTBUW COEOMHEHMS C CETbIO.

BHUMAHMUE!

lopsiyas 3ameHa KapThbl TW He noaaepx TCS KaMepom M MOXEeT MPUBECTU K MOBPEXOEHMIO

obopyaoBaHusa 1 note
He oTkntovanite kamepy B pPTbl NAMATH.

Kamepa He nogaepx aTUPOBaHUMN KOTOPbIX ObINO €CO30aHO HECKOITbKO

pas3nenos.
Ha 3 pacnonoXeHbl cnegyowme afeMeHTbl:
6 - : NpeAHasHaveH ans nNoakmnyeHns onoka nutaxdmsa 5 B, 1 A.
lNonspHoCTb : @ .

Thl Kamepbl UCMOMb3ynTe TOMbKO WCTOYHWKM, pekoMeHaoBaHHble OO0 «HIM

[USB]: gaHHbIM pasbem npegHasHavyeH Ansa nogknioveHus BHewwHero 4G-
mMoaema OK  NoAafdepxvBaemblX  MoAernen  MOAEMOB  pasMmelleH Ha  cauTe

http://www.beward.ru/ B kapTouke TOBapa).

PykoBoacTBo no nogknto4veHuto IP-kamepsl B12CW n
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EEU‘JAHD I'nasa 3. Pazmepwvi u ocHOBHbLE 21eMenmbl YCmpOoucmea

8 - CeteBon pasbem [Ethernet]: pasvem gna nogkniodeHna kamepbl Kk cetn VIHTepHeT,

poyTepy Unn KOMMyTaTopy, Npu NOMOLLM CTaHgapTHoro wrekepa RJ-45.

10 - Pasbem Wi-Fi aHTeHHbI: koHHekTop RP-SMA ans Bxoas
aHTeHHbI Anst 6ecnpoBOAHOIO NOAKMHYEHNS.

11 - UupgukaTtop WPS: nHgmkatop 3aropaeTcad B MOMEHT H
no npotokony WPS mexay kamepown n 6ecnpoBogHoOM TOYKON JocTyna.
12 - Be3onacHoe ynpoweHHoe Wi-Fi-coeguH
npeaHasHavyeHa Ansi NonyYeHns yCTPOMCTBOM CeTEBbIX Hac

CM. NyHKTbI 6.1, 6.2 gaHHoro PykoBoacTea).

13 - Copoc HacTpoek [Reset]: naHHas kHonka BCEX HaCTpoOekK

KamMmepbl B 3aBOACKNE YCTAHOBKW. Ona pooca HaCcTpoeEeK H €Hue OecCATn CeKyH

HaXkaTb KHOMKy cOpoca Tpu pasa Cc NnpoMeXxyTkamu B ogHy 1 bone KOY HaXKaTUAMMN.
Kpome TOro, Ha 3agHen CTOpoOHE kame aepxawmmn nHpopmaumto
o npoaykte (PN, SN), IP-agpec ycTtpovicTea no NMATAIOLLIErO HaNPSPKEHUS K

NONAPHOCTb NOAKIIOYEeHNA.

BHUMAHUE!

WHdopmaumsa o CepunHOM HOM (SN) moxet nonesHa npu MnorlyYeHNn KOHCynbTauum y

crneumanucta TEXHUYECKOW o, N anekTpoHHon noute). [loaTomy nepen

obpaLleHnem B cnyx6y nogaepx 3apaHee.

PykoBoacTBo no nogkntoyeHuto IP-kamepsl B12CW n



EEU‘JAHD I'nasa 4. Yemanoexa u nooknouenue IP-kamepol

naBa 4. YctaHoBKa u noakntoveHue IP-kamepbl

4.1. O6wue cBegeHna o nogknoveHum IP-kamepsl B12CW
IP-kamepa B12CW moxeT noaknioyvaTbCs K NoKarnbHOW CeTu npwu
nomow kak nposogHoro coeauHeHus (Ethernet), Tak n Gecnpos
MogkntoyeHne MOXET OCYLLEeCTBNATLCA KAk  HanpsMmyl K

BCMomMoraTenbHOro ceTeBoro o6opyaoBaHus (MapLLpyTM3aTopbl, KOMMYTaTO

Internet

Ans 6ecnpoBoAHOro NOAKMOYEHY n3aTop JoMmkeH BbITb ocHaLeH Wi-Fi-

MHTEpdencom.
OCHOBHbIE Wa OBKE W HaCTpOiike kamepbl ONucaHbl Aanee B

AaHHoM PykoBoacTse.

PykoBoacTBo no nogknto4veHuto IP-kamepbl B12CW



EEUJAHD I'nasa 4. Yemanoexa u nooknouenue IP-kamepol

4.2. PekomeHaaumm no yctaHoBKe

B paHHOM pa3gene npueeneH KpaTKVIVI CMNCOK peKomer,au,Mﬁ,

yunTbiBaTb NPU MOHTaxe obopyanoBaHus |IP-BnaeoHabnogeHus.

PekomMeHpauum no pasmeLleH1Io Kamepbl:
e |P-kamepa BEWARD B12CW npegHasHaveHa Anst ocyLlecTsn
C NpeaensHon TemnepaTypon akcnnyataumm ot -10 ;
e W3beranTte nonagaHusa Ha Kamepy NPsIMbIX COSHE TeveHne AJiNTenbHOro
BpPEMEHM, a Takke HaxoxgeHws nobnmsoc \/ neBaTesibHbIX
npnbopos..
e HenpaBunbHas paccTaHoBKa Kamep BuOEOHaO SOMBEOET K MNOSABMEHUIO

HeXenaTternbHbIX «cnenbiX» 30H, KOTOopble 6y,ElyT O BHE nNnonda 3peHusa

onepaTtopa.
e |3beranTte 6nM30CcTN C BOAOW UNU
e W3berante 6Gnu3octTn c ycTponcTBa OLLHbIX 3NEKTPOMAarHUTHbIX
BOIH.
e VYbeoutecb B BO3MOX ponMcTBa C Yy4YeTOM noAsoja
coeauHUTENbHbIX kKabenen.
e W3berante cnocob nycKalLWero 3HauuTenbHyl0 BUGpauuto.

[aHHoe Bo3genct Tb [eTeKTopa ABWKEHUS W YETKOCTb

e Kamepbl oaMMO pasmellaTtb Tak, 4TODbl UCKIIOUYUTL
cnyyariHoe €HMe W W3MEHeHWe HanpaBneHuss ob3opa
Kamepbl.

e Hanp eoHabnogeHns) kamepbl OOMKHO OblTb TBEPAO

€HT YCTaHOBKMW.

PykoBoacTBo no nogknto4veHuto IP-kamepsl B12CW



EEUJAHD I'nasa 4. Yemanoexa u nooknouenue IP-kamepol

PekomeHAauuu no npoknagke kabens Tuna «BUTas napa:

e B kopuaopax xenatenbHO MNpOKNagbiBaTb My4YkM JnekTpuyec

kabernen no pasHbiM kabernb-kaHanam, NPOXOAsILLMM MO PasHbl
o [lonyckaeTtcs B ogHOM kabenb-kaHane npoknagbiBaTb BU
kabenn B pasHblX OTCEeKax WM CeKuusix, MMeroL,
neperopogkMm € npenerioM OrHeCTOMKOCTM He MeHee O,

MaTepuaria ToJibKO B pa60l-||/|x 30Hax Ha pacCTodAH

anekTpudeckasa MoLHocTb 6yaeTt He 6onee 5 KBA
e JnekTpuyeckue n criaboTouHble kabenu gonyc apannenbHo Ha
paccTosHuM He meHee 50 MM Apyr OT 4pYyra
kabenb-kaHanoB. Ecnu HanpsKeHHOCTb ane obpaaytoLieroca oT
anekTpudeckoro kabens, 6yget 6onee 3 B/M, TO HeOL RENINUNTL PaCcCTOSIHUE
Mexay onekTpuyeckummn u - cnab CHM3UTb YPOBEHb
3NEKTPOMArHUTHbIX MOMEX.
e BuTonapHble M anekTpuyeckne Ka TbCA TONMbKO MOA MNPSIMbIM
yrrom.
e HeakpaHupoBaHHbIE BUTO NpOXoaAMTb Ha PacCTOSHUWN He
MeHee 125 MM OT rasopa3s cBeTa (NMOMUHECUEHTHbLIX namn) u

APYrnX BbICOKOBOSbTHARIX YCTPOMUCTB, C aLLMX paspAaHUKN.

e HeakpaHMpoOBaHHbI ble kabenu Hbl MPOKNaAbIBaTLCA HA PACCTOSAHUM He

mMeHee 1.5 meTpoB €KTPOMarHuTHbIX nomex, obpasyloLmx
HaNPsPKEHHOCTb 3neKkTpuye /M.

AenaHHbIMU HE3KPaHNPOBAHHBLIMWU BUTOMNAPHbLIMU
a pacCcTosiHUM He MeHee 3-X MeTpoB OT

bIX MOMeEX, 06pasyrou.|,|/|x HanpsAXXeHHOCTb

napbl Mexgy ToYKaMu MOAKIIOYEHUss [OSKHA MpOoV3BOAUTLCS
M HanpaBfneHue Tpacchl crieqyeT 3apaHee npogymaTh Tak,
Oblna kak MOXHO MeHbLLUE.

n3rmba ans kabens — deTblpe AuameTtpa kabena (wnm 1
YLLECTBYIOT pekoMeHdauun pasmMellaTb kabenb Takum obpasom,
B6ecneunBaTb 13rnb pagmycom 2 gronma (5 caHTUMETpOB).

asi AnnHa cerMeHTa AommkHa 6biTb He 6onee 100 meTpoB.

PykoBoacTBo no nogknto4veHuto IP-kamepsl B12CW



EEUJAHD I'nasa 4. Yemanoexa u nooknouenue IP-kamepol

4.3. MoHTax IP kamepbl

Kamepa kpenuTcst kK NOBepXHOCTM NP NOMOLLM 2-X BUHTOB (pasmep

War 1: pacnakyiTe KpPOHWTEWH W MPUKPENUTE CTOWKY Kp
KpOHLUTENHa BUHTOM M8 13 KoMnnekTa NocTaBKu.

War 2: HameTbTe MecTa Ha MOHTaXHOW MOBEPXHOCTU W
rnybuHon 25 mm, ecnu Bbl nnaHvpyeTe ncnonb3osaTb A106eNst U BUHTbI U

War 3: BcTaBbTe nNnacTukoBble Awbenss B OTBe
KPOHLUTENHA K MOBEPXHOCTU C MOMOLLbIO ABYX BUHTOB.

LWar 4: 3akpenute Kamepy Ha KPOHLUTEWNHE, UCMo, € Ha 3agHeu
CTOPOHE Kamepbl.

LWar 5: BbibepuTe HanpaBneHne 063opa kamepbl U 3 , UCNONb3ys BUHTOBOW
bmkcaTop KPOHLUTENHA.

LWar 6: nogkntounte |P-kamepy kK KOMMY nomMoLum kabens
naTy-Kkop4 13 KoMnnekTa nocrtasku. MNogknoy nb3ys 6nok nuTaHua 5 B,

1 A 13 KOMMNNeKTa NocTaBKU.

4.4. YctaHOBKa / ussneue

OTkniouMTE NUTaHNE. YCTaHOBUTE Kap SD ob6vemom go 32 I'6 B cnot. Ans

9TOro pas3BepHUTE KapTy KOHTA K nepep,Heﬁ XHOCTU KaMepbl U K CINOTY U BCTaBbTe B

CnoT A0 Wenyka.

[ns u3BneyYeHus KapTbl e Topel [0 Lenyka, U MPYXWHHbIN

MeXaHNU3M BbITOJTKHET K 13 crnoTa.

MNogkntounte bl.
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4.5. NMpoBoaHOe NOAKNOYEeHMEe KaMepbl K CeTn

Mcnonb3ysa coeguHuTenbHbli kabenb ¢ pasbemom RJ-45, nopg

nokanbHoun cetn (kK LAN-nHTepdericy maplipytmsaTopa).
B cnyyae HeobxoanmocTun, coeanHuUTENbHbIN Kabernb MOXHO
npy HanM4YMM HeobXo4MMbIX MaTepuanoB, MUHCTPYMEHTOB W OMbITa, U

BapuaHTt «npamoro» kabena (UTP kaTteropumu 5e) ¢ pasbemom

C ogHoOro KoHua C apyroro Ko
: beno-opaHxeBblIi

1 8 : OpaHxeBblii

: Beno-3enéHbin

CHA3Y:

CTEPEAM: ﬂ
1 8

CuHun

: Beno-cuHnn

: 3enéHbin

: beno-kopn4HeBbI 7: beno-kKopnyHeBbLIN

o|(N[o|alslw(N|=

: KopnyHeBbin 8: KopnyHeBbin

[Ons n3rotoBneHns «npsiMoro» abenb UTP (BuTas napa kateropumn

5e unu Bblwe), ABa pasbema RJ-45 DA3bEMOB (Kpumnep).

Mpn Takom nopsgke MNOOKITHYEHN OM B Tabnuue) obecne4vnBaloTCA

BeIlMynHa "

rapaHTUpPOBaHHblE MPOU3BOAMUT pederneHve 3adepXek pacrnpocTpaHeHus

curHana, a, crnegoBaTeribHO, na4vm gaHHbix 100 Mout/c.
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MnaBa 5. HacTponka npoBogHOro coeAuHeHus

Ona Toro 4to6bl IP-kamepa B12CW pabotana B Bawen nokanb
apyrum obopyaoBaHmeM, HEOOXOAMMO BbINOMHUTL €€ NOAKIMYEHNE B

HacTporkamMu AaHHOW CeTu, A1 Yero, B CBOK odepenb, Heob6xoammo

NMPUMEYAHUE!
HasBaHus HEKOTOpbIX MYHKTOB MEHI0 U DYHKUUA Ha CKPUHLIO MoryT

oTnM4yaTbCcsa OT TakoBbix B Bawewn sBepcun Windows, ogHako anr ABNAETCA

yHnBepcarbHbIM.

5.1. OnpegeneHne napameTpoB NPOBOAHOMN
B cnyyae nogknioyeHna no kabento Ethernet Heo pegenutb  Tekylue
HaCTPOMKN NPOBOAHON CETH.
Onsa onpepeneHvs TekywMX HacTp »>HOM CEeTU UCMOonb3ynTe

KOMMbIOTEP, NOAKMOYEHHbIN K 3TON ceTU. HaxkMig

B
&=

¥

i'ﬂ Fcrm ek 20

T o R

-5
= CEWE PR -y

3apad] B pasfe pHeT] (Puc. 5.2).
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Ha T kn RApakseT ROl KisNssTega

Crcrenss W BeronacHooTs FupTHEE 3AMWOd Na
T BE ol £0aCT e il i T Tl el B,

XA i
aFTEPE TR ST

[ TRATTE COCTTA HAE CETH 340

Sursop M FTE O S0 LU EH TN TRl B D arn
LTS o i il

Cppyanaarae | IayE
T 1k N CTPRARCTE 9 1T 8
T e e e T T

T pased b

PR 7P H TS o LA el

B oTkpbIBLUEMCS ANANOrOBOM ¢ nYyeHMe No nokanbHom cetu] (Puc.

-
—————— ';"-

EOFID MO KDY A

a P w s ¢ o i i

A=rérsr

Waewrres fywi e e
ELEL UL PR AT T Eor s B0 M SRR AR

P sa-i#1

]

ki g
EPT IR PRt

P s FIRARa er-uunrM

El LIRS IR S IR =L PR I L
e LU B, rpa o) A, M S SRS TR R, S EASA 12, e s K NI e ovams
TR L B LU AL M 1S Gl R

TRiaeieia i i

VRECTIAE RIS U s § TR AT, I 1, ey
Flsfendy! ek Frbris W DR R A8 ©YPRL

Tz oo 1ol F 1T 8 THSNUFT I8 OFUM AS0TE TN
ST T K TR AR ATR S8 (U T TERA = L AN ST S PTA R KT T TTR DN W

FEA A TRI T IS ERLEG BTN

SRR M g
JEERLrHME H P ETZAETEH-HE SEME R 1Z20EUHM UFF ASPE SR 400 CEREAT T 2 HETRIRrR T

JNBKNX NOAKMIOYEHUI BbIOEPUTE TO, K KOTOPOMY MiaHMpyeTcs nogkniounTthb IP-kamepy.
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B oTkpbiBLUEMCS OKHE HaxmMuTe kHonKky [CBoncTBa] (Puc. 5.4).

Ta'l vogmrca

Pk mie a=my gy s Hi e

TEaEens
-
LICFSrE

=2 p L TR

Lrnzme e

B nawvanorosom , o6xoanmo BbIGpaTb MYHKT

[MpoTtokon UHTepHeTa Bepcus 4 (TCP/AT h. : y [CBoncTBa] (Puc. 5.5).

2ered =R HSE A r] 0 T HRTTT 0 P P
Ewh‘l" LoIET.

opom oTobpaxaeTcss WHdOpPMauMa O HaCTpoMKax CeTeBOro

[IBa BapmaHTa HacTpounku |IP-agpeca ceteBoro nogknioyeHus Baiwero

-agpec aBToMatuuiecku: |P-agpec HasHavaeTcss aBTomaTtudeckn DHCP-
Ecnn IP-agpec Bawemy (1K Bblgaetca aBTomMaTtuMyecku, Torga pAns

€TPOB fokanbHOW ceTu nepenauTe K nyHkTy 5.1.1 aaHHoro PykoBoacTBa.
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B ——
o L BTEoeTa AR A [TEF TR e

| R Tt

TaoaE P[5 =37 F= W el B T ETH=E3H, BT e
FAIBPFARCT Z77 =1 ool BIpaTFaer Cwea ©aeo1sd
D7 o, e D DL A L LT

B.Il'h'-rn'ﬂ B H’ih’a‘.ﬂl"-a]
- e a e wearaet 1P e s

| R

S R o]

E Thoy s opm AT e ..lew-n.u]
F L e pous e -.u.wl;'i (LIRS C]

T uTH S BB L. - B

_IMeeraapernerezeerpe T e

2. Ucnonb3oBaTtb cnepyrowmn IP-a
(Puc. 5.7):

22 Mosib3oBaTenieM BPYYHYHO

MEEEL =T o A% ka.
T bameL

apameTpsbl ceTeBoro agantepa Bawero MK (IP-agpec, Macka

noacetu, Oc

M ceTeBble MapameTpbl KOMMbIOTEPa, TO MOCMe HaCTpOMku Kamepbl OygeT
B NMepBOHaYanbHOe COCTOsIHME sl BOCCTAHOBMEHUS MOAKMIOYEHNS K FTOKanbHOM

eT.
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5.1.1. OnpepeneHne napameTpoB ceTu Npu aguHamu4veckom IP-agpece

NMPUMEYAHUE!
OaHHbln NyHKT PykoBoACTBa npefHasHayeH Ans onpeferneHus napame

HasHayeHun |IP-agpeca Bawewmy MK aBTomatuyecku (DHCP-cepBepom).

[ns onpegeneHns TeKyLWMX HaACTPOeK KoMMbloTepa cetm

HaxmuTte lyck — lNaHenb ynpasneHus (Puc. 5.8).

E vl dFidans
E‘ﬂ? ]

o
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Umyas porcisorare  ypan
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B oTkpbiBLIEMCA AnanoroBom okHe Haxmute [[MoakniovyeHue no nokanbHon cetu] (Puc.

5.10).
45 !E #H D Felefoms ok D i pipamress Crvaad im ol e s i die
2:::'_:".:’::1 TI T SO om0 5 b O 0078 H LT e A
e o b EEMEFD IBEr B oy Tem deragesr
& T T EL TR P e [E Ee -
MEpCLETRL Sl 2 M s A Lo
Trm £
e L PR R
L ERRLY |
_‘f‘ L i o B, W e A
T s Df e e, m s e i,
HoH W =020 E8 UL, THIRTI 8 BOH TR T 0T
(BT R e L L L
s weacs ve: 14 T v NN REREET L TR AR TEE Y
¥ 1
Lerbaa gznarid ¢
[T dectmctalrmurma
Bix o e PUSEI R PR e VR IR L
e R LT ] :l_l"_, TP e pd fA T
Cradme e
NMPUMEYAHUE!
I'Ipvl Harnn4mnm HEeCKOJIbKUX CETEE OYeHUn BblOep TO, K KOTOPOMY nnaHnpyeTcAa nogkn4nuTb
IP-kamepy.

B OTKpbIBLUEMCS OKHE HAXMUTE (Puc. 5.11).

5o FropukhroEeny
Nezowreas
P43
oL e
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| WOAERI-R-A)
| DHCP mmraoem O

| Bges el 151681170

| Mimcww napcare Ped 3EE KN JEE0

| B ey E penpans 2E15r BAE 1D
| SRR AT TEE T 15 peaparm Mty BSE 1D
| Lnoano panegene . 121681254

| OHIP copmen Fad 18T

{ DM o [Pl 152163 1.

i FoiH oo [Pt 18R e 1157

| Ciyrariy PR BRD Sepe . O

FiEiL 85Tk S Tz Bl

- Oa», «Agpec IPv4 -

XXX XXX XXX XXX» (FOE «XXX.XXX.XXX.XXX» — 3HA ¢ : sHaunTt IP-agpec Bawemy MK

Ecnn B 3aTtoMm okHe Bbl yBugenu ctp

Has3HayeH aBTomartmyeckn. Macka no, - socke [Macka nogcetm IPv4], agpec

ceTeBOro wnsa — B ctpoke [LUn N agpec DNS-cepBepa — B cTpoke

noacetun, Ceteson wnto3, DNS-

BHUMAHMUE!
Ecnu Bbl He 3anucanuggeteBble napametp pa, TO Mocrne HacTpoviku kamepbl OyaeT
HEBO3MOXHO BEPHYTb YyarbHOEe COCT € ONs BOCCTaHOBIEHUS NMOJKIMIOYEHUS K NOKanbHON

cetu n/vnun cetn VIHTepH

BHUMAHUE!
Ecnn B okHe
«DHCP Bk

3HayeHue |

€BOM NOAKIOYeHUn» Bbl yBUOENM CTPOKU:

4 aBTOHACTPOMKM = XXX.XXX.XXX.XXX», (FAE€ XXX.XXX.XXX.XXX —
€ yganocb nogknouutbes K nposogHon cetn (DHCP-cepsep He
OBEPbTE NPaBUIbHOCTb MOAKMYEHMS K NPOBOAHONM ceTu. B cnydae

wemMy CucteMmHomMmy aaMUHUCTPaTopy.
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5.2. NameHeHMe NnapamMeTpoOB NoKarbHOM ceTu Ans noakno4veHus K IP-kamepe

Mo ymonuanuto IP-kamepa B12CW nmeet IP-agpec 192.168.0.99. Y

Kamepe Ons nepBoHayanbHOM HAaCTPOMKN HeobxoamMmo, 4YToObl Baw kom
Xe nogceTtu, 4To 1 kamepa. MNpu atom IP-agpeca kamep, KOMMbIOTEPO

B CETU HEe OO0JIKHblI coBNnaaatb Mexay cobon.

BHUMAHME!
Ecnu Bbl nnaHupyete noakniounTb Heckonbko IP-kamep, To 4
noaknoyanTe kamepbl No 0AHOM 1 n3meHsnTe nx IP-agpeca el nokaneHon

ceTun.

BHUMAHMUE!

Ecnn Bbl yBepeHbl, yto Baw T[1K, noakntoveH -Kamepa, ¢u3nYeckm

NnoaKrntoYeHHas K TON XXe ceTu, nmbo HanpsamMmyro 9 B ogHOM nogceTun, Bel moxeTe

cpasy nepenTtu K nyHkTy 5.3 gaHHoro PykoBoacTea

Ons nameHeHnsa TekyLwmnx HacTp - Aa0KanbHoM NPOBOAHON CETU HaXMUTE

IMyck — MaHenb ynpaeneHus (Puc. £

Puc. 5.13
S OnanoroBom OkHe BblbepuTe nyHKT [[lpocMoTp cocTosiHus cetu u

b 1 UHTepHeT] (Puc. 5.14).

l
\9}
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HASTRORKD FAPIAACTEOD KoK LT S

LMCTEMA M DO naTH ST FUSTHZE ZANHIH MRl
RISER TERRERIES S TRR TR TE 19 SR
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B oTKpbIBLLEMCS OKHE HaXMUTe JKanbHon cetn» (Puc. 5.15).

T

‘HU@=B478 TApALFTECE
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INIEF T N CSLLEN BITT AN | lzsusmg @
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£ BEArES H T EHINSRER, FUETEAHE Y PR SR THS SETEER G SR TR SRR TOH
LERT AR TS ETT TR R T LY T

Va e e

Aham v arm o e e L A T T S P el s v

Puc. 5.15

JIbKNX CeTeBbIX MOAKMYEHNI Bbl6€pMTe TO, K KOTOpPOMY nnaHnpyeTcAa NoAKMHYUTb
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B oTkpbiBLIEMCA OKHE HaxmuTe kHonKy [CBomncTBa] (Puc. 5.16).

Puc:{

B OTKpbIBLLEMCS OKHE CBOWCTH €BOro™ BOVEHMA HeobXxoauMO BbIGpaTh MyHKT

[MpoTokon UHTepHeTa Bepcus 4 (T¢ HaXKa [CBowcTBa] (Puc. 5.17).

. g Ty
.

NEBTE

9 OKHe HeobxoOuMO YCTaHOBUTb 3HaveHus IP-agpeca n macku noaceTw.
onb3oBaTb cnegyrowun IP-agpec] n Beegnte csoboaHbi IP-agpec 13
anpumvep 192.168.0.20, 1 Macky nopgcetn — 255.255.255.0. OctanbHbie

> HeT HeobxoamnmocTu (Puc. 5.18).

PykoBoacTBo no nogknto4veHuto IP-kamepbl B12CW 24



EEU‘JAHD Inasa 5. Hacmpoiika nposoonoco coedunenus

vt ey e R e e T e F o
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A T A e e

Ao ot DHE s

L TERTEEIE L DA TR T L

[ins npuMeHeHWs1 U3AMEHEHMI HacTpoe BCEX OTKPbITbIX OKHaX.

6pay3sepa Internet Explorer

Onsa poctyna K kamepe c net Explorer sanyctute ero n B

BHUMAHMUE!
IP-kamepa BEWARD B12

NMPUMEYAHMUE!

Ecnn gns HTTP-nopTa ncno onyaHuio — 80, Torga Ans JocTyna K kamepe B

agpecHoO CTPOKE TaTO4YHO BB «http://<IP>/», rge <IP> — IP-agpec kamepbl.

.....

Puc. 5.19
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5.4. NMonyyeHue aoctyna K Be6-nHtepency IP-kamepbl

NMPUMEYAHMUE!
[na koppekTHon paBoTthl Beb-uHTepdeiica IP-kamepbl Heobxoanma Bepcu

He Huxke 9.0.

Ons npocmoTpa wu3obpaxeHuss ¢ |IP-kamepbl 4epss
ncnonb3yTcsa KomnoHeHTbl ActiveX. Internet Explorer He
COCTaBe U1 3arpyxaeT UX HernocpeacTBEHHO C Kamepbl.

yBuauTe criegyolee cooblieHue:
CEwe—

CHCTEMS CAPSIRIATE, S0y
e d

L7, wCTRHDSATE:

A4

2 5.20

Haxmute [OK]. B HmxHen yactin™o /3epc BUTCA BCMNIblBalOLLiEee OMoBeLleHne

cuctembl 6esonacHocTn (Puc. 5.4

"_'-.m@;n_. TS a—

T emnaccmaaa infee G3e Chirewn 1T T2 e raleosn noH - TUTee s 1

o | ware DA TR S L ety el e Lol TSI A s oew doMERLC LD
1 TR S TS R

Puc. 5.21
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HaxmuTe Ha KHonky [YcTaHOBUTBL] NS yCTaHOBKM KOMNOHEHTOB ActiveX.

BHUMAHMUE!

YcTaHoBka KomnoHeHToB ActiveX BO3MOXHa ToNbKo Ha 32-6utHyto Bepcuto 6

Cuctema 6e3onacHoctn Opaysepa Internet Explorer 6yaet aBT
yctaHoBky ActiveX. [Ons npogorkKeHuss YCTAHOBKU HaXMmuUTe B OKHe

noaTBepXaeHnsa yctaHosku (Puc. 5.22).

[ Iteret Bxabrer - Npen
WO T AT e T 5 SO e Gl TR e e ®

j. i Mea: Ailhel Contol (3013, 1 006
MeoaTens: . BEWARD Lo, Lol

[#] JonancsTensi

Jrmiing oy METApHATA HOryT 6
TISED 07 (LSRG 11 11 T,

[anee, oNs KOPPEKTHON YCTAHOBKM KON aHTOBY CtiveX 3akpoute Internet Explorer n

HaxmvuTe [OK] B OkHe, NnpeacTag OM Ha PucyHke_ 23, ecnu TakoBOe MNosIBUTCS.

[L windicwes mast b nef oo instal o 0K

P ] onea |

Puc. 5.23

Ha PucyHke 5.24, HaxxmuTe kHornky [Install].

Puc. 5.24
1HoW ycTaHoBkM Bbl yBuaute coobuieHne «Register OCX success(C:\)» B

Horo okHa. Haxmute kHonky [Close] ons Bbixoga M3 okHa ycTaHoBku (Puc.
5.25).
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¥ im0k
|

l

(] [

RAgister (0K AURAEA{C Natdant)

Puc. 5.25
NMPUMEYAHMUE!
B onepaunoHHon cucteme Windows 7 n B OGpaysepe Inter Ha3BaHMa MEHK unm
CUCTEMHbIE COOOLLEHNSI MOTYT OTNMYaTLCHA OT Ha3BaHWN Me apyrnx OC

cemenctea Windows unuv B Apyrmux 6paysepax.

NMPUMEYAHUE!
Mpn yctaHoBke ActiveX B OC Windows 7/8/8.1

AONOJIHUTENIbHO MNPON3BOANTLCA GHOKVIpOBKa

eTHbIX 3anucein byget
oBaTento OyaeT BbldaHO
JononHuTensHoe orosellieHne. Ons paspelueHus yTBEPAUTENBLHO OTBETUTL B

nosABUBLLEMCA OKHE.

OTtkponte Internet Explorer. epa BeBeagute |IP-agpec kamepsbl 1

HaxmuTe [Enter]. OTkpoeTca okHO aBTOpm3aLm MMsi nonb3oBatens u naponb. [o

YMONYaHUIO UCMNONb3yeTcs n naponb no ymonyanuio — admin (Puc.

5.26).

BHUMAHUE!

[Mocne asTOpu3auuu nb3oBaTenss U naponb B MeH Hacmpolku —
CucmewmHsbie — [Tonb3oea Onsl UM UMEeHW none3osartens, IP-kamepy MOXHO
BEPHYTb K 3aBOf, poek HeobXxoAMMO B TeYeHne OeCATM CeKyHA HaxaTb

KHOMKY c6poc XXyTkamu Gonee 1 cekyHObl MEXAY HaxXaTUsIMU.
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.
ﬂlf‘.jill i b SRR e

‘ 5.26
lMocne ycrewHon asTopu3auun bBbr Te
5.27).

Puc. 5.27

M serer i et e Ciesdon Gencgia Chravea T Tas aoow s na o i

e K BeG-nHTepdeincy kamepbl (Puc.
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Ecnn no kakmm-1o npuumHam yctaHoBka ActiveX npowsa HekoppekTHo, Bbl MoxeTte
YyCTaHOBUTb HEOOXOAMMbIE KOMMOHEHTbI BPY4YHYHD. [1ns 3TOro, Ha cTpaHuue ar
CCbIfIKY, Kak nokasaHo Ha PucyHke 5.28:

HaXXMUTE

— —

{_ '-.'..l PLERTTR LT T T el = P P ﬁ
|

BelWARD

Lirm gomormon e P S

Puc. 5.2
[na Ha4ana npouecca

2KMUTE KHG. y [BbinonHuTb] (Puc. 5.29).

& :I:}.‘_'.l (PRI RLITIIT C—

Lrn o w2y B Chrw s CTil ¥-a Rk mir st

CISIRRE RIS PR IR PR ELE i, b RCI DL B ] 8 i

Puc. 5.29
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[anee, cnegyinTe npvBegeHHOM Bblle NHCTPYKUMK (cM. Puc. 5.22-5.26).

5.5. UameHeHUe HacTpoek noakntoveHus IP-kamepbl yep
MNocne noAKMNKYEHNA K IP—Kamepe HeO6XO,EI,I/IMO N3MEHUTb €ee

YTOObLI OHA HaxoaMnach B OJHOWN NOACETU C OCTalbHbIM O60pyﬂ,OBaH

BHMMAHME!

[na coBmecTHON paboTbl HECKOMNBbKUX YCTPONCTB B OOHOW NOACET,
nepBblie Tpu YacTu (okteTa) IP-agpeca, n NonHOCTLIO coBnag,
Hanpwumep, IP-agpec Bawero MK — 192.168.1.120. IP-agp Ipe okTeTa. B
OaHHoM npumepe: 1 okteT — 192, 2 okteT — 168, 3 okTeT — 1, 06X04MMO U3MEHUTb
IP-agpec kamepbl Tak, 4TOObl MX NepBble TPU OKTETa COoBMNajanw, pec Kamepbl OOSKeH

nmeTb BnA: 192.168.1.xxx. YeTBepTbii okTeT |IP-anpass TENbHO JOMKEH ObITb

nHaneBunayanbHbIM.

Puc. 5.30
dacka noacetun], [OcHoBHOM wnto3], [Mpeanountaembin DNS],

L1 DNS] HyXHO BBECTU TaKue 3Ha4eHust, 4Tobbl Kamepa nonana B ofHy NoaceTb
nosaHneMm. [ins 3toro obpaTtuTecb K paHee 3anucaHHbIM, TeKyLUMM
nokarnbHou cetn (cM. NyHKkTbl 5.1 nnn 5.1.1) n, B COOTBETCTBUM C HUMU,

3aHHbIE NMapaMeTpbl.
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NMPUMEYAHMUE!

B cnyyae HeobOxoaMMOCTM ANsi HAacTPOWKM CETEBbIX MapamMeTpoB YCTPOWCTB 00p

K Bawewmy

CETEBOMY aAMUHUCTPATOPY.

[ns npUMEHeHUss N3MEHEHUI CETEBbIX HAaCTPOEK KaMepbl Ha
nocne 4ero NosIBATCA yBe4OMITEHWNE O Nepe3arpy3ke yCTPOMCTBa.
Mocne nepesarpy3ku IP-kamepa 6yoet gocTynHa no 3ag a 3TOM

HacTpoWka NpoBoAHOro noaknoyeHus |P-kamepbl 3aBepLleH

v
S
Q

9]
\O]

PykoBoacTBo no nogknto4veHuto IP-kamepbl B12CW



EEU‘JAHD Inasa 5. Hacmpoiika nposoonoco coedunenus

5.6. Bo3BpaTt HacTpoek noaknroyeHus MK kK nepBoHavyanbHbIM 3HaYE€HUAM

YT06bl BEPHYTb 3HAYEHMS NMPOBOAHOIO CETEBOrO MOAKIMIOYEHUS K Y IM paHee
3Ha4YeHUsIM, BbINONHUTE Crieaytowne OencTeus.

HaxmuTe lMyck — lNaHenb ynpaeneHus (Puc. 5.31).

0 oo
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—
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EJ.DJE-".TIM: H ERATTI A THHTHE SETIEa
P P TR
E:l' pogET | E AN moET

Opapuasse W NEpCCHAAALINS
ket Te i

Misis:nisw Foas paboser crons
Ty oy e iy Bl B ]

Ll-'b:l:!, A3 K. 1 DET 18T

et SR P AT P sl R T
rraectoe IRngE

Pl i i s T el N

L‘rE’u,i‘hlu'lIIl'HE BOEREIMHOCTHA
P e i WL b e, 11 s BT
Chrrurssrasarm o chpoasism i S

Puc. 5.32
swemcst okHe HaxxmuTe [MogknoveHue no nokanbHon cetu] (Puc. 5.33).
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B OTKPbIBLUEMCA OKHE HaXXMWUT,

Puc. 5.34
PbIBLLE He CBOWCTB CETEBOro MOAKMYEHNss HeobOXoaMMO BblOpaTb MYHKT

Ta Bepcua 4 (TCP/IPv4)] n HaxaTtb kHonky [CBouncTBa] (Puc. 5.35).
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| e
T M rvspemiy Aty HDG 6 Re i
b B Mrasvgonass: ramerm Dol |
B SRy BOTI & R B MDA TR MR,

Ecnu unsHavaneHo IP-agpec f ’
nyHkTel  [Monyuntb IP-agpec aBTOMaT! onyuutb appec DNS-cepBepa

aBTOMaTUu4eCKU], nocrie 4Yero 3 BCEX OTKPbITbIX OKOH (Puc. 5.36).

e LRy Fﬁﬂ

Tearsips P ey wlik=
LI R T L

ST ST T R T T ]

| M Meor i ne anpos DHE oo oo @ ror a e <o t
L Hesm, e 1L L s o DN L e

Puc. 5.36
Ho IP-agpec Bawemy [K 6bin 3agaH BpydHyto, Torga Bblbepute MyHKT
ayrowmn IP-agpec] n 3anonHute Heobxoaumble nons (cM. nyHKT 5.1

Ba), nocne yero Haxmute kHonky [OK] ons Bcex oTKpbITbIX OKOH (Puc. 5.37).

PykoBoacTBo no nogknto4veHuto IP-kamepbl B12CW



EEU‘JAHD Inasa 5. Hacmpoiika nposoonoco coedunenus
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5.7. MpoBepka npaBUNIBHOCTU yeHusa IP-kamepbl K
FIoKanbHOW ceTn

Ona KoHTponsi npaBWUnbHO Kamepbl M KOMMbOTEPA HYXHO
NoaKMoYNUTLCS K kKaMmepe Yepes bpaysep Inter
3anyctute 6paysep Int 0 HaxmuTe [Myck — Bce lpozpamMmbi
BblibepuTe cTpoky [Internet E
Kamepe (Hanpumep:

Beeante B agpecHoun NPUCBOEHHbLIN

http://192.168.1.166) (P

pHbIX HaCTpOP’IKaX OTKpOeTCA OKHO aBTOpu3auunun. Ons aBTopunsauun eeegute

UMs nosb s 1 naponb, nocne yero Haxmute [OK] (Puc. 5.39).
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BHUMAHMUE!

Mms nonb3oBaTtens no ymonyaxuto: admin. MNaponb no ymonyaxumio: admin.

= '_:l:\-l\._'rl-r-_j-\.l'rl:'1u- ey =R T TUTE e T

= ———————~~+
Be\WARD |

L4 & i i oA vk L=

G

MNpn npaBUNbHO BLINOS bIX OEACTBUSAX W« ACMOXETe 3alTu B Beb-uHTepdeic yepes

Gpaysep 1 yBnaeTb nsobpaxe P-kamepbi 2uic. 5.40).

I

Be@\WARD

Puc. 5.40
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NMPUMEYAHUE!
B cnyyae HeygayHoro coeMHeHUs C Kamepown, nNpoBepbTe MPaBUNbHOCTb MOAKN poBOAHOM
CETU, BEPHUTECH B Hayano OAaHHOM [MaBbl U NOBTOPUTE HacTpouky. [pn Heob, eCb K

Baluemy cMcTeMHOMY agMUHUCTPaTOpYy.
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NnaBa 6. Hactpownka 6ecnpoBoaHoro (Wi-Fi) coeauHeHus

6.1. O6bwme cBeaeHus o 6ecnpoBogHom nogknioveHun IP-kame
Ona Toro 4yto6bl IP-kamepa BEWARD B12CW pa6Gotana B Ba i-Fi-
CeTU COBMECTHO C gpyrmm obopygoBaHuem, HeobxoouMmo ee Mo
TEKYLUWMMN HACTpOMKaMuM AaHHOW ceTu. [logknoyeHne MOXHO nMmn
crnocobamu:
1. wmcnonb3ya TexHonormwo WPS (To ectb 6e3omnacH YeHus1 K

cemu Wi-Fi);

BHMMAHUE!

MoakntoyeHne IP-kamepbl ¢ nomollbto WPS BO3MOXHO TOSbKO TO MCMNoNb3yeMbli Bamu

MapLIpyTU3aTop TakkKe nogaepXxmBaeT AaHHYO TEXHOJIOTUIO.

2. BpYy4Hyto, 6€3 MCNonb30BaHNA TEXH

MepBLI cnocob Haubonee Npo NoaKItYEeHN HeobXoaUMO TOJbKO
Haxatb kHorkn [WPS] Ha wmap ocTanbHoe Kamepa cpaenaet
CaMOCTOSATENbHO (CM. MYHKT 6.2).

HacTtpoika BTOpbIM CNO pemeHun. [Ins nogknioveHnst HeobxogMmo
y3HaTb nNapameTpbl 6ecnpos epy npu nomowm kabens K NPOBOAHON

ceTn, nony4mTb OOCTyn K BeG-u bibpaB Heobxoammyo GecnpoBOAHYHO

n 6ecnposogHon cetm no WPS BbinonHute
crnepywowie
LWar

pacrnonoxw puema Wi-Fi-curHana mapLupyTtumsaTopa.

Mepy K UCTOYHUKY NUTaHUA 5 B u3 Komnnekra nocTaBKu,

LWar arpyskv kamepsl (2-3 MUHYThI).

wpyTtnsaTtope kHonky [WPS] n yaoepxusawnte 2-3 cekyHabl. [pu
(ecrin TakoBOW WMeeTCs) HayHeT muratb (CM. PYKOBOACTBO MO
vTM3aTopa).

e Ha IP-kamepe kHonky [WPS] u yaepxuante 2-3 cekyHabl. MiHomkaTop

PNTCA CUHUM LUBETOM (nepeCTaHeT ropeTb nocre yCTtaHOBKA CB$I3M).
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BHUMAHMUE!

Wi-Fi-mapwpytmnsatop unmM To4ka [ocTyna, K KOTOPOMY/KOTOPOM MNPOU3BO,

OorkeH/gomkHa nogaepxmeaTb TexHonornto WPS. Kpome Toro, gormkeH Obl PBC

(Push Button Connection).

Ecnu Bce warn BbINOMHEHDI npaBuribHO, U KaMepa noAkKIto

BbINOSHATbL AENCTBUS, ONUCaHHbIE B NYHKTE 6.3, He Tpe6yeTC$|.

6.3. MoakntoyeHue K 6ecnpoBOAHON CeTH Bp
Ecnu kamepy He ygaetcs nogkntounts no WPS, O BPYYHYHO:
LWar 1: onpegenutb TekyLime napameTpbl 6ecnpoBe
LWar 2: HacTponTb GecnpoBogHOE NOAKMOYEHNE.

[aHHble Wwarn noapobHO onucaHbl HXKe,

oAKnoYeHus

py nomMmowm gpyroro obopynosaHus,
NOAKIHOYEHHOr0 K HEM , HOyTOYKa).

NMPUMEYAHUE!

HasBaHus Hek YVHKUMA Ha CKpuHWOTax B AaHHoOM Pykosoactse moryT

oTnuyatbcA n Bepcun Windows, ogHako anropuTM NpyMBeLEHHbIX AENCTBUN SBNAETCH

pefdeneHnst HacTpoek GecnpoBoAHOW CeTM MNpu  MOMOLLM

sTe OT HOyTOyka kabenb Ethernet (ecnwn TakoBowm NoakmnoYeH) M NOAKMYUTECH K

eHus k Wi-Fi-cetn HaxmuTe lMyck — lNaHenb ynpaeneHus (Puc. 6.1).
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3apa4» B pasgene «Cetb n UHTepHeT» (Puc.
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muTe «BecnpoBogHoe ceTeBoe coeauHeHue» (Puc 6.3).

X CeTeBbIX MOAKMoYEHUA BbibepuTe GecrnpoBoAHOE MOAKMYEHNE, K KOTOPOMY

b IP-kamepy.
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BHUMAHMUE! :
Ecnu y Bac HeT Takoro nyHkta MeHto, y SVK nogkmntoveH k Wi-Fi-cetn. Insa atoro
NpoBepbTE, OTKMOYEH NN OT HOYTOYKa n agantep Wi-Fi. Ecnun oba ycnosus

BbIMOJIHEHbI, D,aHHbIVI NYHKT MEHKO OOJDKEH ObITb ao
B oTkpbiBLUEMCA OKHE awen becnpoBogHon cetn — «SSID».

3anomMHuTe nNMbo 3anuMwunTe Ha3BaH Cs1 B AanbHenwem.

Puc.6.4
kHonkun [CBeaeHuns] n [CBoncTBa 6ecnpoBogHON ceTu].
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B OTKPbIBLUMXCA OKHaX COAEpPXUTCA VIH(*)OpMaLI,MFI O TeKyuwem 6eCI'IPOBO,£|,HOM ceTeBoM

nogkntoveHun (Puc. 6.5).

CO2REHIR O CETESOM NOBKAKIEIAN - LpoAzmes kecnpcacy

et O NOMNTIOSwA § CETH Fazcws new ewrwawm |
| Coonim) ko ] .
| Orpasesesend armm

s DUk S e G DWLG 132 Wiy

Promecan) spes 0159564525906

& i L AR W

! Bz posrawese B 1321631 1

| DHCPcapeey Pl nsan

| DREScomep IFvE 182183110

I\ 216 0
| WiNScmpees 1PV

| Creots NSEOS wges . D

——

3anuwmnte oTmeveHHble Ha P a nveHHo: [Agpec IPv4], [Macka

noacetn IPv4], [lLUno3 no ymonuy 1], [Tun wndpoBaHusa], [Kniou

6e3onacHocTu]. 3TN AaHHble NQHaaooUTLCS 4 Tpokkn 6ecnpoBogHOro nogkntoyeHus IP-

KaMepbl BPY4HYIO.
6.3.2. HacTpomnka napameTp aKntovyeHus IP-kamepbl

HOWM CeTW WUNu HarnpsMyl K KomnbloTepy. Ons

3TOro noAknynTe of K CeTeBOMY pas3beMy Kamepbl, 8 BTOPON KOHeL|

— K LAN-nopty mapLipyTtu . MNony4unte pgoctyn K Kamepe, UCMONb3ys 3TO

ocobom (cm. [naBy 5).

Internet Ex rneH kak bpay3sep No yMonyaHuio.

na K kKamepe 1 ycnewHon asTopmnsaumm Bl yBuanTe rnaBHOE OKHO
nca (Puc. 6.6).
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@y WG N vy

BEWARD

D,J'IFI M3MEeHEHNA HaCTpOeK 2HUA KaMmepbl

HaXMUTE KHOMKY

[HacTpoumku] n nepengute B meHio Cemsb —

BELVARD

Il RS
Anga

A =L
; [

Puc. 6.7
HMLEe OTMETbTE rano4vkon NyHKT [Bknounts].
cetn Wi-Fi ectb DHCP-cepBep, T0 Bbl MOXeTe BKMOYMUTL aBTOMaTUYECKOE

cCa 6eCI'IDOBOLI,HOI'O afantepa Kamepbl. [lna aToro oTMeTbTe rano4ykomn NYHKT
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Ecnn Bbl He XxOTUTE MCNOMb30BaTb OMUMIO aBTOMAaTUYECKOro NPUCBOEHNA IP-ap,peca

6ecnpoBoaHoro agantepa wunu B Bawen cetn HeT DHCP-cepBepa, To AaHHb

OCTaBUTb HEOTMEYEHHbIM.

Mons [IP-appec], [Macka noaceTtu], [LLUnto3] 3anonHsaoTca TO, cnyvae, I He
ncnonb3dyete DHCP.

B paHHble nonsi BBeAWTe Takue 3HayeHusi, 4YTobbl kamepa no
ocTanbHbiM obopyaoBaHueMm. [na aTtoro obpaTtutech K
GecnpoBoagHon cetu (CM. NyHKT 6.3.1) 1 B COOTBETCTBUU

napameTpbl.

NMPUMEYAHMUE!
Mpu atom IP-agpec kamepbl OOMmMKeH ObiTb YHMKANbHbIM M HE MOBT ApYyrMx yCTpOMCTB B
noaceTw, a Macka NoACeTH 1 LUNI03 AOMKHbI CoBna
MNpn HeobxooumoOCTU AONS HACTPOWKM CeTeBbl

ceTeBoOMy aMUHNUCTPATOPY.

3anofiHeHHas cTpaHuua HacTtpoek Wi-Fi

BELVARD

el A T b=

T |“'!' L |
nm I A TR T Y
B T —

Puc. 6.8

NSt UIBMEHEHU HaXXxmuTe KHomnky [CoxpaHuTb].

HekoTopoe Bpems (2-3 MUHYTbI), NOKa HOBbIE HACTPOWMKM BCTYMNSAT B CUNY,

3aBepLnTcA oLeCC nogkn4eHund no 6€CI'IF)OBOD,HOMy COoedMHEHNIO N nepe3arpy3nTcda Kamepa.
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Mocne ycnewHoro nogkntoyeHuns k Todke goctyna Wi-Fi npu ncnonososanmm DHCP, Bbl

CMOXeTe yBuaeTb Tekywmin IP-agpec, HasHadeHHbIM kamepe ans 6ecnpoBo, WHEHUS, B

none [IP-agpec].

HacTponka 6ecnpoBogHoro coeanHeHnst ans IP-kamepbl 3aBep

s
S
Q
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MnaBa 7. NMogknroyeHune IP-kamepsbl k cetn UHTEepHeT

7.1. O6wue cBegeHnA o noagknoveHun IP-kamepsbl K ceTn
Mpn ycTtaHoBke |P-kamepbl 0BGbIMHO TpebyeTca MMeTb K He n3
riokanbHOM CeTU, HO 1 13 ceTn NIHTepHeT.

B aTtom cnyyae gona ogHoBpeMEHHOW paboThl KOMMbOTEP

Mpn opraHmsaumm pgoctyna k |IP-Bugeokamepam
NCnonb3yTCsa creaylowmne Tpu BapuaHTa:
1. WMmeeTcsa BblgeneHHbIN NpoBanaepoOM BHELU unn PPPoE-
coegvHeHue. lMpu atom, aaHHbIn IP-agpec €) ucnonb3yetcs

Ona NOAKNIYeHUst TonNbko oaHon IP-kamepbl U He asHayeH elle Kakomy-
nnbo yCTpOnCTBY.

2. VmeeTcs BblOeneHHbIn nposang nyecknin |IP-agpec, KoTopbin
NCNonb3yeTcst AN NOAKIYEHUS K M ceTun, K KOTOPOK, B CBOKO
oyepeab, NNaHWpyeTcsl NOOKIHOYUTD bko |IP-kamep. [pu Takom
NOAKMOYEHNN UCNONb3YeTC
3aBWUCUT, B OCHOBHOM, OT bIX MapLLPYyTM3aTOPOM MOPTOB.
IP-agpec. IP-agpec HasHavaetcs
npoBangepomM AnHa Nnpwu Ka)KgoM HOBOM MOLKITHOYEHUN 3TOT
agpec npuceavBae B npouecce paboTbl (Takaa cuTyaums
0cobeHHO xapakTepHa n L n GPRS). B atom cny4yae, 4Tobbl

obecneunTtb OXHOCTb noa €HUS OAHOW WIN  HECKOSbKUX Kamep K ceTu

WHTepHeT, , kakon IP-agpec BblgerneH nposangepoMm B

AaHHbIN MOMe TBOBaTb WHTEpPHET-Cryxbbl, paboTtawowme c
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7.2. Ucnonb3oBaHue ctaTtuyeckoro IP-agpeca

Ons nogkntoyeHust IP-kamepbl Kk ceTn WHTepHeT HeobxoouMmo wu ceTeBble
napamMeTpbl B COOTBETCTBUM C AaHHbIMU, NOMYyYEHHbIMU OT NpoBangepa.
npegocTaBnseT crnegylowmne ceteBble HacTponku: IP-agpec (B aaH

Macka nogcetn, CeteBon wnio3 u agpec DNS-cepBepa.

Heo6XxoanMO BbINOMHUTL CReAyoLWme Waru:
War 1: nogkntounte IP-kamepy Hanpsmyto kK Bawemy
LWar 2: nameHute ceteBble HACTPOMKM NPOBOAHOIG
AaHHoro PykoBoacTBa) B COOTBETCTBMM C HACTPOWMKaM nm NHTepHeT-

nposangepowm (Puc. 7.1).

BELARD

Il 3 T R HE

How ceTu Ethernet.
a3aHbl BEpHO, Kamepa AormkHa 6biTb AOCTYMNHa B ceTn VHTepHer.

oBalaep nNpefocTaBun crneayowmne faHHble:

s crnegyowmn 3anpoc: http://<IP>:<Port>, roe <IP> — IP-agpec kawmepdbl,

<Port> — ne HTTP-nopta. Tak kak B JaHHOM npumepe ucnonb3dyeTcs 3HaveHne HTTP-
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nopta, 3agaHHoe no ymon4yaHuio («80»), TO, 4TOObI ObGpaTUTbCA K IP-kamepe uyepes ceTb

WHTepHeT, Heobxoammo HabpaTb 3anpoc «http://173.194.122.202».

NMPUMEYAHMUE!
Mpn nogknioveHmn Kk kamepe 4yepe3d HTTP-nopt, 3agaHHbI Mo ymony HWe paB »),

3anpoc B agpecHoi ctpoke bpaysepa umeet sug;: http://<IP>,— rge <IP> — IP-

7.3. Ucnonb3oBaHne PPPoE-coeanHeHusn
MHTepHeT-npoBangep He Bcerga moxeT obecrned | : ( aTnyeckomy |P-
agpecy. Yawe Bcero, nposavgep opraHusyet Ao {epe3 PPPoOE-
coeguHeHue. B aTom cnyyae, oH npegocTtaBnaeT aboHeHT 20 Jena 1 napornb.
IP-kamepa B12CW nopanepxmBaetr PPPoE-coegnHe Sro  MCNonb30BaHUS
Heo6Xx04UMO BbIMOMHUTL CreaytoLme waru:
LWar 1: nogkniounte |IP-kamepy k Baiues 20pamyto K MK (cm. Mnasy 5).
LWar 2: BoviguTe B MeHio PPPoE-HacTpoe, : Oliku — Cemb — PPPOE.

BBEOUTE 3HA4YEeHUA, nony4vyeHHble

BELVARD

'l 3 P R

n wudgposanua “CHAP” wnn “PAP” ons npoBepku MNOASIMHHOCTU

ATUS UBMEHEHMUI HaXXMUTe KHomnKy [CoxpaHUTb].

TEBbIX MApaMeTpoB B cuIy TpebyeTca nepesarpyska yCTpOMCTBa.

PykoBoacTBo no nogknto4veHuto IP-kamepsl B12CW



EEU‘JAHD Inasa 7. [looknouenue IP-kamepol k cemu Unmepnem

War 6: nogkntouute IP-kamepy Kk BblaeneHHon cetu Ethernet.

BHUMAHMUE!

Mocne nogkntoyeHus IP-kamepsbl Kk BolaeneHHon cetu Ethernet ona 6yaet oo

IP-agpecom, npucBoeHHbIM el Ballimm npoBagepom n otobpaxaemMbiM B

IOns obpaweHus k IP-kamepe B cetn UHTepHeT B agpe
cneaytowmn 3anpoc: http:/<IP>:<Port>/,— roe <IP> — IP-a
nposangepomMm npu yctaHoerneHun PPPoE-coeguHeHus,

ymon4yaHuio pasHoe «80»).

TTP-nopta (no

NMPUMEYAHUE!

Mpn nogkntodeHnn k kamepe depes HTTP-nopr, 4 _No ymonya adeHne paBHO «80»),

3anpoc B agpecHom cTpoke Gpaysepa MeeT BUA; P-agpec kamepbi.

S
Q
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7.4. MNopknioyeHue 4epe3s cetb UHTepHeTr K IP-kamepam, HaxopAwmmcs B

NoKanbHON ceTu
Ecnn OOCTyn B CE€Tb |/|HTepHeT ocywlecTBndaeTca no BblAENIEHHO

ADSL, ons nogkntoYeHnsa nokanbHOM CETU UCMOoNb3yeTCa MapLUpyTU3

BHUMAHUE!
[ns MCnonb3oBaHMs AaHHOTO MeToda MOAKMoYeHUs HeobXoanm
npoeangepa MYBNMMYHBIA CTATUYECKUWN |IP-agpec. MMpos
ONHAMWYECKU BHYTPEHHWW IP-agpec, KoTOpbIA [0C

MoaTomy yTouHMTE TUN Ucrofb3yemoro Bamu IP-agpeca 3ap

nposangepa.

Onsa Toro ytobbl NogknunTbCa K IP-kamepe n3 cetu 0o obpatutbea no IP-

afpecy, BblaaHHOMY NpoBaniaepoM («BHELLHUN» , M K onpegeneHHomy

HTTP-nopTy.

BHUMAHMUE!

Mpn obpaweHnn un3 cetn WHTepHeT WMXCS B OOHOW JIOKaNbHOW CEeTHU,

cyllecTByeT Tonbko oauH IP-agpec (B TOMY AN AOCTyna K 3TMM Kamepam

HeobXxoQMMO KaXaoW Ha3Ha4YnTb CBOMU rpynnbl

Onga atoro TpebyeTtcs B negyowme
e /IamMeHuUTb ceTeBble TBETCTBUM C HAaCTPOMKaMW, MPUHATLIMA
B Bawen nokanbHown cetu NPOBOAHOMO MOAKIMIOYEHUA Kamep K

nokarbHom
e HacTtpontb na noptoB. [aHHas yHKUMA nossonseT
nepeHanpaenATb M WHTepHET K Kakomy-nimbo yCTPOWCTBY,
gokanbHou ceTn, ¢ BHewHero WAN-uHTepdenca mappytmusartopa

LAN-uHTepdenc un obecneumBaeTcss npakTudecku nobbiM
Mpwn a cnocoba HacTpoWku MapLipyTusaumm (nepeHanpasneHus
nopToB):
=xHonorun UPNnP B kamepe 1 MapLupyTmusaTtope;

CTaHOBKa MapaMeTpoB MepeHanpaBfieHns MNopToB B  Kamepe W

TOpe.

PykoBoacTBo no nogkntoyeHuto IP-kamepbl B12CW



BEUJAHD Inasa 7. [looknouenue IP-kamepol k cemu Unmepnem

7.4.1. Ucnonb3oBaHue TexHonorum UPnP

[ns opraHmsaumm goctyna K IP-kamepe 13 cetn VIHTEpHET HY>KHO cae

e PaspelmTb ucnonb3oBaHne n HactTpouTb pyHkumo UPNP Ba

NMPUMEYAHMUE!

Hactpoiika pyHkumm UPnP mapupyTusatopa gomkHa ObiTb onucaHa B npunara

BHUMAHMUE!
He Bce Moaenu MapLipyTM3aTopoB NOAAEPKMBAIOT (DYHKLMIO noptoB LAN- n
WAN-uHTepgencos. Ecnn Baw mapwpyTtusatop He noan 0 OH TpebyeTt

OOMOSNHUTENbHON HACTPONKM (CM. NYHKT 7.4.2).

e Pa3spelunTb NCMOMNb30BaHNE U HacTpo,

BHUMAHUE!
Mpn wmcnonbsoBaHun UPNP yganeHHbIn mpoOcMOTp OBYX 1 0Gonee kamep MOXeT He
pabotatb nNu6o paboTtaTtb HEKOPPEKTHO, npobnembl, HacTpoWTe napameTpbl

nepeHanpaBneHns NOPTOB BPYUHYO (C

LWar 1: B meHio Hacmpa Cemb — OCHG{  hble OTMETbTE rarnoykon nNyHKT «BknounTtb
nepeagpecauuio NOpToBY, VI i2peagpecauuv NopTOB MapLupyTm3aTopa

(Puc. 7.3).
BEVARD

4 CEET kb

Puc. 7.3
OTMeTbTe ranodkom nyHKT «Monyuntb Hactpoukn UPnP-cepBepa
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ykasaHbl IP-agpec UPnP-cepBepa, BHewHu IP-agpec kamepbl 1 3Ha4eHnst ee NpobpoLLEHHbIX, TO

€CTb BHELUHUX, NOPTOB.
Ecnn B Bawen cetn Heckonbko UPNnP-cepBepoB, To, 4TOGbLI MO
HUX, CHUMUTEe ranodky «lMonyuutb HacTpomkum UPnP-cepBepa

«UPnP-cepBep» BBeaute Tpebyembin IP-agpec n Haxmute [C

COOTBETCTBYIOWMX nonax 6OyayT ykasaHbl BHewHun |P-agpec ka ee
NpoBpOoLLEHHBIX NOPTOB.
War 3: 4yTo6bl NoNy4YnTb 4OCTYN K KAMEPE U3 CeTu obpatnTbeA K HEen no

ee BHewHemy |IP-agpecy un HasHadyeHHoMy e nopTy HTTP,

v
S
Q
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7.4.2. HacTpouka py4yHou nepeagpecaumm NopToB MapLipyTusaropa

PaccmoTpum 3agady nogkntodeHnsa [IP-kamepbl kK cetn  WHT
mapuwpyTtmsatopa TP-Link TL-WR2543ND (HacTporika 6onblwmnHcTBa dy!
pasnnyHbIX MoAeren BbINOMHAETCH CXOXUM obpasom).

CuuTaem, 4TO NOAKMOYEHME MapLUpyTM3aTopa K JoKarbHO
HacTpoeHo. MapwpyTunsatop umeeT cnegyowmn nyo6nnyHbIN cTaTUYeck
WHTepHeT-npoBangepom (IP-agpec WAN-uHTepderica mapLupy

JlokanbHasa cetb umeet IP-agpeca B gmanasoHe «1 Y, NMPUYEM

«192.168.1.1» — «BHyTpeHHM» |IP-agpec mMapLupyT, -UHTepenca

MapwpyTtmsaTtopa), «192.168.1.199» - IP-agpec ncnonb3yem
KOMMbIOTEP, NOAKMOYEHHBIN K 3TOWN NOKaNbHOW CETMW.
Ona nopgkniodeHus [IP-kamepbl Kk cetn WHTepHeT Tpeb YUTb MOPTLI, vepes

€0MnoTOKY C kamepbl. B
Hua: HTTP-nopt — «80»,

KoTopble ByaeT ocyLwecTBNATLCA BHELLUHUIA 40C
noKanbHOWM ceTu 3TN NopTbl MO YMOMYaHMO
MopT gaHHbIX — «5000», RTSP-nopt — 554.

BHUMAHMUE!

Mpn obpaweHnn n3 cetn WHTepHeT ans WMXCS B OOHOW JIOKanbHOM CEeTHu,

blAaHHbIN NPOB

cyLlecTByeT Tonbko oauH IP-aape 03TOMY Ansi JOCTyna K 3TUM Kamepam

HEoOXOAMMO KaXKaoW Ha3Ha4UTh,

[Ons nameHeHns noptos IP-kam yioLne OencTBus:

BHUMAHMUE!

MopT maHHbIX 0bs3aTeNnbHO «nopT B NopT». COOTBETCTBEHHO, AN BCEX KaMep

Heobxoaumo 33

Kamepbl OTKpoWTe pasgen MeHw Hacmpoliku — Cemb —

opT .ClaHHbIX] HOBO€ 3Ha4deHue, OTIIn4YHoOe OT 3Ha4YeHUdA Mo

KayecTBe nopTa AaHHbIX ucnonb3yetca nopt «5001» (Puc. 7.4).
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Takum obpasom, nopTbl Ans JocTyna K pu nokanbHon cetu ByayT:

HTTP-nopt — «80», MopT AaHHbIX — «50

Onsi BTOpOM Kamepbl MOXHQ optbl: HTTP-nopt — «80», lMopTt

AaHHbIX — «5002», RTSP-nopt — «554» n T.4.

Kamepa HacTpoeHa. OcT b MPaBUILHO OWTb MapLLpyTU3aTop.

[Ona HacTponkn MapLupy eaylowme AencTBus:

-agpec MapLipytusaTtopa (B Hawem

War 1: sBegute agpecHon CT
npumepe — «192.168. 0g9BMBLLEMCH C 2 aBTopu3auuu BBeguTe forvH 1 napone. Nocne

” LA HacTpoek Maplupytusartopa (Puc. 7.5).

LR Whmines K Gdgabil Moafm
ks e 11 AL

BN LR
[Er T MR
o A pLLELLE LT

AR G
e % T LY

Puc. 7.5
cpuTe NyHKT MeHo Forwarding — Virtual Servers. B nosBuBieMCA MEHIO

Add New] (Puc.7.6).
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AN Whniass B Cp

LWar 3: po6aBbTe npaBuna nepeHanpas I (Puc. 7.7). 3apante
cnepylowme napameTpbl:
[Service Port]: ykaxute nopt, KOTOpbIN ANnsa goctyna K kKamepe 13

cetn VIHTepHerT.

NMPUMEYAHMUE!
Bo wusbexaHne KOHMNUKTOB He BMEHMS1 MOPTOB 3aperncTpupoBaHHbIe

3Ha4YeHuA. Pekomer,yeTc;l ncno

NOKanbHOW CeTW.
[IP Address]: NS KOTOPOKW HacTpamBaeTCcs nepeHanpasneHme.
OcrTanbHble NyHKT

[obaBbTe B

B Wiomens M Gegatal H ooy
i 1

LT o H

T 4t Barwer By

L] P
s = Ve T e S P e 6
WAL oWl T
(50 d L]

T ¥ aia

Loamss ferecs et =Hiisz Orw

Puc. 7.7
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War 4: HaxmnTe kHONKy [Save], 4Tobbl coxpaHuTb npasuno. MNpasuno gobasneHo (Puc.

7.8).

Kt Jgremi

[

Lar 5: Tem xe cnoco6om aobasbTe Npasy, Y (Puc.7.9).

'I_p_umu BN ey B :.rl|.'I_|IH|_d_|'|-.

i s |1 L

it Jgremi

B ey
1.

Pil

[E e o

- 1 [

Lo

Puc. 7.9
nnsa MNMopta ganHbIX (Puc. 7.10).

n RTSP-fIOPThI KaMep MOXHO nepeHanpaBnaTe C NOMOLLbIO BUPTYarnbHOro cepBepa, O4HaKo

9 [OJMKHbI ObITb Pa3HbIMU U TPAHCNMPOBATLCA MNOPT B NOpT!
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Riri Womey P Dol Hiospsey
mia e 1!

TP-LINK

SRR AR wEmaa
] i [N -
H 1t 1) el 1011 ™ -
i 1] (L] B - (LA

At [ e | e [ S

Puc. 7.10

War 7: ecnv Bbl ncnonb3yeTte HeCKomb 1, HeOOXOL MO NOBTOPUTL Larn 2-6

o
TRP-LINK = e o

h

Ans octanbHbIX kamep (Puc.7.11).

el Jgremi

=31 BE-a )
AL ]

Pl

Puc.7.11
Hacr, 3a7 WA 3aseplueHa.

Tene Tyn K kamepe u3 cetn VIHTepHeT, Hago obpaTnTbCsa K HEN No
IP-appecy, B DOM («BHelHun» IP-agpec mapLlipyTtmusaTopa), 1 HasHa4YeHHOMY
HTTP:

MOTPeHHOM npumepe IP-agpec mappyTtudatopa — «173.194.122.201». HTTP-nopr,

Ana nepeagpecaunn,— «81». 3HauuT, Ansa obpalleHns K Kamepe U3 cetu

B afpecHom CTpoOKe Gpay3sepa HabpaTb 3anpoc:
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Ilpunosxcenusn

MpunoxeHunsn

MpunoxeHune A. 3aBoACKME YCTaHOBKU

Hwuxe npuBegeHbl HEKOTOPbIE 3HAa4YeHUA 3aBOACKMX YCTAHOBOK

HaunmeHoBaHue

IP-agpec

Macka nogceTtu

o3

Mms nonb3oBaTtens (agMmuHUcTpaTopa)

Maponb (agmMuHUCcTpaTopa)

HTTP-nopT

MopT AaHHbIX

RTSP-nopt
SMTP-nopt

DHCP bIKIHOYEHO
NTP-cepsep time.nist.gov

time.windows.com
time-nw.nist.gov
time-a.nist.gov

time-b.nist.gov

~
QQ
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MpunoxeHune B. MNapaHTuUHbIEe o6sA3aTenbCTBa

B1. O6wue cBepgeHud

a) Mepepn nogkntoyeHnem obopyaoBaHMs HEOHXOOUMO O3HAKOM M no
aKcnnyaTaumm.

6) YcnoBusi akcnnyaTaumMm Bcero o6opyaoBaHnst OOMKHbI C
69, NOCT B20.39.304-76 (B 3aBUCUMOCTM OT UCMOSTHEHUSA YCTPONCTBA).

B) NS NOBbILEHNS HAAEXHOCTM paboTbl 060pyAOBaHM
cetn n obecneveHna GecnepebOMHOrO NUTaHWs cnegyeT

ycTponcTBa 6ecnepebonHOro nuTaHus.

B2. dnekTpomarHMTHasi COBMeCTMMOCTb
910 obopygoBaHue cooTBeTCTBYyeT TpeboBaHUAM 3neKTp coBmectumocTtn EN
55022, EN 50082-1. HanpshkeHvne pagmono

FOCT 30428-96.

YPOW, COOTBETCTBYET

B3. OnekTponutaHue
[ormkHo cooTBeTCcTBOBaTH Na YKOBOACTBE NO 3KChfyaTtaumm ons
KOHKpeTHOro ycTtpouctea. [na ycTpoOWCTB IM  WUCTOYHMKOM MNUTaHMSA — 3TO

1

0%, vacTtoTo My +3%. Ona ycTpOWCTB C BHELUHWUM

nutadna 5 B +5% wnu 12 B +10%

nepemMeHHoe HanpsbkeHne 220

ctabun M3NPOBaHHbIM aganT

(HanpskeHve nynbcauunii — He 6o

B4. 3azemne
Bce ycTtponctsa, OK MUTaHUSA, AOMKHbI ObITb 3a3eMNeHbl NyTemM
NOAKMYEHNa K KTPONUTaHMA C 3a3eMIIEHMEM Wnn  nNyTem
na Kopnyca, €cnM Ha HeM NpeaycMOTpeHbl creuunanbHble
KpenexHble ne 3neKTPOonpPOBOAKM 3[4aHUSA OOSMKHO ObiTb BbINOMIHEHO B
COOTBETCTB (MpaBnna YctponcTtea AnekTpoyctaHoBok). Ob6opyaoBaHme
C BbIHOCHbI W agantepamu Takke AOMMKHO ObiTb 3a3eMfieHO, ecnv 3To
Kopnyca wnu BWUIIKA Ha LWHype nuTaHna. MOoOHTax BO34YLUHbIX
N NVHUKA, NPOKNadbiBaeMbIX MO HapYyXHbIM CTEeHaM 30aHUA 1 Ha
Tb BbIMOSTHEH 3KPaHMPOBaHHbIM kabenem (N B MeTannopykase), U IMHAN
eHbl C OBYX KOHUOB. [puyem, ecnv oOuH KOHEL, 3KpaHa MOAKIYaeTca

LWNHe 3a3eMreHns, TO BTOPOW — MOAKMNIOYaeTCa K 3a3eMieHuo 4Yepes
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B5. MonHuesawuTa

MonHuesawmTa gomkHa cootBeTcTBoBaTb P 34.21.122-87 "UHcTp

MOSHMe3awmnTbl 3gaHni n coopyxernnn" n FTOCT P 50571.18-2000, NOCT,
P 50571.20-2000. lMpn npoknagke BO3QYLUHbIX FIMHUA U NIUHUA, W
3[4aHUN 1 NO YepAayHbIM NOMeELLEeHNsIM, Ha BXxogax obopyaoBaHu

yCTpOIZCTBa MOJTHNE3alUnTbI.

B6. Temnepartypa 1 BNaxHoOCTb

MakcrMmanbHble 1 MUHUMAasbHbIE 3HAYEHUA TEM XpaHeHus, a
Takke BnaxHoctn, Bbl MoxeTre nocmoTpeTb B KOHKPETHOro
obopynoBaHunsa. MakcumanbHasi paboyas TemnepaTypa — a, BbllLle KOTOpPOM He

OOJDKeH HarpeBaTbCA Kopnyc YCTpOIZCTBa B npouecce aAnnTterbHoO

B7. PasmelueHune
Ona BeHTUNAUMM ycTponcTBa Heobxoaun nmym no 5 cm cesoboagHoro
npoctpaHcTBa no 6Gokam M co CcTO yctpounctBa. [lpu yctaHoBKe B
TEeNeKOMMYHUKALUMOHHBIN  LuKad bITb  0becnevyeHa Heobxogumas
BeHTUNAUUA. [na 3Toro pekoMeHayeTc B WkKady cneumanbHbii 6ok
BEHTUNATOPOB. TemnepaTypa N BEHTUNSUMS OOIKHbl obecneunBaTtb
HeobxoauMbIA  TemnepaTypH (B COOTBETCTBUM C TEXHUYECKUMMU
XapaKTepuCTUKaMn KOHKPETHOIO O

MecTto anga pasmemieHns obopyaos TBeYaTb cregyowmnm TpeboBaHuaM:
a) OtcyTCcTBUE
6) OTcyTtcTBME B CCUBHbIX Cpea.
B) B nowme obopyanoBaHue, He AOMKHO ObiTb ObITOBbIX
HaCeKOMbIX.

r) 3a b Ha 060pyAOBaHMN NOCTOPOHHME MPEAMETbl U NepekpbiBaTb

XO4MMO 0GCnyXMBaTb C NEPUOANYHOCTBLIO HE MEHee OAHOro pasa B
Na n3 Hero nbinu. OTO No3BONMT obopyaoBaHuto paboTtatb 6e3 cbGoeB B
HOro BPEMEHMW.

YyeHue nHtepcencon

aHMe OOJIKHO MOAKIMIYATLCA B CTPOrOM COOTBETCTBUM C HA3HAYEHUEM U TUMOM

YCTaHOBMNEHHbIX MHTEPdENCOB.
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B10. MNapaHTUiHbIe 06A3aTenbLCcTBa

OO0 «HIMN «beapa» He rapaHTupyeT, 4YTOo obopydoBaHue Gyaet

obpasom B pasnuuHbIX KOHUrypaumax n obnactax NnpuMeHeHusl, n He

T.N.) 1 camoro o6opyaoBaHUSA, BO3HUKLIEM B pe3ynbTare:

a) HecobntogeHns npasBun TPaHCNOPTUPOBKK U yC

0) hopc-makopHbIX 0BCTOATENBLCTB (TaKMX Kak Mo DCeHne 1 ap.);
B) HapyLleHUs TeXHNn4Yecknx TpeboBaHu No pasmeLLe cHUIO 1 3KcnnyaTauuu;
) HenpaBuUITbHbIX AEACTBUIN NPY NepenpoLUNBKE;
A) UCNOMb30BaHWSA He N0 Ha3Ha4YeHuo;
€) MEexXaHUYeCKUX, TEePMUYECKUX, XU BO34ENCTBUNA, €Cnn UX
napameTpbl BbIXOAAT 3@ paMKu AOMyCTUMbI XapakTepucTuk, nmbo He
npegycMoTpeHbl TeXHUYeckon crneumdd yOoBaHue;

X) BO3OEWNCTBUS BbICOKOMO , CTaTU4yecKoe 3MneKTpU4YecTBO WU

T.MN.).
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MpunoxeHue C. NpaBa u nognepxka

C1. ToproBas mapka
Copyright © BEWARD 2017.

HeKOTOpre NYHKTbl HacToALWlero PyKOBOD,CTBa, a TaKke p

obopyaoBaHunsa MoryT ObiTb M3MeHeHbl 6e3 npeaBapuTENBHOrO yBea
BEWARD saBnsietca 3apermctpmpoBaHHon ToproBon mapkon OO . Bce

OCTarlrbHble TOProBble MapKku nNnpunHaanexat nx snagenbuam.

C2. OrpaHu4yeHne OTBEeTCTBEHHOCTU

000 «HIMMN «beBapgo» He rapaHTUpPyeT, 4TO oyayT paboTaTb
AHTUA U NpeacTaBieHnn,
nogpasyMeBaeMblX MNN BbIPAXXEHHbIX OTHOCUTENbHO KayecTsa, apaKkTepucTuK, unu
OO «HIM «besapa»

aLMm Hanbonee TOYHbIM U

Pykosoactee. OO0 «HIIM «

BblMycke OOHOBMEHWA WM coxpa

TBETCTBEHHOCTU U HE [aeT rapaHTun B
on-NMBo MHopMauMm B HacTosiLeM
PykoBogcTtee no akcnn N NpaBO BHOCUTb M3MEHEHWUS B AaHHOE
PykoBogcteo w/vnu eMm, B nioboe Bpemsi 6e3 npegBapuUTEnbHOro
yBegomneHunsa. Ecnn Bb KOBOACTBE WHOPMaLUMIO, KOTopasi sBnsieTcs
HenpaBUNbHOM B 3abnyxgeHuve, Mbl Oyaem Bam «kpaviHe

npu3HaTesbH HTapun n npennoxXeHuq.

OTECTUPOBAHO W NPU3HAHO YAOBMNETBOPSAIOWMM TpeboBaHMSAM
OWCTBax, MpuHagnexawmx K knaccy A, yactm 15 [lpasun
no ceasn (FCC). Otn orpaHuydeHus Obinu paspaboTaHbl B Lensax
OT BpegHbIX MOMEX, KOTOpble MOryT BO3HWKaTb MNpWU WUCNONb30BaHWUU
epyeckmx uenax. Oto obopyaoBaHME MOXET u3nyyatb, reHepupoBaTb U
0 B paguo4acTtoTHOM pAuanasoHe. Ecnn paHHoe obopypoBaHue 6ypet
OyneT ncnonb3oBaTbCs C OTKIIOHEHMSIMM OT HacTosiwero PykoBoactea, OHO

MOXeT OKa: b BpeaHoe BO3OENCTBME Ha KayeCcTBO pagunoceA3n, a npu yctaHOBKE B XKUION
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30He, BO3MOXHO, — Ha 300poBbe niofei. B atom cnyyae Bnageneu 6ynet obasaH ucnpasnsATh

nocneacTesns BpeaHoOro BO34enCTBUS 3a CBOW CYET.

C4. NpepynpexaeHne CE
OTO YyCTPOMCTBO MOXET BbI3blBaTb PagMONOMEXN BO BHELLH yae

nonb3oBaTterib MOXeT ObITb 06513aH NPUHATbL COOTBETCTBYHOLLNE MEPDI.

C5. Noppepxka
Ona uvHdopmaumm OTHOCUTENBbHO cepBUca U CBS)KMTECH C
cepBucHbiM LeHTpom OO0 «HIMM «beBapa». KoHTakT. anTu Ha cawnTte

http://www.beward.ru/.

Mepen oGpalweHvem B cnyxby TexHu4eckon noanep NCcTa, MNOAroToBbTE
cnegyoLyo MHopMaumio:

e TouHOe HammeHoBaHue u IP-agpe (B cnyyae npuobpeTteHus

IP-o6opynoBaHus), aata NoKynku.

e Coo0OLleHuns 06 omnbKax, Ko MEHTa BO3HUKHOBEHMS NPOGeMbl.

e Bepcusa npowmBkM © Y e paboTtano yCTpoOWCTBO, Koraa

BO3HUKNA np06nema.

e [lpousBeneHHble Ba cTBus (No LW , MPeAnpUHATbIE AN CAaMOCTOSITENBHOMO

peleHus npobnem
e CKPUHLLOTbI HACTPOEK K
Yem nonHee

T npeacTaene MW MHopMauusi, Tem ObicTpee Hawu

cneunanmcTtbl CMOryT
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MpunoxeHune D. FMoccapun

3GP — MynbTMMeOunHBIN KOHTENHep, onpeaensembln MNapTHEpPCKM

nokoneHus (Third Generation Partnership Project (3GPP) ana mynbTumeg
MHorne coBpeMeHHble MOOWMbHble TenedOoHbl UMEKT (PyHKLMKN 3a

Buaeo B hopmate 3GP.

ActiveX — 370 cTaHgapT, KOTOpbIN paspellaeT KOMMOHEeHTaM Nporpa
B3aumogencTBoBaTb B CeTEBOW cpede He3aBMCMMO OT S
co3gaHusa. Beb-6paysepbl MOryt ynpaBnsiTb 3fi€eMeEHTam
ActiveX un cueHapuamm ActiveX. 3nemeHTbl ynpas
WMHCTanNnMpyrTCa aBTOMATUYECKN, KaK 3arnpalluvBaeMmbl. 1 TEXHONOorms He
SIBMISIETCS KpoccnnatopMeHHOM N NoaAepXMBAeTCs B MOMHO bko B cpege Windows

B 6paysepe Internet Explorer 8.0.

ADSL (Asymmetric Digital MeTpuyHasa uudpoBas
aboHeHTCKas JnWHUA) — MoAeMHas TexHO S aHarnorosble CcurHansl,
nepegasaemble NOCPEACTBOM CTaHAapT, W, B UMPOBbIE CUrHanbl (NakeThbl

AaHHbIX), NO3BONAs BO BpemMs paboTb

Angle / Yron o63opa — 3710 yron, KO Y4n, COEOQUHAIOLNE 3aHIO TOYKY

o0ObekTMBa 1 gnaroHanb Kagpa eT CbeéMOYHOE pacCcToAHNE N Yalle BCcero

Bblpaxkaetca B rpagycax. epseTcad Ha nunH3e, OKYyC KOTOpou

yCTaHOBJ1€H B OeckoHeYHoCTb. B €eHus1, 0OObeKTUBbI AENSAT Ha TPU TKUNA:

LLINPOKOYroJibHblEe, HOP Hble N ONMMHHO LLUNPOKOYTOJNbHbIX O6'beKTVIBaX, KOTOpbIE

Yalle BCero ncnornbay, HOpaMHOro I0O€HNs, Yron 3peHns cocTasnseT 75 rpagycos
n 6onble. HopmanbHbl 3peHns ot 45 go 65 rpagycoB. Yron 3peHus

ANVHHOOKYCHOMO COB.

ARP

ncnosnb3yo CceTax MPOTOKOMT HU3KOro YypOBHA, I'Ipe,ElHa3Ha‘-IeHHbII7I anda

olution Protocol / [lpotokon onpepneneHna appeca) -—

onpeaeneH OBHS MO M3BECTHOMY apecy CeTeBOro ypoBHsl. HambonbLiee
pacnpocTtpa nony4mn Gnarogaps NoBCEMECTHOCTU ceTen |IP, NoCTPOEeHHbIX
oKkon wucnonb3yetca ana ceasum |IP-agpeca ¢ MAC-agpecom

OKanbHOM CeTU TpaHcnupyeTcs 3anpoc Ans noucka ysna ¢ MAC-agpecom,

dopmaT 3KkpaHa — 3TO (hopMaTHOE OTHOLLEHME LLUMPUHBI K BbICOTE KaapoB.

afpa, ucrnonb3yembld ANS  TeneBU3NOHHBIX 3KPAHOB U KOMMbIOTEPHbIX
BnseT 4:3. TenesnaeHue Bbicokon Yetkoctn (HDTV) ncnonesyet chopmat kagpa
16:9.
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Authentication / AyteHTudukauma — npoBepka NpUHAANEXHOCTU cybbekTy AocTyna

npeaobsiBNEHHOTO UMM  UAeHTUdUKaTopa, NOATBEPKAEHUE MNOANMHHOCTMU. crnoco6os

ayTeHTUdMKaLMN B KOMMbIOTEPHOW CUCTEME COCTOMT BO BBOAE Ba

Auto Iris / AP[] (ABTOoperynupyemasa guadparm ynupoBaHune

BEJIN4YNHbI Ll,VIa(bpaFMbl Ona  KOHTPOsMA KOJIM4ecTB

O Ha wmartpuuy.
CyuwecTtByeT OBa BapuaHTa aBTOMaTU4eCKOW perynmpoBKU Direct Drive n Video

Drive.

Biterate / ButpenTt (CkopocTb nepe, HO, CKOPOCTb NPOXOXOEHUS

ouToB MHMOpMaunn. BUTpent NpuHATO Mcno N apHEKTUBHON CKOPOCTU
nepegayun wnHgopmaumMm no KaHany, T@eecTb [0ayn «MonesHom WHopmaunumny

UHopmMaLms).

BLC (Back Light Compensation OHOBOW 3aCBeTKW, KOMMeHcauus
3apiHero cBeTa). TUNWYHbIN Np CMONb30BaHMA: YenoBek Ha (PoHe OKHa.
OIEKTPOHHbIN 3aTBOP Kamep yi0, T.€. ODOLLYI0 OCBELLEHHOCTb CLEHbI,
«BUOUMON» Kamepon 4yepe3 obb anas gwurypa venoseka Ha 60nbLIOM
CBEeTMNoM (poHe OKHa Bbl KapTuHkW. BkntoueHne gyHkumm «BLC»

MOXeT B NogOOHbIX C TOMATUKN KaMepbl.

pecauwms (aHrn. Classless Inter-Domain Routing, aHrmn. CIDR) —
oM rMbko ynpaBnsiTb NpoCTpaHcTBOM |IP-agpecoB, He ncnonbays
cCcoBOWM agpecauun. KMcnonb3oBaHue aTOro mMeTtoga Mno3BONSieT 3KOHOMHO
€HHbIV pecypc |IP-agpecoB, NOCKOMbKY BO3MOXHO MPUMEHEHNE pasnnyHbIX

MYHbIM NoAceTAM.

aTpuuya — 310 CBeTOLIyBCTBVITeJ'IbeIVI ANEMEHT, MCI'IOJ'Ib3yI'OLLl,VIl710$I BO MHOImx

Dax WU NpeacTaBnsowmn cobor KpynHy MHTErpanbHyl0 CXemy, COCTOSILLYI0 U3
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COTEH ThbiCAY 3apadoB (nuKcenen), KoTopble NpeoGpasyoT CBETOBYHD SHEPTMIO B 3NEKTPOHHbIe

curHanol. Pasamep matpuubl MoxeT coctaBnate 1/4", 1/3", 1/2" nnn 2/3".

CGl (EavHbin  wno30BbIM  UHTepdenc) — cneumd
B3anmogencTene web-cepsepa ¢ gpyrmmmn CGl-nporpammamu.

copgepxawasa opmy, MOXeT ncnonb3oBaTtb CGl-nporpammy ansa obpakc

CMOS / KMOIN (Complementary Metal Oxide Semicons
MeTannooOKCUAHbLIA NOMYNPOBOAHUK) — 3TO LUMPOKO WCH
KOTOPbIA WUCNONb3yeT Kak oOTpuuaTenbHyl, Tak WU NQ ANYECKYHO  Lienb.
lMockonbKy TONbKO OAHA M3 3TUX TUMOB Lienen MoxXeT bk oe Bpewms, TO
Mukpocxembl KMOIlMa noTpebnaiT MeHbLUe 3NeKTPO3IHER bl, MCnosnb3yoLime
TONbKO OAMH TUMN TpaH3UcTopa. Takke AaTynkm n3obpaxkeHus OTOPbIX MUKPOCXEMAX
cogepxart cxembl 06paboTkM, O4HAKO 3TO Mp cnonb3oBaTb ¢ [13C-

AaTymKamu, KoTopble ABMSAOTCA Takke bonee

DDNS (Dynamic Domain Name Syst oriorus, npuMmeHsemas Ans
Ha3Ha4YeHUs1 NOCTOAAHHOIO JOMEHHOro blOTEPY, CETEBOMY HaKOMUTENO) C
AOnHamuyeckum IP-agpecom. 310 MO yeHHbIh no DHCP wnu no IPCP B

pe3 mogem). [pyrve MaluHbl B

DHCP (Dynamic i ocol / [potokon AuHamuuyeckowm
KOHduUrypaumm ysna) — 9170 ceTe OLLMIA KOMMNbIOTEPAM aBTOMaTUYECKU
nonyyatb IP-agpec u xoanmble ana pabotbl B cetn TCP/IP. [JaHHbIN
npotokon pa6boTtaet Bep». [Onsg aBTOMaTMyeckon KoHdurypauum
KOMMbIOTEP-KNNEHT Ha CeTeBOro YyCTpoucTBa obpalwjaetcs K Tak

Ha3blBaeMoOMy C O HYXHbl€ NapamMeTpbl.

nporpaMmma, KoTopas HasHadaeT knuneHTam IP-agpeca BHyTpu

HbIi Nepvod BpemeHW. [aHHyr (YHKUMIO NOAAepKUBatOT

e yBenu4yeHue — 3TO YBENMYEHUE pasMepa Kagpa He 3a cuyeT
pOBaHMS MOMNYYEHHOro C MaTpULbl U306paxeHns. Kamepa HUYero He

bKO Bblpe3aeT HYXHYO 4acCTb M306pa)l(eHMﬂ n pacrtarmeBaetr ee o

2r /| CepBep AOMEHHbIX UMEH — Takke AOMeHbl MOryT BbiTb MCMOSIb30BaHbI
OTOpble XOTAT LUEHTPanu3oBaHHO YMNpaBnsaTb CBOMMM KOMMbiOTEpPamMM (Ha
KOTOPbIX BrieHbl onepauuoHHble cuctembl Windows). Kaxabii nonb3oBaTtenb B pamMKax

[IOMEHa Mosfy4yaeT Y4YeTHyl 3anucb, KoTopas OObIMHO paspellaeT 3aperucTpupoBaTtbCA U
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ncnonb3oBaTb ntobon KOMMNbOTEP B AJOMEHE, XOTA OAHOBPEMEHHO Ha KOMMbKOTEP MOIyT ObITb

HanoXeHbl  orpaHuyeHusi. CepBepoM [OMEHHbIX WMEH sBNsieTCs KOTOpbIN

ayTeHTUULMPYET Nonb3oBaTenei B CETH.

Ethernet — nakeTHasi TexHonorusi nepegadn AaHHbIX NPEM

KOMMbloTEPHbIX ceTax. CrtaHpapTel Ethernet onpepensior

OOCTYNOM K cpefe — Ha KaHanbHom ypoBHe moaenu OSI.

Factory default settings / 3aBoackmne ycraHoB 3TO YCTaHOBKMW,

KOTOpbl€e N3Ha4aribHO UCMNOJib30BaHbl OJ14 yCTpOﬁCTBa, K@ 3013 B I'IepBbII7I
pas. Ecnun BO3HWMKHET HeOGXO,EWIMOCTb nepeycraHoBUTb 5dBOOCKUX YCTAHOBOK
no ymos4aHuto, TO 3Ta (byHKLl,I/IFI npuMmeHnmMa angd OONbLUMHCT: B, N OHa MNOJIHOCTbIO

nepeyctaHaBnMBaeT NMobble YCTaHOBKM, KOTOPbIE

Firewall / Bpangmayap — 6paHgmayaj 360TaeT kak bapbep mexay
CETSMU, HaNpUMep, MeXay JIOKarbHOW CEeTbH ' JHOMayap rapaHTuMpyeT, 4To
TONBbKO 3aPErMcTPUPOBaHHBLIM NOJb30B i )L, 2H JOCTYN U3 OOHOWN CeTu B APYryto

ceTb. bpaHamayapom moxeT 6bITb e, paboTarollee Ha KoMMblOTEpe,

Focal length / ®oky MepsiemMoe B MuUnnMMeTpax okKycHoe
paccTosiHne obbekTBa kKame ropmM3oHTanbHoOM 30HbI 0630pa, KoTopoe
B CBOKO O4epefb uamepsieTcs B rpa aK paccTosiHue OT nepegHen rnaBHoOM
TOYKM [0 nepeaHero OKYCHOrO pacCTOSiHWS) M Kak paccTosiHue oT
3alHel rmaBHOW TOYK AHero oKycHoro pacctosaxus). Npn aTom, nog
rmaBHbIMM TOYKaMu Mo nepeceyeHns nepegHen (3agHen) rnaBHON

NNoOCKOCTK € onT
urpa, Tenes aunn) BbiJaéT B cekyHay.

aBnseTca nonHoe BugeounsobpaxeHne. B copmate 2:1

YepecCTPOYH HTepcenca RS-170 u B dopmatax MexagyHapogHoro

Nno paavoBeLLiaHuIo, Kagp co3faeTcsa U3 ABYX OTAENbHbIX obnacren
pa3BépTkn 262.5 unu 312.5 Ha yactote 60 nnu 50 Ny gnga Toro, 4YTobbl
N Kagp, KOTOpblM OoTOBpasnTca Ha 3kpaHe Ha 4vactote 30 mnu 25 u. B
DFPECCMBHON pPa3BepTKON KaxAdbl Kaap CKaHWPYyeTCs MOCTPOYHO U He

OYHbIM; BONLLUMHCTBO N3 HNX OTOGpaxkaeTca Ha vactote 30 n 25 Iu.

Transfer Protocol / lpotokon nepepayu ¢annoB) — 39TO NPOTOKON

NPUoXeHUs, KOTOpbIM ucnonb3dyet Habop npotokonoB TCP / IP. OH ucnonb3yetcsa, 4ToObI
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obmeHuBaeTca dannamm  Mexagy KomnbroTepamu/yctponcteamm B cetu. FTP  nossonsiet

nogknoyaTbca K cepeepam FTP, npocmaTpmBaTh COOEPKMMOE KaTanoros

cepepa unu Ha cepsep. NpoTtokon FTP oTHocuTcs K mpoTokonam np
nepegayn gaHHbIX MCNOSb3yeT TPaHCNOPTHLIN NpoTokon TCP. KomaHg
BonbLIMHCTBA APYrMx NPOTOKOMOB MepeaarTcs No pasHbiM nopTa
CTOPOHE cepBepa, UCMonb3yeTca Ans nepeaayun AaHHblX, nopt 21 - ansa

OnAa npunemMa gaHHbIX KIMMEHTOM onpeaendaeTcda B Anarnore corn

Full-duplex / MonHbIn Aaynnekc — nonHbIA Ayn eT cobon nepegavy

OaHHbIX OOHOBPEMEHHO B ABYX HanpaBlieHUAX. B cucrt 3TO MOXHO
onncatb, Hanpumep, TeJ'IerOHHbIMVI cuctemamn. Ta b obecneuymBaeT

OBYXCTOPOHHKK CBA3b, HO TOJIbKO B OAHOM HarpasJlieHUU 3a

G.711 — craHgapT ans npeacTaBreHn M (UKM) curHana c

yactoton amckpeTtusauun 8000 kagpos/cek M obpasom, G.711 kogek

co3aaét noTtok 64 Koéut/c.

Gain / KoachdmumeHT ycuneH CUNneHusa aABNsAeTcs KoadduuneHT

ycuneHma wun 3IKCTeHTa, B elb ycunmeBaeT cuny curHana.

paBnATb NakeT OaHHbIX, KOTOprVI npmuxognT B
MEXCEeTeBOWN LUN prVI npenocrtaBndaeT WNCTUHHBIN MapupyT B U U3

Oro naketa.

CcTaHOapT KoAMpOBaHWS ayauo M BUAeo, (Apyroe HasBaHue
ced Video Coding)). [JaHHbIN CTaHOapT COAEPXKUT pAg HOBbIX
HaAYMTENbHO MOBbLICUTL 3PMEKTUBHOCTL CXaTUA BUOEO MO
ctaHgaptamu (MPEG-1, MPEG-2 n MPEG-4), o6ecneunBas Takke
PYMEHeHMs B pa3HOObpasHbIX ceTeBbIX cpeaax. Micnonb3yetcs B LnMpoBoOM

5 paspewenmsa (HDTV) n Bo MHOrmx gpyrnx obnactax umMdpoBoro Bugeo.

2xt Transfer Protocol / NMpoTokon nepepayu runeprekcra) — 310 Habop
avnamun (TEKCTOBbIMM, rpadMyeCcKMMN, 3BYKOBbIMUW, BMAEO- U OPYrUmu

MYNbTUME annamu) B cetu. MNpotokon HTTP gaBnsetcsa NpoOTOKONOM BbICLUEro YPOBHS B
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cemenctee npotokonoB TCP/IP. B gaHHOM npoTokone nobon nakeT nepefaeTcd 40 NOfydeHnus

noateepXxXaeHua o ero npaBniibHOM npueme.

HTTPS (Hypertext Transfer Protocol Secure / 3awWwuwéHHE

ymonyaHuio ucnonbdyetca TCP-nopt 443.

Hub / CeTeBOW KOHLUEHTPATOP - CETEBON KOHLUEHTE
MHOMOYMCMEHHbIX YCTPOMCTB K ceTh. CeTEBON KOHLIEHTPS
NOAKMOYEHHbIE K HEMY, TOrAa Kak KOMMYTaTOp TOJSIbKO ME

cneunanbHO npegHa3Ha4YeHo anA Hero.

ICMP (Internet Control Message Pr 7 OKON ynpaBnsiloWmX
P/IP. B ocHoBHOM ICMP

KINMIOYUTENbHbIX CUTyauusax,

coolOLeHnn) — ceTeBon MPOTOKOS, BXOAOSLL
ncnonb3yeTcs Ana nepegaydn coobueHun ob
BO3HUKLLMX NpW nepegaye OaHHbIX, Han ycnyra HegoCTymnHa UK XOCT Unn

MapLIpyTM3aTop He OTBeYaloT.

IEEE 802.11 / CranpapTt IEEE 802.1

nokanbHbix ceten. CtaHgapT nogaepxmea epefadvy AaHHbIX Ha ckopoctM 1 unu 2

BO cTaHgapToB Ansa 6ecnpoBoaHbIX
MouTt/cek Ha nonoce 2.4 T JaeT CKOPOCTb nepedayn gaHHbix 11
MowuTt/cek Ha nonoce 2.4 I'Tu, B TO 2.11a no3BonseTt 3agaTb CKOPOCTb A0

54 MbuT/cek. Ha nonoc

Interlaced vi epTKa — 3TO BMAeo3anncb Co CKopocTbio 50
KOTOpbIX Kaxkable 2 nocnegoBaTesfibHbIX Nons
anp. YepecctpoyHasi passepTka Obina paspaboTaHa
OBOro TeNeBnaeHUsa 1 4o Cux nop LWMPOKo npumeHsietcda. OHa gaet

€ OBWXEeHNA B CTaHOAPTHOM |/|306pa>Keva|, XO0TA Bcerga

cepus 6paysepoB, paspabaTtbiBaemas kopnopaunen Microsoft ¢
KT onepaunoHHbIxX cucteM cemenctea Windows. Aesnsetcs Hanbonee

M Beb-6paysepom.

Protection) — aTo ctanHgapT 3awuTel 060pPYAOBaHNS, KOTOPLIN ONUCbIBAET
1NTYy Kamepbl BuaeoHabnwogeHus. lNepBas umdppa o0603Ha4YaeT ypoBEHb
AHUA TBEPAbIX YacTuy, (Hanpumep, umdpa 6 o603HaYaeT NOMHOE UCKIOYEHNE

nonagaHud ). BTopaa umdpa obo3HayaeT ypoBeHb 3aliMTbl OT MNOMNadaHWUA XWOKOCTen

PykoBoacTBo no nogknto4veHuto IP-kamepsl B12CW



EEUJAH D Ilpunosxcenusn

(Hanpumep, umdpa 6 ob6o3HavyaeT GesynpedHyro paboTy Kamepbl NpU BO3AENCTBUM MAaCCUBHbIX

BOAAHbLIX MOTOKOB BOAbI NI Bp€MEHHOM O6J'IVIBaHVIVI.)

IP-kamepa — uwndpoBas Buaeokamepa, OCOGEHHOCTbIO KOTOR

BMgeonoToka B umdposom cdopmate no cetn Ethernet, ncnonbsytoule

JPEG (Joint Photographic Experts Group / CraHpapTt
aKkcnepTtoB B obnactm coTtorpachmm) — oauH M3 Nonynspk
NPUMEHSIEMbIN ANs1 XPaHEHMST (POTOU300paKEHNA N NOSOOHE
n3obpaxerma JPEG nmeeTcsi BO3MOXXHOCTb HACTPOWKN UG
Tak kak npu Oonee HWU3KOM KOIPPUUMEHTE CXKa ‘ OM Ka4yecTBe)
yBenuumnBaeTca obbem harnna, cyuwiecTsyeT Bolbop me ~paXeHns n obbemom

Ganna.

Kbit/s (Kilobits per second / Kbut/cek POCTM MOTOKA AaHHbIX,

T.€. 3TO CKOPOCTb, Ha KOTOPOIA onpeaeneHHoe AT 3aaHHYI0 TOYKY.

LAN (Local Area Network / IlokanbHas €Tb) — KOMMbIOTEPHAs CeTb,
nokpblBatoLast 06bI4HO OTHOCUTENBHO 0 UK HebonbLUYO rpynny 34aHWN

NYECKYIO 30HY.

Lux / Jllokc — egmHuua J3MepeHns ocB . OnpepensieTcs kak OCBELLEHHOCTb

toMeH. Vcnonb3yetcs ans ob6o3HaveHus

MAC-agpec (Medi napaTHbIA agpec YCTPOUCTBA) — 3TO

YHUKanbHbIA MOEHTU ceTu yCTPOMCTBa UNW, ToUHee, ero nHTepdenc

AaHHbIX, T.€. KOTOPOW BUTLI MPOXOAAT 3af4aHHY0 TOYKY. TOT NnapameTp 0bbl4HO
ucnonb3ayet «cKopocTb» ceTu. JlokanbHasi ceTb AomkHa paboTtatb Ha

ckopoctn 1

LLMPOKOBELLaHNA, B KOTOPbIX aKTUBHO UCMNONb3yeTCA CXaTune Ll,I/ICprBbIX BMOeO N 3BYyKa.
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Multicast / FpynnoBasa nepega4a — cneunanbHaa oopma LUMPOKOBELLAHUSA, NPU KOTOPOW

KOMMM MaKeTOB HanpaBnslTCS OnpeaerniéHHoMy MNOAMHOXECTBY aap
NPUNOXEHVSIMW, YCTaHaBNUBAOLWMMUK CBSI3b  MeXZY WCTOYHUKOM
CYLLECTBYIOT Takve NpunoxeHus, roe Tpebyetcs, YToObl UCTOYHUK MO

rpynne I'IOJ'Iy‘-IGTGJ'IGVI. I'IpV| TpaﬂMLlMOHHOVI TEXHOJI0TNN

agpecauuy, No3BonsioLLee HanpaBUTb OAHY KOMUIO nakeTa

I'IOJ'Iy‘-IGTGJ'IGVI onpeagendaeTca npuHagneXxHoCTbio KaXKaoro,

TexHonoruna IP Multicast npegocraesnseT pag cyliec WYLLLECTB MO CpaBHEHWIO
C TPaAMLUMOHHbIM Noaxoaom. Hanpumep, aobaBneHne HOBbIX NOSb He BneYeT 3a cobon
Heobxoaumoe yBennyeHne npomnyckHOM Crnoco R cOKpalliaeTcs Harpyska
Ha nocbinawwWnn cepeep, KoTopein 60 nepxmBatb  MHOXECTBO

[ABYXCTOPOHHUX COeaUHEHWIA.

Ona peanusauumn rpynnosow O CeTM Heobxoaumbl: Moadepkka

rpynnoBon agpecauum CTEeKOM MpoT as nogaepxka npotokona IGMP

Hamudyeckass agpecauus. [lpumepom

224.0.0.0 no 224.0.0.2 S TMPOTOKOSIOB MapLipytmsauum un  Opyrux
rpynnoson  agpecaumn. OcTanbHble agpeca
npunoxenuvamn. Ha  cerogHsawHWM  OeHb  BOMbLUMHCTBO

Ty onumto (B MeH 06bIYHO ecTb onuus, paspewatowias IGMP

NTP tocol / MpoTokon CUHXpPOHU3aUUM BpPEeMEeHMU) — CeTeBOU

BpeMeEHU C ucnonb3oBaHuem ceten. NTP ncnonb3yet gnga ceoen

| Television System Committee / Ctangapt NTSC) — crangapt NTSC
biM 1 BugeoctaHgapTom B CLUA. CtangapT NTSC goctaenset 525 cTpok B

Jpen Network Video Interface Forum) — otpacnesou ctaHgapT, onpeaenstoLwuimn

NPOTOKOMbl B3aUMOAEWNCTBUSA TaKUX YCTPOWCTB, Kak |P-kamepbl, BUaeoperncTpaTtopbl U cUCTEMbI
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ynpaeneHna Buageo. MexayHapogHbeli ¢opyMm, CO34aBlUMKA  AaHHbIA - CTaHZapT, OCHOBaH

komnaHnamu Axis Communications, Bosch Security Systems n Sony B C uenbko

pa3paboTKM U pacnpoCTpaHeHUst OTKPLITOro CTaHgapTa Ans CUCTEM ceTe

nepenaBsatb yp,anéHHomy yCTpOI7ICTBy BMeCTe C [OaHH

cTaHgapTHYto BUTYIO napy B cetn Ethernet.

Port / MopTt - wgeHTUPUUUPYEMBIA HOMEPO ecypc, BblgensieMbii

NPUIOXKEHMWIO, BLINOMIHAEMOMY Ha HEKOTOPOM CETEBOM XOCTE, C MPUNOXEHUAMM,
BbIMOMHSAEMbIMU Ha ApYrnX ceTeBbIX XocTax (B OXKEHNAMWN HA 3TOM Xe
xocte). B 0bbl4HOM KNMEHT-CcepBEPHON MO MaaeT BXOASILLMX AaHHbIX

nnn 3anpoca Ha coegunHeHue («cnymaeT no OaHHble UNnn 3anpoc Ha

PPP (MpoTokon — MpPOTOKOS,  MNO3BONANOLLNIA

PPPoE (Point-to-Point

ONA  MOOKMIYeHNa  nonb3oBarterne Ethernet «k WHTepHeTy uepes

UHEeHUA «TOYKa - TO‘-IKa))) — NMPOTOKON

LLIMPOKOMNOSIOCHOE Coe Takoe Kak i SL, 6ecnpoBoaHOE YCTPOMUCTBO UNU KabenbHbIn

mogem. C NOMOLLbIO MoZeMa nonb3oBaTeny NokanbHOW CeTU MOryT
nony4atb AOCTyn C MHAOM NOANMMHHOCTM K BbICOKOCKOPOCTHLIM CETAM
AaHHbIX. Obbe t n npotokon PPP (Point-to-Point Protocol), npotokon PPPoE

crnoco6 co3faHusa OTAENbHbIX COEAMHEHUI C yaaneHHbIM CEPBEPOM

CCUBHOE CKaHMpPOBaHMe — 3TO TEXHONOrNA npeacraBreHns
N KOTOPOW Kaxkdbli Kagap BOCNPOW3BOAUTCSA MO OOHOW NUHWM B
Kakayto LiecTHaguaTylo [JOoni  cekyHabl. To ecTb cHavana
1, 3aTem 2, 3aTem 3 1 Tak ganee. Takum obpasom, naobpaxeHmne He ObeTcs
apbl. B aTOM cnyvae nonHocTblo McyesaeT ahdekT mMepuaHus, NoaTomy

Aeo nonyyaetcsa 6onee BbICOKMM.

(PULMPOBAHHLIN pa3bEM, UCMONb3yeMbI B TENEKOMMYHUKaUUSX, nveeT 8

KOHTaKTOB. b3yeTcs Ans co3ganus JIBC ¢ ncnonb3oBaHnem 4-napHbix kabenen BuTomn napbl.
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Router / MapwpyTtusatop — 3TO YCTPOWCTBO, KOTOpOE onpedensieT TouKy Gnukanwen

ceTu, B KOTOPYI MakeT AaHHbIX AOMKeH OblTb HanmpaBneH kak B CBOW O bl MYyHKT

HasHayeHnsi. MapuwpyTmusatop cos3gaeTr wwunu nogaepXxusaet
MapLUpyTMU3aunm, Kotopasi coxpaHseT MHopMaumio, Kak TONbKO OH
NMyHKTOB Has3HayeHusa. WHorga maplipytu3aTop BKMAKYEH B

KOMMYTaTopa.

RTP (Real-Time Transport Protocol / TpaHCnOpTHbI
BpeMeHU) — 3T0 npoTtokon IP gns nepegaynm gaHHbIX (Ha
peanbHoro BpemeHu. MNMpotokon RTP nepeHocuT B cBOE
BOCCTAHOBIIEHUSA rofloca unu BuaeonsobpaxeHusa B AaHHble O Tune
koampoBaHust nipopmaumm (JPEG, MPEG m T. n.). B 3aronosk IDOTOKONA, B YaCTHOCTH,

nepegarTcda BpeMeHHad MeTka U HOMep nakeTta, JTU napamMmeTpbl OT NpU MUHUMaAlbHbIX

3aepXxkax onpeaenuTb MNoOpsaok U MOM [JOr0 nakeTa, a Takke
MHTEPNoNMpoBaTh NOTEpPsiHHbIE MNakeTbl. B ka poToKona TpaHCMOPTHOro

YPOBHS, Kak NpaBuno, ucnosnbayetcs npoTokon U

RTSP (Real Time Streamin

peanbLHOro BpemeHu) — 3To NPOTOKO

nepegadn NOTOKOB B peXxume
NY>XUT OCHOBOW 151 COrnacoBaHus
kak RTP, mHor

TPaHCMOPTHbIX MPOTOKOMOB, TaK CHOV UK ogHOAApPEeCcHoN nepeaayn u ons

COrnacoBaHnsa UCNonb3yeMbixX cMmaTpuBaTh Kak nyrnbT AUCTaHLMOHHOMO
yrnpaBneHnsa rnotokamu AOaHHbIX, BepoM Mynbtumeama. Cepsepbl RTSP
06blvHO ucnonb3ytoT RTP B kavec poTokona And nepegadn ayauo- u

BUOEOAAHHbIX.

SD (Secure Di

namatn, paspaboT

namatm Tuna SD) — cdopmaT KapTbl naw-
OCHOBHOM B MOPTaTMBHbIX YCTpoMCTBax. Ha
CEeroAHALLIHNI nucnonb3yetcd B UUPPOBbIX YCTPOUCTBAX, Hanpumep: B
necpoHax, KIIK, kommyHukaTopax wun cmapTdoHax, GPS-

TOPbIX UTPOBbLIX NPUCTaBKax.

3aTBOpP — O3TO JJIeMeHT MaTpulbl, KOTOprI7I no3BondeT

€HnA JNeKTpuyeckoro 3apsapa. OTa peTtanb OTBe4vyaeT 3a

AETCA «MNPOCTbIM» MO CBOEN CTPYKTYpeE, TO OH OrpaHU4eH B CBOEeW BO3MOXHOCTHU
no BMeCTUMOE coobLleHnn Ha nony4yawuwiemMm KoHue, U OH 0ObIYHO ncnonb3dyeTca ¢ oaHUM U3

ABYX Apyrmux npotokonos, POP3 nnn npoToKonomM MHTEPAKTMBHOrO AOCTyNa K 3N1EKTPOHHOW noyTe
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(npoTtokon IMAP). 3Tu npoTOKOMblI MO3BOMSOT NONb30BATEN COXPaHATH COOOLLEHMS B MOYTOBOM

ALLVKe cepBepa U Nepuoanyeckin 3arpyxarb X U3 cepeepa.

SSL/TSL (Secure Socket Layer / Transport Layer Security /
cokeToB / [IpOTOKON TPAHCMOPTHOrO YPOBHSA) — 3TW [Ba NPOTOKO
npueMHuKkom npotokona TSL) saBnawTca  kpuntorpaguyeckum
obecneynBaloT 6e3onacHyto CBA3b B ceTW. B 6onblUMHCTBE CriyyaeB NpoTo
yepes3 npotokon HTTP, 4tobbl chopmmpoBaTh NpoTOKON 3
(npoTokon HTTPS) B kayecTBe MCNONb30OBAHHOIO, HaNpPUM
(PUHAHCOBLIX TpaH3akuuin B 3nekTpoHHoM Buge. [lp

OTKPbITOro KpI/II'ITOFpaCbI/I‘-IeCKOFO KIto4a, YTOObI noaTtee

Subnet mask / Macka nogcetu — GuTOBas Macka, as, kakas 4dactb IP-

agpeca y3na ceTn OTHOCUTCA K afgpecy ceTu, O y3na B 3TON ceTwn.

Hanpuwmep, y3en c IP-agpecom 192.168.0.99 55.255.0 HaxoguTca B ceTu

192.168.0.0.

Switch / KommyTtatop — Ko ceTeBOe YCTPOUCTBO, KOTOpoe

coeanHAET CerMeHTbl CeTn BMecCTe pyT ona nepecbiniku yCTpOVICTBOM

OaHHbIX K ero 6n|/|>|<a17|u.|emy nony4artento. TOp ABldeTca bonee npoCcTbiM "

Bonee GbICTPbIM MeXaHW3MOM, ceTeBO Map 3atop. HekoTopble KOMMyTaToOpbl UMEKT

PYHKLMIO MapLupyTusartopa.

TCP (Transmission Contro ynpaBneHusa nepepayen) — oavH u3

OCHOBHbIX CETeBbIX MNP pefHa3Ha4YeHHbI Ans ynpaBreHus nepenadent
[AaHHbIX B CETSAX U N TPaHCMOPTHbIA MeXaHu3M, NPeaoCTaBNSOLLNIA
MOTOK A@HHbIX C Npeasap [VHEHWS, 3a CYET 3TOro AarLUA YBEPEHHOCTb
B AOCTOBEPHOCT CTBNSIET MOBTOPHbIA 3aMPOC AaHHbIX B Cryyae
noTepy AaHH AyGnupoBaHue npu MonyvyeHun OBYX KOMWUI OAHOro naketa (Cm.

Takke T/TC

TTL

3a KOTOpbIN

HbI Neprog BPEMEHN UIM YUCIIO UTEPaLUIA UM Nepexonos,
T) MOXET CyLlecTBOBaTb 4O CBOEro MCYE3HOBEHUA. 3Ha4YeHune
Kak BEPXHSAS rpaHuLa BpeMeHn cylecTBoBaHus |IP-gentarpammel B
aHaBNMBaETCHA OTNpaBuTenem genTarpaMmmbl U YMEHbLUAETCS KaXablM y3roM
TN3aTOPOM) Ha MNyTM €ro crnefoBaHusi, B COOTBETCTBUM CO BPEMEHEM
DM YCTPOMWCTBE WM COrfacHo npoTtokony obpaboTku. Ecnu none TTL
HYM OO0 TOro, Kak gentarpamma npubygeT B MyHKT Ha3HA4YeHus, TO Takas

opacbiBaeTcss W oTtnpasBuTtento otcbinaetca ICMP-naket ¢ kogom 11 —

«[MpeBblLLEHNE/BPEMEHHOTO UHTEpPBana.

PykoBoacTBo no nogknto4veHuto IP-kamepsl B12CW



BE"@UA-H D Ilpunosxcenusn

UDP (User Datagram Protocol / lpotokon pentarpamm nonb3oBaTens) — 3TO

npoTOKON obMeHa [aHHbIMK C orpaHn4eHnaMmm Ha nepecbliaemMble . no ceTn,

ncrnone3ytowen npotokon |IP. lNpotokon UDP saBnsietcs anbTepHaz
Mpenmywectso npotokonia UDP coctouT B TOM, 4TO AN HEro Heof
AaHHBIX U HEKOTOpbIE MakeTbl MOryT ObITb NPOMYLLEHbI, €Crin CeTb
yaobHO npu nepegaye BuaeomaTepuanoB B peXMMe peanbHOro BpemeH
CMbiCna MOBTOPHO NepefaBaTb YCTaApeBLUYH WHGOPMaLMIO

oToOpaxeHa.

UPnP (Universal Plug and Play) - TexH pcoHanbHbIM
KOMNbIOTEPAM N UHTENMEKTYyanbHbIM CETEBLIM CUCTEM o6opyaoBaHuio,
pasBnekaTtenbHbiIM  YCTPOMUCTBAM UMW UHTEPHeT-LIM3a mexagy cobou
aBTOMaTMyeckn M pabotatb COBMECTHO 4epe3 eauHyto ceTb. [l UPNnP cTtpoutcs Ha

OCHOBE TaKMX WHTEpPHEeT-CTaHOapToB, Kak . TexHonorna UPnP

Fi, ceTn Ha ocHoBe TenegOHHbIX " Sac0nuTanus u np. Mopaepxka UPNP

peann3oBaHa B onepaunoHHbIX CUCT

yKasaTtesb pecprOB) — JT0

CTaHO4apTU3NPOBaHHbIA CNOCO ceTn VIHTepHeT.

WAP (Wireless Applicati

NPOTOKOI, COo34aHHbIN , Ae HYXHO YyCTaHaBiMBaTb CBA3b

HOM NPOTOKON NepeAayn faHHbIX) —
nopTaTUBHbIX YCTPOM nomowbio WAP nonb3oBaTtenb MOOGWUNBHOMO

Oble UMdpPOoBbIE AAHHbIE.

liance» pns 6ecnpoBogHbIX ceTel Ha 6ase crtaHgapTa |IEEE

ne, cooteeTcTBylowee cTaHgapty |IEEE 802.11, moxeT ObiTb

poBogHas LAN — ato GecnpoBoaHas nokanbHasi CeTb, MCMONb3ylollas B
PaanoBONHbI: 6ecnpoBoAHOE NMOAKIIOYEHNE K CETU KOHEYHOro Mnornb3oBaTens.

[ns ocHOE €BOWN CTPYKTYpbl 0ObIYHO MCMoNb3yeTcst KabernbHoe coeanHeHve.
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WPS (Wi-Fi Protected Setup) — ctaHgapT, npeaHasHayYeHHbIN NSt NoNyaBTOMAaTU4ECKOro

cosgaHus 6ecnpoBodHoON goMallHei ceTu. [poTokon npusBaH okasaTb NoMm

KoTopble He 0bnagalrT WMPOKMMKU 3HaHMsIMM O BesonacHocTu B bGec
cnencTeMe, MMEKT CIIOXHOCTU MpU OocyuwlecTBrieHmMn HacTtpoek. WPS
UM ceTn 1 3agaeT WudgpoBaHne, ansa 3awmTbl OT HECAHKLNOHNPO

3TOM HET HeO6XO)J,VIMOCTI/I BPY4YHYHO 3alaBaTb BCE NapaMeTpbl.

Anl'OpVITM cXatmna Bunaeo — 370 MEeToauKa yMeHb
Buageosanmcn nocpencrsomMm  yaarieHud rpa(bvlquKle OCnpUHUMaembIX

4YyernoBe4YeCKMM rna3oMm.

BapudokanbHbin 06bLEKTMB — 00bekTuB, MO OoBaTb pasnuyHble

CpOKyCHbIe pacctoaHna B NMPOTUBOMNOIOXHOCTb 00beKkTUB BaHHbIM (bOKyCHbIM

paccTtoaHnem, KOTOprI7I ncnonb3yeT Nnnlb 0gHO

SAHY WM HECKONbKO nap
N30ITMPOBAHHBLIX MPOBOAHMKOB, CKPYYEHHbIX ME X MNacTUKOBOW OOOOYKOMN.
CevBaHMe NpPOBOAHMKOB MNPOU3BOAUT UGN CTeneHn CBA3W Mexay cobon
NPOBOAHUKOB O4HOWN Napbl (3NeKTpo OBO BNMsieT Ha ob6a nposoga napbl)
N NOCNEAYILWEro YMEHbLUEHUST 3IEKTPOM OT BHELUHMX WCTOYHMKOB, a TaKke

B3aMMHbIX HABOOOK MNMpu nepena CuUrHarnos.

Bbigepxka — UHTEPB TOPOro CBET BO3JENCTBYET Ha y4acToK

CBETOYYBCTBUTEIIbHOIO Matepuhana bHOWN mMaTpuubl Ond coobLeHns emMy

onpeaenéHHon 3KCrno3u

HeTtekTop ABM 60 NporpamMMmHbIN MOAYrb, OCHOBHOW 3agaven

KOTOPOro sIBNsieTCs 06Hapy. S B Nore 3peHust Kamepbl 0O bEKTOB.

3TO MPOrpamMMHbIA MOAYMb, KOTOPbIA NO3BOMNSET OBGHapyXMBaTb
Takue cutya : KyCMDOBKa, NEpEeKpbITUE UMW 3acBeYnBaHne U3obpakeHusl, OTBOPOT
Kamepbl, Y a. lMpuvHUMN [EencTBUS OCHOBaH Ha aHanuse B pexume
peanbHOro KOHTpacTa nokanbHbiXx obractel kagpoB M3 BMAEONOTOKA,
ekTopa. [leTektop caboTaxa aBToMaTMyecku BblbupaeT obnactu
OOVMMO OLIEHVBATb WU3MEHEHME KOHTPACTHOCTM BO BPEMEHU M, ecrnu
THOCTM B 3TMX ODONacTsX NpeBbILAeT HEKOTOPbIA OTHOCUTENbHBIA MOpPOr,

noTtepe «none3Horo» snageocurHana.

ot rpey. didphragma — neperopogka) — 370 oTBepCTue B 0ObEKTMBE
perynupyet KONMMYeCcTBO CBeTa, Nonajawwero Ha maTtpuuy. M3meHeHue
pasmMepa DarMbl MO3BONSET KOHTPONMPOBATb LUEMbI psg nokasaTenewn, BaXHbIX ANg

nony4yeHmna ka4eCcTtBeHHOro |/|306pa>|<eH n4.
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[lomeHHOe uMs — 3TO onpeferneHHast GyKkBeHHasi NocrnegoBaTenbHOCTb, 0603HavatLas

uMma canta unu ncnonbldyemad B MMeHax J3JIEKTPOHHbIX MOYTOBbLIX ALLUMKO e MMeHa

OarloT BO3MOXHOCTb agpecaunn UHTepHEeT-y3/10B U pPacrnoJioOXeHHbIX H

(Beb-canToB, cepBEpPOB SNEKTPOHHOM MOYTbI, APYrMX cryx0) B ygobHO

MK-noaceeTtka (MK-npoxekTop) — ycTponcTtBo, obecrneyus

Ha6J'II'O}J,eHI/IF| C unsny4yeHnem B VIH(bpaKpaCHOM Anana3oHe.

Kamepa «aeHb/HOYb» — 3TO Buaeokamepa, npegHas
B pas3HbIX YCNOBMAX OCBELLEHHOCTU. B ycnoBusix spkon o CTWG ne uBeTHoe. B

TEMHOE BpeMsdA CYTOK, Korga FlpKI/IVI CBeT nponapgaet |/|306pa>|<eHv|e

Kogek — B cuctemax cBs3u KoAek 31O OObIMHO Koaep/ae 2KM UCNONb3YITCH B

MHTErpnpoBaHHbIX Uendax wnn MUKpocxema anoroBbliX BMOEO- U

ngpoBon N LMPOBOro curHana B
aHanoroBbli. TepMuH «Kogek» Takk npeccun/gekomMnpeccun, n B 3ToM
crny4ae oH 06bl4HO O3Ha4YaeT anropuTm Unu orpammy Ans ymeHblueHus oobema

dannos n nporpamm.

Hopmaano 3aMKHYT pyKuna gatyunka, Kotopad B NnaCCUMBHOM

COCTOAHUN MMeEeT 3aMKHYTble KOHTa

HOpMaanO Tbleé KOHTa — TakKad KOHCTPyKUMA OaTtyduka, KoTopada B

NnacCMBHOM COCTOAHU Thbl, @ B aKTUBHOM — 3aMKHYTbI€E.

O61beKkTUB — bl BUOAEOHabnoaeHns, npeaHasHadveHHasa ans

(bOKyCMpOBKI/I MaTpule snaeokamMepsbl.

(Proxy — npeacraBuTenb, YNONMHOMOYEHHbIM) — cnyxba B

no3Bondwaa KrineHTamM BbINOJIHATE KOCBEHHbIE 3anpocCbl K OpyruMm

yKkasaHHOMY CEpBEpYy W MosydaeT pecypc y Hero, nmbo BO3BpalLlaeT pecypc M3 COBCTBEHHOro
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Kawla. I'IpOKCM-cepBep No3BOMAET 3alunLLaTh KIMEHTCKUI KOMNbOTEP OT HEKOTOPbIX CEeTEBbIX aTakK

M noMoraeT CoXpaHATb aHOHUMMHOCTb KIMMeHTa.

MpoTtokon — cTaHgapT, onpegendlwWnin nosefeHne QYHK
nepegade paHHbix. Popmanu3oBaHHble npaBuna, ONpeaensioLL
dopmaTt coobLeHUn, KOTOpbIMM OOMEHMBAKOTCS CETEBbIE KOMIMOH

YPOBHE, HO B Pa3HbIX y3nax.

PaspeweHne n3obpaxeHUsa — 3TO KONMYECTBO MUK

I/I306pa)KeHVIFI. MSMepﬂeTCFI B Meranunkcenax nin OT06pa)K YNH — BbICOTbI U

PyyHas guacparma — npoTMBOMNONOXHOCTL aBTOM armbl, T.e. HacTpolika
AvadparMbl  KaMepbl [OSKHA BbINOMHATLCA BPYYHYO Ans P KonuyecTBa cBeTa,

Aocturarowiero 4yBCTBUTESIbHOIO 3rieMeHTa.

CBeTtocuna o6beKkTMBa — 3TO XapakT , KaKoe KONMM4ecTBO CBeTa
crnocobeH nponyckatb AaHHbI 0b6bekTuB. Ye NbHbIA AnaMeTp OTKPbITOM
anadparmMbl (MM, COOTBETCTBEHHO, Tem 6onbluee KONMYecTBO cBeTa

MOXET MonacTb CKBO3b OOBEKTMB Ha M BbllLIE CBETOCUIIA OOBHEKTMBA.

Cumnnekc - npn cum €KCHOW CBSA3 BOM" kabenb WNWU KaHanm CBS3M MOXET

ncnosnb3oBaTbCA ANA nepeaad HOM HanpaBJieHnn.

YnuyHaa Bupgeokamepa JII0AeHNA, KOTOopad obnagaeTt Bcemu

eluHen cpeapbl Ans paboTbl Ha ynuue.

LiBeTHaa Bu , KoTopasi gaeT uBeTHoe u3obpaxeHue. [lo

onpegeneHnio Matpulbl e, a On4a nonyyeHua uBeTHOro M306pa)KeHVIF|

KpacHYH COCT a, BTOPOW 3eNeHyto, a TPETUN CUHIoK. Takum obpasom, Tpu SHernkn
CTaHOBATCH oM hopmaTte RGB. CnegoBatenbHO, BMECTO TpeX NMuKcenewn

Ha pe3ynbT bl NoJs1y4aeM TOJTIbKO O4UH.

K-dounbtp — npencraeBnget cobon yCTPOMCTBO, KOTOpPOE
0aBNsATb UHPpaKpaCHbIA AnanasoH Npu NOMOLLM MHpakpacHoOro
apyrom pexunme VK-comnbTp ydrpaeTca anekTpoMexaHnyeckn, Takmm obpasom,

5 CMNEeKTP CBETOUINYyYEeHUA.
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