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BHumaHue

Ons 3awmTtel 060pya0BaHNS OT MMMYMbCHBIX NEPEHanpPs>KeHNN, B T.4.
rpO30BbIX Pa3psgoB, PpeKOMeHAyeM ycTaHaBnNMBaTb YCTPOUCTBA
rpo303auThbl.

[ns aTux uenen MOXHO UCMOMb30BaTb YCTPOMCTBA rPO303aLlmnThI,
npegHasHaYeHHble Ans 3awuTbl NnHMn nepegaymn Ethernet+PoE.




1. Ha3HauyeHue

YnpaBnsiemble (L3) kommyTaTtopbl ¢ 10G noptamu SW-32G4X-2L u
SW-32G4X-3L Ha 28 noptoB (8GE Combo + 16xGE RJ-45 + Uplink 4 x
1G/10G «SFP+») npegHasHadeHbl Ans obbeavHeHUs1 CETEBbIX YCTPOWCTB U
nepegayun aHHbIX MEXAY HUMW.

4 «SFP+» nopta pab6otatoT Ha ckopoct Ao 10G n cnocobHbl 6e3
3adepxeKk nepedaBaTb Becb 00bem Tpadmka Ha cepBep uwnm  gpyroe
YCTPOMCTBO. Takke kKoMMyTaTopbl obopyaosaHbl 16t0 GE RJ-45 noptamu u 8to
GE Combo noptamu. Bce 24 RJ-45 noprta kommytatopa SW-32G4X-3L
nogaepxmeatot ctaHaapTel POE IEEE 802.3 af/at ¢ makcumanbHOM MOLLHOCTLIO
Ha nopT — 30 Bt. CymmapHbin POE 6iopxeT kommyTaTopa Ha 24 nopta — 375 BT
(no 15.6 BT Ha nopT), kommyTaTop SW-32G4X-2L PoE He nopaepxusaer.

KommyTaTopbl MMEKT 3Ha4YvTEmNbHbIA 3anac no Npou3BOAUTENLHOCTM
fnarogapsi yHvBepcanbHbIM MHTEpdEeNcamMm M KOMMYTaUMOHHOW MaTtpuue C
MPOMNYCKHOW CnocobHoCTbo Ao 512 out/c.

KommyTaTopbl MMET BO3MOXHOCTbL MMOKOW HAacTPOWKU NapameTpoB
yepe3 WEB-uHTepderiic, umetor mHoxectBo cyHkumin L2+ yposHsa (VLAN,
IGMP snooping, Link aggregation n 1a.) u L3 yposHsa (ARP, DHCP).

Kpome TOro kommyTaTopbl MOAAEpXUBaOT paboTy B KOMbLEBOW
Tononorun (Ring) Gnarogaps wucnonb3oBaHuio npotokonos |EEE 802.1s
(MSTP) n IEEE 802.1w (RSTP).

MutaHne kommyTaTOpoB ocyuwecTensietca ot cetn AC90-265V ¢
BO3MOXHOCTbIO0 pe3epBUpoOBaHus A5is obecneveHnss 6ecnepebonHoi paboTsl
(SW-32G4X-2L), makcumanbHasa notpebnsemas MOWHOCTb 3aBUCUMOCTU OT
mogenu. KommyTtatops MoryT ObiTb ycTaHoBMNEHbI B 19” CTOWKY.
KommyTtatopbl SW-32G4X-2L n SW-32G4X-3L moryT 6biTb MCNOMb30BaHbI
Ha NpeanpuaTMaX Manoro u cpegHero busHeca:

* [ONA NOAKMIYEHMST K CeTsIM onepaTopoB CBA3WM U K ceTsim Bonee

KpynHbIM npeanpuatun (MHtepdericsl 10G);

"= B BbICOKOMpOM3BOAUTENbHbIX cuctemax IP BugeoHabniogeHus (B

TOoM uncne c nutaHuem IP kamep no PoE (SW-32G4X-3L));

ans opraHmsauumn VolP TtenedoHun (B TOM 4Mcne — ¢ NUTaHWEM Mo
KOHe4HbIX ycTpouncTts no PoE (SW-32G4X-3L)).



2. Komnnekrauua*

1. KommyTtatop — 1wT;

2. KpenneHue B 19” cTonky — 1K-T;

3. Kabenb ana nogkntoveHuns k cetn AC230V — 2uwT;
4. KpaTKkoe pyKoBOACTBO MO aKcnnyaTaumm — 1wrT;
5. YnakoBka — 1wWT.

3. OcobeHHOCTU 06OpyAoBaHuUA

¢  BbicokonpoussoguteneHbie Uplink-noptel 10G (4 x 1G/10G «SFP+»);

o PoE 6opxet (SW-32G4X-3L) — 375BT, ctraHgaptbl PoE IEEE 802.3
af/at;

e T[lopaepxka Ai POE — aBTomaTn4yeckoe onpeaeneHne «3aBUCLLIMX»
PoE yctpoiicTtB (SW-32G4X-3L);

o BosmoxHocTb Nnepegaym gaHHbIX Ha 250M (9-24 nopTbl, cKOPOCMb
oepaHudeHa 10 Mbum/c);

e YnpaeneHue yepe3 WEB nnTepdgeiic, TELNET, RS-232;

o [Moppepxka dyHkuun L2 (VLAN, QOS, LACP, LLDP, IGMP
snooping) n L3 (ARP, DHCP);

o [loppepxka konbueBon Tononorum nogknovenust (STP, RSTP,
MSTP, EAPS, ERPS);

e Bo3moxHOCTb pe3epBupoBaHusi nutaHus (SW-32G4X-2L).

4. BHelwHWWX BMA 1 onucaHue aneMeHToB

4.1 BHelwHnn BUA

Puc.1 KommyTtaTtopbl SW-32G4X-2L, SW-32G4X-3L, BHeLHWI BUA.



4.2 OnncaHue 3NeMeHTOB KOMMYTaTOpPOB

Puc.2 KommyTtaTtopbl SW-32G4X-2L, SW-32G4X-3L, pazbembl, KHOMKK U1
WHOMKATOPbI Ha NepeaHel naHenm

Tab. 1 KommyTtaTtopbl SW-32G4X-2L, SW-32G4X-3L HazHavyeHne pa3beMoB,
WHAMKaTOPOB U KHOMOK NepefHel naHenu

Ne

nln O6o3HavyeHne HasHauyeHue

PWR - LED wngukaTop nutanus 1. Floput — nutaHme
PWR Ha KOMMYTaTOp NOAaeTCs, He ropuT — NMTaHWe He
nogaeTcs UM KOMMYTaTop HEVUCNPAaBEH.

1000M / 10G - LED mHankaTopbl paboTbl NOPTOB Ha
1000M / 10G | ckopocTsix 1000M / 10G. NopuT — naet nepegaya
[AaHHbIX Ha COOTBETCTBYIOLLEN CKOPOCTW.

1 Link/Act — LED nHaukaTopbl CETEBOW aKTUBHOCTU
Link/Act noptoB 1-28. Noput/mMunraeT — yCcTaHOBMEHO
coeauvHeHWe, U4eT nepenava gaHHbIX, He ropuUT —
COeaVHEHNE He YCTaHOBIEHO.

PoE (SW-32G4X-3L) — LED wHamnkaTopbl POE noptos
1-24. ['opuUT — K COOTBETCTBYHOLLEMY MOPTY

PoE nogkntoyeHo PoE yctporicTeo, nutaHme PoE
nopaetcs. He roput — NoakmntoyeHo ycTporncTeo 6e3
nutaHusa no PoE.




Ne
n/n

O6o3HaueHne

Ha3Ha4yeHune

Console

KoHconbHbIn nopT (pa3bem RJ-45), ucnonbayercs ans
ynpaBfieHUsi KOMMYTaTOPOM.

SFP cnotel Combo noptoB 1-8 aAns noakntoyeHus
KOMMyTaTopa K ONTU4ECKOW NTIMHUN CBSA3MW.

Pasbembl RJ-45 Combo noptoe 1-8 anst nogknoyeHms
KOMMyTaTopa Kk MegHOM NMHUN.

9-24

Pasbembl RJ-45 noptoB 9-24 ons nogknoveHus
ceTeBbIX YCTPONCTB Ha ckopocTth 10/100/1000 MouT/c,
(8 Tom uncne c PoE IEEE 802.3 af/at (SW-32G4X-3L)).

25-28

«SFP+» nopTbl Ans noakno4YeHns kommyTaTopa K
ONTUYECKON NUHUM CBA3M Ha ckopocTn 10 [BuT/c ¢
ncnonb3oBaHneMm SFP+ moaynein 10G
(mnpuobpemaromcsi omoesnbHO).

SYS

SYS - LED uHgukaTop paboTbl cuctembl. Muraet —
cucTema paboTtaeT KoppekTHo. He ropuT — cuctema
paboTaeT B HenpaBubHOM pexume. MNpolumska
KOMMyTaTopa noBpexaeHa.

PWR

PWR - LED nHankaTop nutaHus 2. FopuT — nutaHme
Ha KOMMYyTaToOp NoJaeTcsl, He FOPUT — NUTaHWE He
noaaeTcs UM KOMMYTaTop HEVUCNPAaBEH.

MukpokHomnka anst copoca koMMyTaTopa K 3aBOACKUM
HacTponKam.

10




SYIS20AK-21

1 2 3 4
SN-3P0AKE

1 2 5

Puc.3 KommyTtatopbl SW-32G4X-2L, SW-32G4X-3L, pasbembl 1 KHOMKW Ha
3agHei naHenw.

Tab.2 KommyTtaTopbl SW-32G4X-2L, SW-32G4X-3L, HazHavyeHne pa3beMmoB,
KHOMOK M Ha 3agHew naHenw.

Ne

nin O6o3Ha4yeHne Ha3HayeHune

—_

@ BuHTOBas knemma 1 Ans noaknio4YeHus 3a3emMneHunst

Paszbem UAC anst nogkntoyeHmst komMMmytaTopa K NMHWK
2 AC110-240V | nutaHma 1 AC 100-240V c nomMoLLbo kKabensa u3
KOMMJIeKTa NOCTaBKW.

5 T BuHTOBasi knemMma 2 A1 NOAKMI0YEHUS 3a3eMMeHNs
= (Modens SW-32G4X-2L)

Pazbem UAC ans nogknoyeHms komMmyTaTopa K NMHUK
4 AC110-240V | nutanua 2 AC 100-240V ¢ nomoubto kabens u3
KkoMmnriekta noctaBku (Modesib SW-32G4X-2L).

5 ! Knaewuwa Bkn. nutaHus (modesb SW-32G4X-3L).

5. Cxema nogknio4eHus

MNopagok NoAKNHYEHUS MUTaHUS:

- Moakntounte kKOMMyTaTOP K WKHE 3a3emneHus (1, 3) Puc.3;

- Mopkntounte Kabenu NUTaHWsi B COOTBETCTBYIOLLME pas3beMbl Ha
kommyTaTope (2, 4) Puc.3;

- Moakntounte BUIKK Kabenen NMTaHNS K OCHOBHOWM U pe3epBHON JTIUHUK
nepemeHHoro Toka AC 230V.
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6. lMpoBepka paboToCNOCOBHOCTN CUCTEMbI

Mocne nogkntoyeHnst kabenewn kK pasbémaM M nogayn nNnTaHnAa MOXXHO

ybeunTbcs B paboToCnocobHOCTU KOMMYTaTopa.

Mopknounte  KommyTaTop Mexay aABymst 1K ¢ wmsBecTHbimMu IP-
agpecamu, pacnonaralowmMmmnca B ogHon nogceTtn, Hanpumep, 192.168.0.3 u

192.168.0.2.

Ha nepBom komnbtoTepe (192.168.0.2) 3anycTute KOMaHOHYHO CTPOKY

(BbInONHMTE KOMaHAy cmd) 1 B NOSIBUBLUEMCS OKHE BBEAUTE KOMaHAy:
ping 192.168.0.3

Ecnv Bce NoakmoYeHo npaBunbHO, Ha 3KpaHe MOHUTOPa 0TOBPAa3nTCs OTBET OT

BTOPOro KOMMbIOTEPA. DTO CBUAETENBLCTBYET 00 UCMPABHOCTU KOMMYTaTopa.

ST Ay IO s

Puc.7 JaHHble, oTOOpaxatLlmecs Ha SKkpaHe MOHUTOpa, nocne
nucnonb3oBaHnsa koMmaHgpel Ping.

Ecnu otBeT ping He nony4yeH («Bpems 3anpoca UCTekno»), To

cnenyet NnpoBepuTb CoeanHNTENbHbIV Kabernb n IP—ap,peca KOMMNbOTEPOB.

Ecnu He Bce nakeTbl Obinn NPUHATBLI, 3TO MOXET CBUOETENIbCTBOBATb!
- O HU3KOM KaudecTBe kabens;

- O HencnpaBHOCTU KOMMYyTaTOpa;

- O Nnomexax B JIMHUN.

MpumeyvaHue:

MpUYMHBI NOTEPU B ONTUYECKON NNHMUN MOTYT OblTb BbI3BaHbI:
- HencnpaBHocTbio SFP-mogynen

- n3rmbamm kabens

- BOMbLUMM KONIMYECTBOM Y3I10B CBapKM

- HENCMNPAaBHOCTbIO UM HEOAHOPOAHOCTbLIO ONTOBOJSIOKHA.
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7. MoaroTtoBKa nepen ynpaBreHMeM KOMMYTaToOpoM 4yepe3s
WEB-uHTepdemnc

Hwke OymeT npuBegeHa petanbHas Hactpovika cetn gns K nog
ynpaeneHvem Windows 8 (noxoxun nHtepdenc y Windows 10, Windows 7 n
Windows Vista).

1. Ortkpoute «LeHTp ynpaBneHus cetamu n obwmm goctynom» (Network
and Sharing in Control Panel) n Haxmute «3MeHeHne napameTpoB
apantepa» (Change adapter setting) kak Ha pucyHke Huxe.
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2. B nosBumBwemca okHe «CeteBble nogknoveHms»  (Network
Connections) oToGpaxeHbl BCe ceTeBble NOAKMYEHUS, AOCTYMHbIE
Bawemy K. Coenavite 4BOMHOW KWK Ha NOAKMOYEHMUN, KOTOPOE Bbl
ucnoneayete ansa cetn Ethernet
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3. B nosiBuBLUEMCA oOkHe «CoctosiHue - [loakntodeHwe Mo nokanbHOn
cetu» (Ethernet Status) HaxmuTe kHonky «CsowicTBay» (Properties) kak
nokasaHo HUXe.

P 10w P r s e
[ iy o o e et mooWx
“adm rma =g 2
Y rrEaty
e g L
bigme

i

4. B nosBuBweMca okHe «[logknioveHne Mo nokanbHOM cetn —
CsoiicTBa» caenavite ABOVNHOW KUK Ha «MPOTOKON MHTEPHETa BEpCUm
IP V4 (TCP/IPv4)» kak noka3aHo Huxe

Faeawrarg  Deuing
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5. B nossuBLiemcs okHe «[1poTokon nHTepHeTa Bepcun IP V4

(TCP/IPv4)» ckoHdurypupywTe IP agpec Bawero MK 1 macky noacetu
KaK MoKa3aHo Huxe

e

Crodsmee Dparocns Exteprans sepona & (TCPARS) ¥
e

0 TRECMITEY 3 0008 T w2007 s BRTOITIA O, Oy LT
AR INNT VT CO0S CMNKCTL, B PEETMNKM CTpEN PRERNT I [
MOOOH PECP IS Y DATRASS WM A4ATINTERS.

Trepans I Gopet catanenaeecet
@ AURnazeIne Lwvetan) T cazes
Payxc Rk, 0 1
Neox noysra 230 .50 .88 )

T T ]

FPAT e A NG Sepeapc SETOMITEN IR
¥ JOIABRITEITE LACLIte oopeta DS Onpunzze:
PALS BanTonsnat INECEpp
Ararepsntenedd IS cagang:

TECT sy e MENMATEA T34 B Oy T

e UTetes

Mo ymonuanuio IP agpec kommytatopa 192.168.0.1 Bel MoxeTe 3agatb
moton IP agpec B none «IP agpec», B Tol xe noacetn 4to u IP agpec
kommyTaTopa. Haxkmmte kHonky OK, 4ToObl COXpaHWUTb U MPUMEHUTEL HACTPOWKM.

Tenepb Bbl MOXETE UCNOMb30BaThb NtoboW Opaysep Ana Bxoga B MEHIO
HacTpoeKk KoMMyTaTopa.

Mo ymonyaHuio:

v' Login: admin
v' Password: admin
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8.MoaroToBKa nepen ynpaBrneHMeM KOMMYTaTOpPOM Yepes
nopt CONSOLE

YnpaeneHune kommyTtatopom 4yeped COM-nopt (RS-232) wmoxer
noTpeboBaTbCs, €CnM Mo KakuM-nubo npuuvHam ynpaeneHue 4vepes WEB-
HeJoCTYMNHO.

Ckavante n ycrtaHoBute Ha [1K, ¢ koToporo OyaeT npoBOAWTLCS
KOH(UrypMpoBaHne kommyTaTtopa nporpammy-amynatop HyperTerminal wnm
PuTTY. Tlocne ycrtaHoBkM Heobxogmmoro [1O ucnonb3yiite crneayoLlyto
MOLLIAroBYt0 MHCTPYKLMIO:

1. Coeaunnute nopt Console kommytatopa ¢ COM-nopTomM KoMnbioTepa C
NOMOLLbIO Kabens.
3anyctute HyperTerminal Ha TNK.

3apante Ms Ans HOBOro KOHCOSBHOMO MNOAKITHOYEHUS.

m “err ey e

b araes ord oo ek ke corioeor
Homei

L EEAT =R

4. Bblbepute COM-NopT, kK KOTOPOMY MOAKIOHMEH KOMMYTATOP.

ﬁrﬂ

Erer chstnds by’ b phiores-rmbes st i weant o bl

e TR =
Pacode [0
Proce e [

Ok | Ceem
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Hactpovite COM-nopT cneayroLimm obpasom:

CkopocTb nepefaym gaHHbIx (Baud Rate) — 115200;
Butbl AaHHbIX (Data bits) — 8;

YeTHocTb (Parity) — HeT;

Cron 6utel (Stop bits) — 1;

Ynpaenenue notokom (flow control) — HeT.

NN NN

FE o

Fewrminil |'. ar -

6. Cuctema npeanoxut Bontn Bam B uHTepdenc CLI (ynpasneHue
yepes KOMaHOHYI CTPOKY).
Mo ymonuaHuio:

v' Login: admin
v" Password: admin

P b el e’ Pm
[

hﬂr'-’!'l o dmnn
rem ol

Loy i o =wbal.

Leleme fx fr o n Drmmasd Lype Jalerd me 00 Ky
Tam "’ o P le il rmle

-

E'I AT Sl caimd DRI A
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9. NogroToBKa nepen ynpasfieHWEM KOMMYTaTOPOM 4yepes
Telnet/SSH

MpoTtokonbl Telnet u SSH npepocTaBnalT  MNonb3oBaTeNto
TEKCTOBbIA MHTEPdENC KOMAHAHOW CTPOKU ANS yNpaBneHUs KOMMYTaToOpoM
(CLI). Ho Tonbko SSH obecneuvBaeT co3gaHue 6GesonacHoro kaHana ¢
NOMHbIM WnpoBaHMeM nepeaBaemMblX AaHHbIX.

YT06kI Nnony4nTe goctyn k CLI kommyTaTopa Yepes Telnet/SSH, Baw
MK 1 koMMyTaTop AOMKHbI HaxoauTbCA B ogHow ceTu. NMogpobHee, kak 3To
coenatb paccmaTtpuBarnocb B pasgene MHCTpykuuu «lloarotoBka nepen
ynpasneHuem kommytatopom yepe3 WEB-nHTepdencr.

Telnet nHTepdelic BcTpoeH B kKomaHgHyto cTpoky CMD cewmelictBa
onepauuoHHbix cuctem Microsoft Windows. SSH wuHTepdelic poctyneH
TONMbKO C MOMOLbK nporpammbl  amynatopa SSH TepmuHana. Hwuxke
nokasaHo, kak nony4mtb goctyn k CLI kommyTaTopa Yepes SSH ¢ nomoLlbo
nporpammbl PuTTY.

1. 3anmgute B MeHo PuTTY Configuration. Bseante I[P agpec
kommyTatopa B none Mma xocra (Host Name) (unu IP agpec). Mo
ymon4danuio IP agpec kommyTtaTopa 192.168.0.1

2. Bblbepute Tun nogkntodeHus (Connection type) — SSH.

Caregoy
Sewwz Bom cotorm bix your FUTTY wewmme
L Soacly the MERAOn pou Wl 1) SOt 30
Torarad = g
Fenboed - vr’.
Bes 192 . 168, 0 . 1 2
Fustires Corcecor tre
Wrdan JRwy. ) Jeowt ) Feor m e
Mesyarce 2
s .N:' a._-n of deete o stived aomoon
Tiewatr Sevgs Senxce
Slecnon
Colours o
Dokt Sesogs |
Lyl | _—
Cen e
Prag
Tobet [bota
Ragn |
$ S3N
Sedl Dooe wndow on xgt
Moz Nesy B Oty on comn ot
At Qe Corcet
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3. Ecnu Bbl nogkntoyaeTech kK kommyTaTopy Yepe3 SSH Bnepsble, Bbl
yBuamTe okHo PuTTY Security Alert. Haxmute Yes (Oda) ans

npoaonKeHus.
T Seciey At B2

Pt g mnps & boe By & ol s had o ae e g Ry Voo

! TR TR LR o TR R SE i T P R
ik 1
Tha g s € 1E? beg e sl e
wodus o3 15T ok ™ % b T By ool W O T T

Fovan traarrhix Paree, by W 1 aald ke oy b
SUTT e ewchie W05 30Ty A £ RS T
Pavanaand oo C8 Ty 0 Con AT G IET e withod

hzing Hoe aec bt 20 casfie kot b
1 yvan s vk wonet bhic iz b Dancsd e shisndonet

ST NN

Hr. !.l'_r\:-'.l.l_ |

4. PuTTY obecneunT Bam JOCTYM K yNpaBrieHNO KOMMYTaTOpOM nocre
Toro kak Telnet/SSH noakntouyeHne 0yaeT ycTaHOBMNEHO.

Mo ymonyaHmio:

v Login: admin
v' Password: admin
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10. YnpaBneHue yepe3 WEB-uHtepcenc, ocHOBHbIe
3NeMeHTbI

10.1 CTtpykTypa uHtepceinca

IOna Bxoga B WEB-nHTepderic kommytatopa 3anyctute Gpaysep wu
BBeOMTE B agpecHyiw cTpoky |IP agpec kommyTtatopa 7192.168.0.1 (no
YMOM4aHuio), Mocne aBsTopusauum (MMs nonb3osatens: admin, napons: admin
MO YMOMYaHMI0) OTKPLIBAETCA rMaBHasi CTpaHMLa MEHIO:

m mn nur SHETTE | WATITLEY nw LT WL

S LRI LT TR RN ] M an i Beveare

A b

Seden brurndia

fikatarh i ot Froks Dok | e e
AR BRI E L il iheloatelo B
LRSI S i EHBE I8 5% P [ ot

Lars L2 Sddrem Pl B E T i TR 1
" RHTL TRV A Tvw diTea | AP

N TR e
L= dn s lhn

FFLSC=0 0T & i 17 Morild il = wEaF

(R e Py | H & 3 cHE AL b e BE B g e

SHR TN
L

e, e | by

B BepxHen CTpoYKe TrnaBHOW CTpaHULUbl HaxXOA4ATCA BKNaAKu
OCHOBHbIX pasfernoB MeHK WHTepdenca, MNpyM HaxaTum Ha KOTopble
OTKpbIBalOTCA COOTBETCTBYIOLINE pasaensi.

B neBoi yactu CTpaHuubl HaxoguTCA CMUCOK noapasaesioB MeHHo,
COOTBETCTBYHOLLNX OTKprTOIZ BKnagke, nNpu HaXatun Ha KOTOopble
OTKpbIBalOTCA HeobxoauMble nogpasgenbl.

10.2 OnucaHue kHonok WEB uHTepdeica

BONbLUMHCTBO KHOMOK ANst U3MEHEHMS1 HACTPOEK KOMMyTaTopa Yepes
WEB-nHTepdeic Yalle BCero BbIMOMHAKT OAHY U Ty Xe ponb. B Tabnuue
npvBeaeHbl onucaHnsa pyHKUNUA, KOTOPbIE KHOMKM BbIMOSHAOT.
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KHonka HasHauyeHune

OOHoBNsAET 3HaA4YeHMe BCexX TEKCTOBbIX

Refresh (O6HOBUTL .
( ) nonew 1 napamMeTpoB Ha CTpaHuLe.

Yucnosoe 3HayeHne Gyaet obGHOBNEHO B
namsTu. BBeneHHble 3HaYeHus
napameTpa BCTynalT B CUIy TOMbKO
nocrne Haxatua 9TOW KHonku. Ecnn
JaHHble  BBeOeHbl HEe  KOPPEKTHO,
nosiBuTcs coobLieHne ob omnodke.

Apply (MpuHaTe/NnoaTBEPANTL)

Delete (Ypanutb) YaansieT Tekyllee 3HavyeHne
OTKpbiBaeT CTpaHuLy crpaBKW.
Help (Momowwk/cnpaska) OTgenbHas cTpaHuMua chipaBku  Ans

KaXaoro 3anpoca.

10.3 CoobuieHuns 06 oLnbkKke

Mpv BO3HMKHOBEHMM OWMOKM nNpu oOpaboTke 3ampoca OT
nonb3oBaTenss K KoMmyTaTopy (BBedEeHbl HE KOPPEKTHble 3HauyeHust)

NoOSIBMISIETCSA OKHO C ONUCaHUEM OLLUMOKM.

10.4 NMona gna BBoga nHcopmMmaLumum unm sHaueHum

HekoTopble ctpaHuubl WEB-uHTepdenca kommytatopa cogepxart
nons Ana Beoda TOW MNW MHOW WHdopMaunn unu 3HadeHun. C nomMoLLbio
3TMX 3HAYEHMI MOXHO MOSYYUTb AOCTYM K Pa3fUYHbIM CTpoKam B Tabnumuax.
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Ecnu noHapobutcsa nobaButb HOBYHO CTPOKY Heobxoaumo BbibpaTb
u3 Bbinagatowero cnucka NEW (HoBas)) M HaxaTb OnNd nogTBEPXAEHMUS
KHOMKY Apply (NPUHATB).

Ecnn HYXHO M3MEHUTb YXe CYLLECTBYHLLY CTPOKY, Heobxogumo
BblOpaTb M3 BbiMafgaloWEero Ccrnmcka COOTBETCTBYHOLUMA HOMEP CTPOKMU,
BBECTU HYXHble 3HAYeHUs1 U HaXkaTb ONs MOATBEPXAEHWUS kHomky Apply
(MpuHATD).

Ona yoaneHus cTpoku v3 Tabnuubl, Bbibepute M3 BbiNagaroLlero
CMUNCKa HY>KHbIA HOMEpP CTPOKM 1 HaxxmuTe kHonky Delete (yganuth).

arna nE Vit E FATNZIT ne R e
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P21 K w DHED e - ==
Fizacd e | = e Ink

2oL D d MM T AT L = s - E ==

LEE 1] LG D T e e 1T

RN - B

ST ko wowry
ELE

2k HIFAMTAT

10.5 MNMonsa co 3HaYeHUAMU TEKYyLIEero cratyca
HekoTopble cTpaHuubl (unun nons Ha ctpaHuuax) WEB-uHTepdeiica
npegHasHaveHbl TONbKO A5is 0TobpaxeHuss gaHHbIX 0 paboTe KoMMyTaTopa.
OTobpaxaeMble 3HaYEHUA Ha 3TUX CTPaHWLAx NpeaHasHadYeHbl TOMNbKO OIS
YTEHUS U HEe MOTYT ObITb U3MeHeHbI (Hanpumep none cTpodku Serial Number

Ha PUCYHKE HUXe).
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11. OnucaHue pasgenoB meHio WEB-uHTepdenca
KOMMyTaTopa
11.1 MnaBHas ctpaHuua WEB nHTtepdenca

Mocne Toro, kak 6blnn BBeAEHbI KOPPEKTHbIE AaHHbIE ANA BXOAa (UMs
none3oBatens: admin, napons: admin Nno ymon4yaHuio)

User Name: €} admin -

Password:

| ok || canmea |

oTobpasutcs rmaeHas ctpaHuua WEB-uHTepdeiica ynpaeneHus
KOMMYTaTOpOM:
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11.2 KoHdurypauus cuctembl (SYSTEM)

11.2.1 System Information (O6was nHcopmauus)

w mn nur R FITIT 5T nm

TR hay bd

S LRI PLL TR F R ] M as e i beanie

=i Zabes

Sl brvrwdia

AN E IR FraBn. Daabiban =
LR PETTRY T R e T =y
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- Product Description (OnucaHue cuCTeMbl) COOEPXKUT 0OLLytO

MHOPMaLINIO O CUCTEME;

- Hardware Version (Bepcusi nnatbl yCTpONCTBa) OTOBpaxaeT TeKyLLyto

BEPCUK YCTAaHOBJ1€HHbIX B KOMMYTAaTOpP KOMMOHEHTOB;
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- Firmware Version (Bepcusi npowmBku) otobpaxaeT TeKyLLy0 BEpCuto
NPOLUNBKM SHEPrOHE3aBNCUMOWN NaMSTU KOMMYyTaTopa;

- Base Mac Address (Mak-agpec);

- Serial Number (cepwiiHbli HOMEP);

- System Uptime (Bpemsa 3anycka cCuCTEMbl) OTOOpa)kaeT CKOSbKO
BPEMEHW NPOLLIIO C MOMEHTA BKITIOYEHUSI KOMMYTATOPA;

- System Clock (Tekywee Bpewmsi) Takke Moka3biBaeT opmart

0T06pa)KeHI/IFI AaTtbl N BPEMEHN;

11.2.2 IP address configuration (Hactpowka IP agpeca)

w i o WA LT L ol VL "

" Syl Pl ek Lmal k-0 c 3Rl
& radran
Ll EE R SN LR ]
X v drail G212
s irsTair
Ak e EIEIELY
FEU e paad Ty [Ty
EELME T “dT AN IHEEIEIEH
Jivbm Mo wbpte, mrimpe | AT mmalm: deaid=:de Ie cmd padeg b, o dd el s i = nma -l
(Rt RELL] =5 hikp M Fecdr
1] ETE AL i

HanHasg ctpannua WEB-uHTepdenca nossonsiet usmeHate IP adpec
kommyTatopa, Subnet mask n Gateway address. 9T yCcTaHOBKW KacalTcs
VLAN 1 kommyTatopa (no ymonyaHuto), npu atom Homep VLAN He moxet
ObiTb M3MeHeH. [locne BHECEHWsI WU3MEHEHW HaXmuTe KHomky Apply
(NpuHATB).

lMocne usmeHeHus IP adpeca kommymamopa coeduHeHue ¢ WEB-
uHmepdgheticom npepeemcs. [nsi noemopHo20 rnodKo4YeHus noHadobumcs

ocywecmeums 8x00 ¢ HoebIM IP adpecom u aemopusayus.
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11.2.3 User Management (MHdopmauusa o nonb3oBaTensx)

el Flall SV BT T T ]
ATHAE P FTTH i e o
ety ) LS
" '} g
i A e et T LA L~
= i
bt kot i aibiiinad
F AL d il m hary woam I mamd o bra T
LN B e A ik
T
L e heom 1l | el
1 o T - -G - uch L
[

Ha oaToM cTpaHuue MOXHO UW3MEHUTb/3agaTb HOBbIM  Napornb

(Password) anst Tekywero none3oBatenst admin (N0 yMON4aHuio), U3MEHUTb

npasa A4ocTyna K ynpasneHuto kommyTtatopom (User Level) n ap.

I'Iaponvl HY>XHO BBOOUTb C y4E€TOM perncrpa. OHn MOryT coaepXxaTtb A0

16 cumBonoB. [Ana BBOAA Napons HeobXOAMMO ABaxdbl BBECTM HOBbIN

naponb B none Password v B Confirm Password.

[ns Toro, YTOObLI N3MEHEHUS BCTYyNnunun B cuny, HeobXxoaMMo HaxaTb

kHonky Apply (MpuHATk). MNocne aToro nonb3oBaTento NoTpebyeTcsi 3aHOBO

BonTn B WEB mnHTepdenc, ncnonb3ys HOBbIN Naporib.
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11.2.4 Serial Information (MHdopmaunsa 06 nHtepdcence ynpaBneHus
KOMMYTaTopoOM)
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HaHnHasa cTtpanvua WEB-nHTepdenca otobpaxaeT napameTpbl
yrnpaBneHuss KOMMyTaTopom Yepe3 nHtepdenc RS232/485, ncnone3ysa nopt
CONSOLE. Tpwn ynpaBneHun koMmyTatopoMm 4epe3 HyperTerminal
ybeauTech, 4TO HACTPOWKN COOTBETCTBYIOT NPMBEAEHHBIM Ha 3TON CTpaHuLe
3HAYEHUAM.

- Baud rate (ckopocTb nepegayun gaHHbIX)
- Character Size (pa3amep cMMBOSOB)

- Parity code (6uT 4yeTHOCTN)

- Stop bits (cTtonosble 6UTbI)

- Flow control (ynpaBneHne noTokom).
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11.2.5 SNTP Configuration (CuHxpoHM3auunsa BpeMeHu)
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Ha aton cTpaHuue HaxoasaTcst HacTporkn SNTP (MpoTokon CUHXPOHU3aL MK
BPEMEHW MO KOMMNbIOTEPHON CETK).

- Server IP Address 1 — IP agpec 0CHOBHOro cepBepa CUHXPOHWU3aLNK;
- Server IP Address 2 — IP agpec pe3epBHOro cepBepa CUHXPOHM3aLuK;
- Server IP Address 3 — IP agpec eLle ogHOro pesepBHOro cepeepa
CMHXPOHM3aLMN BPEMEHN;

- Time Interval — nHTepBan 3anpocoB Ha CUHXPOHN3ALNIO BPEMEHM
(3HayeHwne no ymonuanumio 1800 cek);

- Time Zone — BbIGOp YacoBOro nosica;

- Enable Status — none otobpaxeHus TekyLlero craTyca;

- Last Update Time — none oTtobpakeHns nocrnegHero npowuecca
CMHXPOHM3aLMK

Mocne BHECEHNSI UBMEHEHWUI HaXXMUTe KHOMNKy Apply (MpuHATB).

11.2.6 SNMP Community (O6wue HacTpowku ansa SNMP)
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Ha oaTtom cTpaHuue npeactaBneHol oOOLWMEe HACTPOWKM  Ans
ynpaBneHuss kommytatopom yepe3d SNMP. Mo ymonyaHuio B komMyTaTope
cosfaHa ofHa 3anuck Public c npaBamu Tonbko Ha YTeHue (ReadOnly).

Bcero moxeT OblITb co3gaHo 8 3anucein. Ecnu npegnonaraetcsi
ynpaBnsaTe kommyTtatopoM 4epe3 SNMP cnegyetr cosgaTb 3anmcbk C
npasamu Ha YteHune/3anuck (Read/Write).

11.2.7 SNMP TRAP Configuration (Hactponka TRAP yBegomneHuin)

m ra e E RS SR _ETEE [ oA s
& T T Lt | R R SR R
"Rt M TR
et Ll TRl S
TR X AR
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HacTpoiikn Ha [aHHOW cTpaHuue MNO3BOMAIT CKOHMUrypupoBaTb

nonyyenne TRAP coobuiennir. na aToro Heo6xoanmo:

- Beibpatb B none TRAP Name nms gna nonydernnss TRAP coobLueHuni;

- Bbibpatb IP agpec (Transmit IP Address), koTopbin ©Oypmet -
ucnons3osaTtb TRAP npoTtokon;

- BeibpaTtb Bepcuio SNMP (SNMP Version);

Korpa Bce HacTpowiku 6ygyT npomsBefeHbl YCMELHO, KOMMYyTaTop
cmoxeT nepecbinatb TRAP coobuieHnss Ha ykasaHHbii IP agpec. [Ons
BHECEHUSI UBMEHEHWI CNedyeT yoanuTb TEKYLLYK KOHUrypauumo n co3gatb

HOBY!O.
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11.2.8 Tacacs+ configuration (HacTponka npotokona Tacacs+)
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CTtpaHuua HacTpoek [Ans UCnonb3oBaHuMs npoTokona Tacacs+
npegocTaBnsieT BO3MOXHOCTb MNOMb30BaTEN0 BKMYATb WM OTKMAYaTb
Tacacs+, yctaHaBnuBaTb agpeca Master server IP, Backup server IP, Tun
ayTeHTUduKaumMm un KoY rpynnsl nonb3osatenen. llepen BHeceHuem

N3MEHEHUI B YCTaHOBKM, y6eﬂ,V|Ter, 4yTO beHKLI,I/IFI Tacacs+ aKTnBmnpoBaHa.

Beeaute IP agpec Tacacs+ cepeepa. Boibepute TN
ayteHTudmkaumu (PAP nnu CHAP). Beegute kritod rpynnbl nonb3oBartenem

B none Shared Secret. Haxmute kHonky Apply (MpUHATB).
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11.2.9 Log management (YnpaBneHue 3anucbio 510ros)

Ha paHHoi ctpaHuue WEB nHTepderica npeactaBneHbl HacTPONKM
dunbTpa BblBOAA 3anucaHHbIX noros. B none Log Priority moryT ©biTb

cnegywuine 3Ha4dyeHud:

- Critical — BbIBOAUT MH(pOPMaLUIO, OTHOCSILLLYHOCS TOSbKO K KPUTUYECKOMY
YPOBHIO BaXXHOCTW;

- Debugging — BbIBOAMT MHGOPMaLMIO ANA OTNagKu;

- Informational — BbIBOAUT WHdOPMaUUIO AN oTnagknm u  obLwyto
MHdopMaLUIo B Nnorax;

- ALL — BbIBOAMT BCIO MH(pOpMaLuiO.
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YT106bI NPUMEHUTB UNbTP F10roB HaXxxmMuTe KHomnky Refresh (06HOBUTD).
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11.3. Port configuration (KoHdurypmposaHue nopTtoB)
11.3.1 Port Configuration (KoHcdurypaumsa noptoB)

Ha aTton cTpaHuue npeactaBneHa nHgopmMaLlma no Kaxaomy nopry
kommyTaTtopa. Monb3oBaTenb MOXET MEHsITb CKOPOCTb Mepefayn AaHHbIX,
BKIIOYATb MMM OTKMYaTb TOT UNM MHOW nopT, dyHkumo Flow Control,
pasmep Jumbo Frame, npocmaTtpuBaTb 6a30By0 MHOPMaLIO.

[ns HacTpoOMKM KOHKpPEeTHOro nopta Heobxogmmo BbibpaTb ero w3
cnucka (nmbo BbIObpaTh BCce NopThl). 1o ymMonyaHMio BCe MOPThl BKIHOYEHbI
(ENABLE), 4TOObl BbIKNIOYMTE MOPT Heobxogumo BblbpaTe DISABLE
(BbIKNIOYMTE). YUTOOBLI M3MEHEHMSA BCTYNWUMAM B CUMY, HaXmute KHomnky Apply
(npuHATe). Takum xe o6pa3om BbIOMpaeTcss 3HA4YeHUs CKOpOCTM AONns
BblOpaHHoro nopta. Ecnu gns kakoro-nnbo nopta BblOpaTte Full-10
(Ckopocmb nepedayu 10 M6um/c, Oynnekc), TO MNOPT NEPEKNYNTCA B
pexvM yBenuyeHus 4anbHOCTM nepedayn curHanos o 250m. Takke nopTol

MaTpuLbl

CMOCOOHbI
noaKn4YeHun

JINHNN

ONnHON

nogaepxuaeTcs Tonbko ¢ Uplink noptamu.

obmeH

aBTOMAaTUYECKN MepexoauTb B 3TOT pPexuMm npu
100-250m,

OaHHbIMU

lMocne BHECEHUSI MBMEHEHUI HAXMUTE KHOMKY Apply (MPUHSATB).
Haxatue kHonku Refresh (06HOBUTb) OOHOBUT 3Ha4YeHWUs1 HaACTPOEK

Aana nopToB..
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11.3.2 Port statistics (Ctatucrtuka paboTtbl NOpTOB)
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Ha aton ctpanuue WEB nHTepderica npeactasneHa BCS AOCTyMNHast

nHcpopMaumst no paboTe NOPTOB B BUAE Tabnuubl:

- Send Packets Num - konn4ecTBO OTNpaBfeHHbIX NakeToB.;

- Send Octets Num - konn4ecTBO OTNpPaBMEeHHbIX 6anT;

- Received Packets Num - Konn4ecTBO NPUHSATLIX NAKETOB;

- Received Octets Num - Konn4ecTBoO NPUHATLIX 6anT;

- Error Packets Num - konnu4ecTBO NPUHATLIX NAKeTOB C OLUNOKOIA;

- Discard Packets Num - KONMMYecTBO «[POMHYTbIX» NaKeTOB Npw

nony4yeHun;
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11.3.3 Storm Control (ynpaBneHue nogaBneHmeMm «LWTopMa»)

[aHHas cTpaHuua no3BonsieT HacTpamBaTtb yHkumo Storm Control
(3awuTy oT BnMAHMSA WwmpokoBeLlaTenbHblix (Multicast) naketos n DLF
nakeToB Ha nepefaBaeMblii/nonyyaemsin Tpadmk) ANd KOHKPETHOro nopra.

YT0oObl BKMOYNTL MK OTKNIOUUTE yHKUMo Storm Control BeiGepuTte
KOHKpEeTHble MOpTbl U3 CMnWUCKa, fanee 3awuTy And KOHKPEeTHOro Buaa
naketoB Broadcast Suppression, Multicast suppression n DLF suppression,
a TaKkke yCTaHOBWUTb YPOBEHb UHIMOMPOBaHWA (NnodasreHns) B npegenax 1-
1024000 Kout/c.

Bce nsmeHeHus noaresepxgatotca kHonkon Apply (MpuHATS).
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11.3.4 Port rate (OrpaHnyeHne NnponyckHOM CNOCOGHOCTM Ha nopTax)

Ha paHHOM cTpaHuMue MOXHO T[MOKO orpaHuMuMBaTb CKOPOCTb
npvema/nepegayn naketoB Ha BblOpaHHOM nopTe. Ona atoro BbibepuTe
nopT, yKaxuTe 3HadeHune (KOuT/C) ansi ckopocTu nepefayn AaHHbIX (Send
Packets Rate Control) n pnsa ckopoctu npuvema AaHHbix (Receive Packets
Rate Control). Ans noaTBepxaeHns BbIOpaHHbIX HACTPOEK HAXMUTE KHOMKY
Apply (NpuHATL). [Ons OTMEHbl OrpaHuWyeHusl MpPOMYCKHOW CnocoBHOCTU

HaxkmuTe kHonky Cancel (oTmeHa).
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11.3.5 Protected Port (3awmta noptoB)
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Ha paHHOM cCTpaHuue MOXHO BbiOpaTb MOPT, KOTOpbIM 6ygeT
N30MMpOoBaH OT APYIuX.

M3onupoBaHHbI NOPT He MOXeT obmeHMBaTbCA [AaHHbIMU C
OPYrMU M30NNPOBaHHBIMK NOpTaMMu.

M3onvpoBaHHbIN NOpPT MOXeT 0OMeHMBaTbCH AaHHbIMU TOSbKO C
HEeM30MMpPOBaHHbIM NOPTOM/NOPTaMMU.
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11.3.6 Port mirror configuration (3epkanupoBaHue NopToB)
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Ha paHHOW cTpaHuue [OCTYMHbI HACTPOWKW  3epKanvpoBaHUs
(Mirroring) noptoB. Beibupaetca oguH nopt (Listen Port), koTopbin 6ygeT

aybnuposaTtb TpaduK ApYrux NOpPTOB (MPUHMMAaEMbIV / Nony4YaembIi).

- Bbibepute nopt-3epkano (ListenPort), koTopbli 6yaeT nybnuposaTtb
Tpaduk Apyrux nopTos;

- BbibepuTe nopTbl, Tpaduk KoTopbiXx GyaeT AybnvpoBaTbCs Ha MOpPT-
3epkano;

- Bbibepute, kakme MMeHHO nakeTbl OyayT AybnMpoBaTbCsi Ha MNOPT-
3epkano RECEIVE — nony4yaemble nakeTtol, TRANSMIT — oTnpaBnsiemble
nakeThbl.

Ons nogTBepxAeHNst BbIOBpaHHbIX HACTPOEK HaxXMuTe KHOMnKy Apply
(npuHaTe). Ona yganeHus npedployluMx HacTpoek 3epkanvMpoBaHusA B
BblNagatowem meHo Bbibepute Unset (oTMeHa) n HaxmuTe KHOMKy Apply

(MpuHATB).

38



11.3.7 Trunk Group Configuration (KoHdurypuposaHue Trunk rpynnsi)

Ha gaHHOW cTpaHuue npeacTaBneHbl HACTPOMKK A4S KoHdurypaumm
trunk rpynnel (arpervpoBaHue): BIGoOp rpynnbl, Beioop metoda Trunk v T.4.
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Ona cosgaHusa trunk-rpynnbl BeiOepuTe M3 BbiNagatoLlero crnvcka
trunk1...32.  Trunk-rpynnel  MOryT  ucnonb3oBaTb  pas3Hble  MeToabl
arpermpoBaHus. [Ona HacCTpoOMKM MeToda TpaHKMHra mnopToB pynnbl
BbIOepuTe n3 Boinagatowero cnucka Trunk Method Heobxognmblii.

- SRC-MAC meTopg, ocHoBaHHbIN Ha ucxogHom MAC agpece;

- DST-MAC meTogn, ocHoBaHHbI Ha MAC agpece HazHa4eHus;

- SRC-DST-MAC meTon, ocHOBaHHbIN kak Ha ucxogHom MAC, Tak u
Ha MAC agpece HasHa4yeHus.

- SRC-IP meToa, ocHoBaHHbIN Ha ncxogHom IP agpece;

- DST-IP meToa, ocHoBaHHbIN Ha IP agpece HasHa4yeHus;

- SRC-DST-IP meTon, ocHoBaHHbI Kak Ha ucxoaHom IP, Tak n Ha IP
agpece HasHa4vyeHusl.

[nsa noaTBepXaeHUs BbIGpaHHbIX HACTPOEK HaXmMuTe KHomnky Apply
(NpYHATL), ANA yaaneHns cyllecTByoLen trunk-rpynnbl UCNonb3ynTe KHOMKY
Delete (ynanutb trunk-rpynny).
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11.3.8 Port Trunk Configuration (KoHcdurypupoBaHue trunk’oB)

Ha gaHHOW cTpaHuue npeacTaBneHbl HACTPOMKK A4S KoHdurypaumm
trunk noptoB. Bbl MoxeTe [obaBnATb MX B CO30aHHbIE

(arperupoBaHue).
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YTtobbl foGaBMTL NopT B trunk-rpynny BbibepuTe COOTBETCTBYHOLLMNA

nopT 13 cnucka. [Nocne BknoveHns nopTtos B trunk-rpynny Haxmute Apply

(npuHaTe). Ona yganeHus nopTta v3 rpynnbl BoibepuTe COOTBETCTBYIOLLUIA

nopt n Haxxmute Delete (yoanuTb).

11.3.9 Trunk Information (UHcpopmauums o Trunk)

Ha paHnHon cTtpaHuue WEB wuHTepdenica HaxoguTcs cBogHast

nHpopMaums o trunk-rpynnax nopTtax 1 T.4.

MHd)OpMaLJ,Mﬂ npegocTtaBlieHa TOJIbKO AN1A YTeHUA U MOXET ObITb

ob6HoBneHa kHonkon Refresh (06HOBUTD).
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11.3.10 DDM information (koHTponb napameTtpoB SFP moaynen)

Ha 9aToM cTpaHuue npeacTaBrieHa WHgopMauuMs O  TaKux
napameTpax paboTbl SFP Moayneii kak HanpsbkeHne NUTaHus, TemnepaTypa
MOAYNsl, TOK CMELLEeHMs1 M MOLLHOCTb Jlasepa, YPOBEHb MPUHUMaEMOro
curHana. [laHHble napameTpbl MO3BOMSAT ONpPeaeniTb COCTOSHUE NUHUK B

uenom. (Mcnonb3yembie SFP moOynu OomkHbI n000epxxueams 3my

yHKYUIO.)
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11.4 VLAN Configuration (Hactponka VLAN)
11.4.1 VLAN Configuration (Hactponka VLAN)
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Ha aton cTpaHuue npeactaBneHa MHMOPMaUMS O CYLLECTBYHOLUMX
VLAN. Takke Ha aTon cTpaHuue MoxHo co3gaTte VLAN. [ins atoro 3agante
VLAN ID B ctpoke VID (oT 2 pgo 4094, 3HayeHue 1 - 3ape3epBUpOBaHO
cuctemon). [nsa noareepxaeHus cosgaHus VLAN HaxmuTe kHOnKy Apply
(MpUHATB).

Ons ypnanenuss cosgaHHon paHee VLAN notpebyetcs BbiGpatb
HYXXHYIO 3anuMcb K3 crnucka M ganee HaxaTtb kHonky Delete (ypanutb).
Banucb u3 cnucka Takke byget yganeHa (kpome VLAN 1 3apesepBupoBaHO
CUCTEMON).

B cnncke nokasaHbl Bce cosgaHHble VLAN u members noptbl
kaxxgoro VLAN. Port member (noptbl — y4acTHukm VLAN), moryT Bkntovatb B
cebs kak TermpoBaHHble nopTel (T - tagged) Tak u He TernpoBaHHble (U -

untagged).
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11.4.2 Access port Configuration (KoHcdurypaumsa noptos VLAN)
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Ha  oatom  cTpaHuue npeacTaBneHsbl BO3MOXXHOCTU no
KoHdurypuposaHuio Access noptoB ans VLAN. Beibepute nopt, oTmeTvB
€ero Ha gmvarpaMmme MopTOB KOMMYyTaTopa, a 3aTteM ykaxuTe, kakon VLAN
OaHHbIA NopT OyAeT NpuMHaanexarb.

Pexum Access noppasymeBaeT, 4TO nopT OygeT MNOMeYeH, Kak
untagged (He TernpoBaHHbI). B pexume access nopT MOXeT OTHOCUTbCS
TOonbKo K ogHomMy VLAN.

Ons nogTBepxaeHNst BbIOpaHHbIX HAaCTPOEK HaxXMUTe KHOMKy Apply

(MpuHATB).

11.4.3 Trunk port Configuration (KoHdurypauus noprtos VLAN)

Ha oatom  cTpaHMue  npeacTaBneHbl  BO3MOXHOCTM MO
KoHdurypuposaHnio TRUNK noptoB ans VLAN, a Takke npocMoTpy

pe3ynbTaToB.
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Pexum TRUNK nopgpasymeBaeTt, 4To nopT OyaeT MnoOMeyeH, Kak
tagged (TermpoBaHHbIN) 1 npuHagnexaTs BbibpaHHon VLAN.

B Ttabnuue oTobpaxaeTcs CnMCOK MOPTOB (pPeXMMoB Mx paboTbl) 1
VLAN, MOXXHO nepeBecTy NopT B pexum trunk n yctaHosutb ans Hero VLAN.
B pexume frunk nopT MoOxeT oOTHOocuTbCA K Heckonbkum VLAN
OLHOBPEMEHHO.

Ons nogTBepxaeHnst BbIOpaHHbIX HACTPOEK HaXXMuTe KHOMKy Apply

(MpuHATB).
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11.4.4 Hybrid port Configuration (KoHdurypauus noptoe VLAN)

Ha aTon CTpaHuue npeacTaBneHsbl BO3MOXXHOCTHU no
KoHdurypuposaHuto Hybrid noptos ans VLAN
Pexvum Hybrid nogpasymeBaeT, 4To nopT OydeT MOMEYeH, Kak

untagged (He TermpoBaHHbIN) 1 npuHagnexaTts VLAN.
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B Ttabnuue oTobpaxaeTcsa CnMCOK MOPTOB (pPeXnmoB mx paboTbl) v
VLAN. lMpn BbiGope nopta B pexume hybrid otobpaxaetca VLAN k
KOTOPOMY MOPT OTHOCMUTCSl, MOXHO MepeBecTn NOpT B pexum hybrid wn
yctaHoBuTb Anst Hero VLAN. B pexume hybrid nopT MOXeT OTHOCMTbCS
Tonbko kK ogHomy VLAN.
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B BepxHew cTpoke Tabnuubl NpeacTaBneH CNMCOK NOPTOB:
- Port - Bblbop nopTta Ha gnarpaMmmMe nopToB KOMMyTaTopa;

B HWXHUX cTpokax Tabnuubl MOXHO BblIGpaTb peXxMm B KOTOPOM MopT GyaeT
pabotatb B VLAN:

- Default VLAN - po6asutb 3anucek B VLAN no ymonyaxuio;
- Tagged VLAN - pobaBnTb NOPT KaK TEMMPOBaHHbIN;
- Untagged VLAN - po6aBuTb NOpT Kak He TErMPOBaHHBIN.

Ona noatBepXaeHus BbIOpPaHHbIX HACTPOEK HaXmute KHomky Apply
(MpuHATB).
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11.5 SECURITY (KoHdurypaumsa 6esonacHocTu)

11.5.1 MAC binding configuration (Hactpoiika npuBsskn MAC agpecoB)

[aHHas cTpaHuua npegocTaBnsieT BO3MOXHOCTb npuBsskn MAC
agpeca k nopty (MAC Adress) nim k VLAN (VLAN ID).

Bce un3MeHeHus Ha cTpaHuue noaTBepxaalwTcs KHomkon Apply
(MpvHATE). Ecnu npuBaAsky HeobOXoAMMO yOanutb, WCMNONb3YNWTE KHOMKY
Delete (Ypnanutb). KHonka Select all (BbIGpaTb BCe) NO3BONUT yaanuTb cpasy

BC€E MNpuBA3KN, HACTPOEHHbIE paHee.
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11.5.2 MAC Auto Bind (ABTOoMaTtuyeckas npussiska MAC agpecoB)

Ha paHHOM cTpaHuue HaxoasaTcs cBefeHuss o6 aBToMaTu4eckown
npuesske MAC agpecos k noptam. lNokasaHa gnHamudeckas npusaska MAC
agpecos k noptaM (MAC koTtopble 6binm 3aHeceHbl B Tabnuuy MAC agpecos
kKommyTartopa), a Takke k VLAN oTHocsawmmcsa K 3TuMm noptam. Bel moxeTte
BblOpaTh AMHAMWYECKYID MPUBA3KY M KOHBEPTMPOBaTb €€ B MOCTOSIHHYHO
nNpuBA3Ky (static binding).
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lMocne okoOHYaHUS pefAaKTUPOBAHWA 3HAYEHUW, HaXKMWUTE KHOMKY
Apply (npuHaTh). KHonka Select all (BbiIbpaTb Bce) No3BonseT BbiOpaTb cpasy

BCe 3anucu.

11.5.3 MAC Address Filter (HacTtpoiika ¢ounbtpa MAC agpecoB)

HacTpokn Ha 9ToOMm cTpaHuue MNO3BONAKT  MPOWM3BOAUTL
duneTpaumio MAC apgpecoB pgna noptoB. 3anvcn ¢ MAC agpecamm
ucnone3ytotcs ans Bxoga B dunetp MAC apgpecoB, a VLAN ID
ucnonbayetcs ans dpunbtpauum MAC agpeca cootBeTcTBytowet VLAN.

[nst Toro 4ToObl U3MEHEHWS BCTYMUIN B CUIMY HaXXMUTe KHOMKy Apply
(NpyHATL), ecnn 3anucb HeobxoAuMMO yaanuTb, Haxmute kHonky Delete
(Ymanutb), kHonka Select all (BbibpaTb Bce) no3BonsaeT BblibpaTbk cpa3y Bce

3anncu.
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11.5.4 ACL Based Source IP (Hactponka ACL gns IP)
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3pecb npegcTasneHbl HacTponkn ACL anda ctaHgapTtHow rpynnsl [P.

Monb3oBaTtenb MoXeT 3aaaTte camoctoaTensHo ACL rpynny (c Homepamu 1-

99 unu 1300-1999) c npasunamu ans IP agpecos. CTaHaapTHble npaBuna

KOHTPONMPYIOT NepeHanpaBneHne ncxogHoix |IP nakeTos.
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Monb3oBaTenb MOXET HacTpauBaTb npasuna, ucxogHelin |IP agpec
[OIMKeH OblTb yKasaH C MacKow, NMpaBuIio MOXeT coBnagatb ¢ Habopom |IP
agpecoB. Ecnu npaBuno kacaetca |IP agpeca u3 gnanasoHa 192.168.0.0 -
192.168.0.255, Hanpumep 192.168.0.1, TO 9TO COOTBETCTBYET Macke
0.0.0.255. Kaxpoe npaBuno LOMXKHO coAdepXaTb napameTp bunbTpauumn:
3anpeTuTb (deny) unu paspewuntsb (allow).

Monb3oBaTenb MOXeT co3gaBaTb MpaBWUNo B rpynne, uMst Ans
npaBuna aBToMaTudeckn 3agaetcd. [lpy yganeHum oJHoro npaswna,
ocTanbHble MpaBuna He uaMmeHsawTcda. [nd yganeHus Bcex npasun cpasy
ucnonb3ynte kHonky Select all (BbibpaTb Bce), a 3atrem kHonky Delete

(yoanuts).

11.5.5 ACL Based Extended IP (PacwupeHHas HacTpouka ACL ans IP)

zm wr | o REl enc] os e o
Lk AR I Sl s s, B
= B LR P
SrALHE LN S B [N B G e =
e raa
E ol 1] Pk b s
CPALHET L
et - =
REE ST el ]
I PT R e o | o e T Tk et Ty
B oL Favera L T T
o L] - Li =
Aty R I I e R L e Rl e S BT

3pecb npeactaBneHa BO3MOXHOCTb Ans cosgaHus ACL npasun ¢
paclmpeHHbIMU HacTporikamu |IP agpecoB. MNonb3oBaTtens MOXeT BbiGpaThb
Homep ACL rpynnel (B npegenax 100-199 wnu 2000-2699) n cosgatb
HeCKOMbKO MpaBun Ans rpynmbl.

Ona co3gaHusa npaBun HyxHO BbibpaTb COOTBETCTBYOLWME nons, |P
agpeca, Tun npotokona (ICMP, TCP, UDP, u T1.n.), nucxogsawun nopt n nopt
HasHa4veHwus (Tonbko ansa npotokonos TCP u UDP), n TCP flag.
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Mpwn cosgaHuu npasun, ucxogHsle |P agpeca n agpeca Ha3HavyeHUs
OOMKHbI ObITb MackMpoBaHbl. Macka agpeca npeAacTtaBnieHa B MHBEPCHOM
koge. Ecnu npaBuno kacaetca IP agpeca 3 guanasoHa 192.168.0.0 -
192.168.0.255, Hanpumep 192.168.0.1, TO 9TO COOTBETCTBYET Macke
0.0.0.255. Kaxpoe npaBuno LOMKHO codepXaTb napameTp bunbTpauumn:
3anpeTuThb (reject) unu paspewnts (allow).

Monb3oBaTenb MOXeT co3gaBaTb MpaBUNO B rpynne, uMst Ans
npaBuna asToMaTudecku 3agaetcd. [lpy yganeHunm oJHoOro npaswna,
ocTanbHble MpaBurna He uaMmeHsaTcda. [ns yaaneHus Bcex npaBwui cpasy
ucnonb3ynte kHonky Select all (BbibpaTb Bce), a 3atem kHonky Delete

(yoanuts).

11.5.6 ACL Based MAC IP (HacTtpoirika ACL npaBun c nomoubto MAC)

3pnecb npeactaBneHbl Hactponku ACL npasun gnga rpynnbel [P
agpecos, cBsA3aHHbIMM ¢ MAC agpecamu. [MpaBuna MoryT ObiTb CO34aHbl Ha
ocHoBe mncxopHoro IP agpeca, ncxogHoro MAC agpeca, a Takke IP agpeca
HasHayeHusi. BoamoxHo BblOpaTte Homep ACL rpynnbl B npegenax
AvanasoHa 700-799, a Takke co3daTb OOHO WM HECKONbKO NpaBun Ans
rpynnel.

Mpwn co3pannm npasun MAC agpec uctouHuka, IP agpec ncrtoyHmka u IP
agpec HasHayeHusi [OofkHbl OblTb B OOAHOM AuanasoHe. Hanpumep ans
AvnanasoHa IP agpecoB 192.168.0.0 - 192.168.0.255, IP agpec moxeT 6bITb
192.168.0.1 (macka 0.0.0.255). Takke Ans co3gaHHbIX NPaBun JOJMKEH ObITb
ycTaHoBneH ctatyc (filtering mode): allow unu reject.

Mpn cosgaHum npaBuna Ans rpynnbl, nNpaBuny aBTOMaTUYECKU
npuceavBaeTcst Homep. Korga npaBuno yaansercs M3 rpynnbl, ocTarbHble
npaBuna OCTalTCS HEU3MEHHbIMW, [farnee CcuUcTeMa aBTOMATUYECKU
Npou3BOAMT COPTUPOBKY NpasBwn B rpynne. MNpu HeobxogumocTn yaanutb
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BCIO rpynny npasun, cnegyet Bblbpatb all (Bce), ganee Haxatb Delete
(yoanuTb). Bce HacTpoiku Ha JaHHOW CTpaHuLEe NOATBEPXKAAKTCS KHOMKON
Apply (NpyHATL).
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11.5.7 ACL Based MAC ARP (Hactpowka ACL npaBun ans ARP c
nomowbio MAC agpecoB)
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Ha aton cTpaHuue npeacraeneHsl HacTporikn ACL npasun gna ARP

naketoB ¢ nomowpio MAC apgpecos. lMpaBuna moryt GbITb CO3A4aHbl Ha
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ocHoBe |IP apgpeca otnpaButens, MAC agpeca otnpasutens. Homep ACL
rpynnbl MOXHO BbIGpaTh B Npefenax AunanasoHa 1700-1199.

Mpn cosgaHum npasun MAC agpec otnpasutens, IP agpec
oTnpaBuTENs OOMKHbI ObiTb B OAHOM AMana3oHe. Hanpumep ons gnanasoHa
IP appecos 192.168.0.0 - 192.168.0.255, IP agpec moxeT 6biTb 192.168.0.1
(macka 0.0.0.255). Takke ona co3gaHHbIX NpaBuni AOMKEH ObITb YCTAHOBIEH
ctatyc (filtering mode): allow wnv reject.

Mpn cosgaHum npaBuna Ans rpynnbl, MNpaBuny aBTOMaTUYECKU
npuceavBaeTcst Homep. Korga npaBuno yaansercs 13 rpynnbl, OocTarnbHble
npaBuWna oOCTalTCs HEU3MEHHbIMW, [Janee cucTema aBTOMaTU4ecKu
Npon3BOAUT COPTUPOBKY Mpasun B rpynne. lNMpu HeobxogumocTy yoanutb
BCIO rpynny npaswun, cnenyet Bblibpatb all (Bce), panee HaxaTb Delete
(yoanuts). Bce HacTponkvM Ha JaHHOW CTpaHuue NOATBEPXKAAITCH KHOMKOW
Apply (NpuHATB).

11.5.8 ACL Group (HacTtpouka ACL npaBun)

Ha atom cTtpanuue npefctaBneHbl Hactponku ACL npaswn gns
dunbTpaumMn nakeToB, MonyyYaemblx noptamu. BeibepuTte nopt, BbibepuTe
ACL rpynny un3 cnucka n HaxmuTe Apply=>. Onsa yaanexus Boibepute ALC

rpynny m3 cnucka gobasneHHbIX n HaxmuTe Delete<=.
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11.5.9 ACL Resource (Habop gencrtByrowmux ACL npaBun)
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Ha paHHOW cTpaHuue oToGpaxeHa AencTBylOWas B TEKyLMK
MOMeHT koHdurypaumsa ACL npaswun.

WHdopmauus npeactaBneHa TOMbKO ANS UYTEHUS U MOXET ObiTb
obHoBrneHa kHonkon Refresh (06HOBUTD).

11.5.10 AAA Global Configuration (HacTpoiika napameTpoB cucteMbl
aBTOpM3auum u ayteHTUdUKaLmm)
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Ha ston ctpanuue WEB wuHTepdelica npeacrtaBneHbl HacTpomnku

CUCTEMbI ayTEHTUdUKaLUM U aBTOpM3aLmMn Ha ocHoBe cTaHgapTa 802.1x:

- 802.1x - Bkmovaet/BoiknoyaeT (Disable/Enable) npvmeHeHne
ayTeHTudmkaLmm n agTopmsauum no ctaHaapty 802.1x;
- Reauthentication — BkntovaeT/BbikntovaeT (Disable/Enable) noBTOPHYO
ayTeHTudumkaumio. o ymonyaHuoo OTKMYeHo. BknioyeHne aAaHHOMW
dYHKUMKN coenaeT ayTeHTudmkauuio nonb3oBatenen 6onee HagexHOMN,
HO HE3HaYUTENbHO YBENUYUT CETEBON TpaduK;
- Reauthentication period — 3apaeTcs Bpems B CeKyHAax Ans MOBTOPHOW
ayTeHTUUKaUnn. AKTMBHO TONMbKO MPU  BKITOMEHHOW  (DYHKLMK
Reauthentication, s3naverne 3600 cek (Mo ymonyaHuto);
- RADIUS Server IP — IP appec cepBepa RADIUS, pgomxeH ObiTb
yCTaHOBMEH ANs npoueaypbl ayTeHTUdmrKaumm;
- Alternative RADIUS Server IP — IP agpec anbTepHaTUBHOIO cepBepa
RADIUS, gomkeH GbITb YCTAHOBIEH ANsi Npoueaypbl ayTeHTudmkauuu;
- Share Key — naponb Ana npoueaypbl ayTeHTMMKaLUM Mexay
kommyTatopom u cepsepom RADIUS. Ha komMmmymamope u cepsepe
RADIUS dosmxeH 6bimb nponucaH oOuUHaKoebIl naporsb;
- Accounting Status — BKN/BbIKI (MO YMOMYaHUIO BKI.).

lMocrne BHECEHUS M3MEHEHUM B HACTPOWKW, HaxXMuTe KHomky Apply

(MpuHATB).

11.5.11 AAA Port Configuration (Hactpoika noptoB Ans cuctembl
aBTOpM3auum u ayteHTUdnKaLmm)

C nomouybto aton ctpanuubl WEB nHTepderica nonb3oBatens
MOXeT W3MEeHUTb pexum paboTbl nopta Ans paboTbl cUCTEMb
aBTopu3auun n ayteHTudunkaumm no ctaHgapty 802.1x.
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Kaxgbii nopT MmoxeT paboTaTb B 4X pexumax:
- N/A State (no ymonyanuio);
- Auto state (aBTomaTnyeckn);
- Force-authorized (npyHyanTenbHas aBTopmsaumns);
- Force-unauthorized (npyHyauTenbHbIM OTKa3 OT aBToOpU3aunm).

Ecnn Ha nopte TpebyeTcAa BbINOMHATL ayTeHTUUKaAUMIO MO
craHgapty 802.1x Heobxogumo BbICTaBUTb pexunm Auto state. Ecnu He
TpebyeTca penatb ayTeHTMdMKauuwo And goctyna K ceTu cneayet
BbicTaBuTb pexum N/A. OcTanbHble 2 pexvma peako WUCMonb3ylTcs B
CTaHOapTHbIX cutyaumsx. MakcumanbHoe 3HayveHue ang nons Support Host
Num — 256.

11.5.12 AAA User Information (MUHcpopmaumsa o Bcex npoueccax
ayTeHTUUKaLuUM)

Ha aTton cTpaHuue npencTaBneHbl cBedeHust 060 BCex mpoleccax
ayTeHTUMKaLumMm Ha nopTax, HaCTpOeHHbIXx Ana Hee. WHdopmaums
npegocTaBrieHa TOMbKO AN YTEHMS U MOXeT ObiTb OOHOBMEHa KHOMKOM
Refresh (o6HOBUTB)..
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11.5.13 Safe Management (YnpaBneHue 6e3o0nacHoOCTbH0)

Ha aTton cTpaHuue npenctaBneHbl BO3MOXHOCTM MO HACTPOMKe
ynpaBrneHus ceteBbiMu cepBucamu Telnet, web, SNMP, ux BkntoveHne unu
oTkntoyeHune ot ACL rpynn, ynpaenenwus |IP agpecamu, goctynamm k xoctam.

Telnet, web, SNMP cepBucbl oTkpbiTbl MO ymonyaHuio, ACL
dunbTpauMa OTKMYEHa, BCE XOCTbl WUMEKT [OCTyn K  cepBucam
kommyTaTtopa. pn HeobxoaUMOCTU agMUHUCTPATOP MMEET BO3MOXHOCTb
NpefocTaBWTb UMW OFPaHNYUTL AOCTYN NoNb3oBaTeNen K 3TUM cepBUcam.

Takke agMUHUCTPATOP MMeeT BO3MOXHOCTb NPedoCTaBUTb OOCTYM
XOCTY K OQHOMY WITM HECKOSBbKMM CepBMCaM MCMonb3ys Bo3MoxHocTu ACL
dunbTpaummn. Ons peanus3aumm HeobGXOOMMO OTKPbITb CEPBUC M BbiIOpaTb
yxe cywecTsytowyto ACL rpynny n3 auanasoHa 1-99 (c ydeTtom IP agpecos).

B cnyyae ecnu agMuHucTpaTop ynpaensieT Yepe3 web (Ha gaHHON
CTpaHuLue MeHK), Opyrue nonb3oBaTeny OyaoyT OTKMOYEHbl W Ans

NOBTOPHOI0O NOAKIKOYEeHUA I'IOHa.lJ.O6I/ITCF| NOBTOpPHAaA aBTOpU3aLUA.
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11.6 MULTICAST configuration (MHoroagpecHas paccblinka)

11.6.1 IGMP snooping configuration (Hactponku dyHkummn IGMP
shooping)
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Ha paHHon ctpannue WEB uHTepdenca Bbl MOXeTE BKMOUYUTD UK

BbIkNtounTb  (Enable/Disable)  dyHkumio  IGMP  snooping  (npouecc
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OTCNEeXNBaHUSA CEeTEBOro Tpaduka IGMP, npegoTBpaLlatoLLmii
lwmpokoBeLlaTensHyto  (broadcast) peTpaHcnauuio  multicast Tpaduka
KOMMbOTEPaM-NOTPEOUTENAM, KOTOPLIM HE HY)XXHO ero obpabaTbiBaTh).

Mocne BHECEHMSI MW3MEHEHMII B HaCTPOMKM, HaXMmuTe KHOnky Apply

(NpuHATB).

11.6.2 IGMP Snooping Group Information (UHcopmauus o IGMP)
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Ha paHHon ctpannue WEB wHTepcdenca npepctaeneHa obuias
uHdopmaums o rpynnax IGMP gnsa scex VLAN'oB.
WHpopmaums npegocTaBneHa TOMNbKO AN YTEHUS.

[na obHoBneHnsa HaxmuTe kHonky Refresh (06HOBUTB).
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11.6.3 Multicast Routing Configuration (HacTponka mapwpyTtusauum)

Ha paHHon ctpanuue WEB uHTepdenca Bol MOXeTe BKMOUYUTL UMK
BbikntounTb (Enable/Disable) dpyHkumio Multicast Routing. MNocne BHeceHus

N3MEHEHWU B HAaCTPOWMKKN, HaXMUTE KHOMKY Apply (MPUHATB).
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11.6.4 Multicast Routing Table(Tabnuua mapwpyTtusauum)

Ha paHHown ctpanmue WEB vHTepderica npeactasneHa tabnuua co
3Ha4YeHVAMU NapameTpoB AN HacTporkn dyHkumm Multicast Routing.
WHpopmaums npegocTaBneHa TOMNbKO AN YTEHUS.

[ns o6HOBREeHns Haxmute KHonky Refresh (06HOBUTB).
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11.6.5 IGMP Configuration (HacTtpouku cpyHkuun IGMP)
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Ha paHHon ctpannue WEB uHTepdenca Bbl MOXeTe BKIOUYUTL UK
BblkNtounTb  (Enable/Disable) dyHkumio IGMP  (npoTokon ynpaBneHus
roynnoson (multicast) nepepayert pgaHHbIX), HacTporikum no3BonsAOT

nameHaTb Bepcuto IGMP, Interface VLAN, BpeMeHHble nHTepBanbl
- Query Interval (1-18000c);
- Query Max Response Time (1-240c);

- Last Member Query Interval (1-25c).
lMocne BHECEHWS W3MEHEHUn B HACTPOWKW, HaxmuTe KHomky Apply

(NpUHATB).
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11.6.6 IGMP Interface (UHTepdenc IGMP)
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Ha paHHOM cTpaHuue npegcrtaBneHa WHdopMaumusa o

nHTepdgence. MHdopmaums npegocTaBneHa TOMNbKO AN YTEHUS.

[ns o6HoBReHns Haxmnte KHonky Refresh (06HOBUTB).

11.6.7 IGMP Group (Fpynna IGMP)
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Ha gaHHoW cTpaHuue npegctasneHa nHgopmauua o rpynne IGMP.

MHdopmaumsa npegocTaBneHa TonbKo ANns YTEHUS.

[ns obHoBneHusa HaxmuTe kHonky Refresh (06HOBUTB).
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11.6.8 PIM-SM Global Configuration (OcHoBHbIe HacCTPOWKM NpoToKoNa
PIM-SM)

Ha paHHown ctpaHuue WEB uHTepcdbelica npeactasneHa tabnuua co
3HaYeHVMAMU NapameTpoB HacTponku npotokona PIM-SM ans nepepauun
Multicast (Protocol Independent Multicast-Sparse Mode).
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HacTpowkn no3BonsitoT BKMAYATL U BeikniounTe (Enable/Disable)

dyHkumio SPT Switch, a Takke BbIOpaTh cTaTyc:
- Candidate RP;
- Candidate BSR;

- JP Interval - BpemeHHon nHTepsan (1-65535¢).
lMocne BHeCEHWsT WU3MEHEHUN B HACTPOWKW, HaxXmute KHonky Apply

(MpuHATB).
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11.6.9 PIM-SM Interface Configuration (Hactponku nHtepdenca
npoTtokona PIM-SM)

Ha paHHown ctpaHuue WEB uHTepcbelica npeactasneHa tabnuua co
3HaYeHVAMU NMapamMeTpoB HacTpowkn uHtepdenca PIM-SM pna nepepaun

Multicast (Protocol Independent Multicast-Sparse Mode).
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HacTpolikn  no3BONSIlOT  M3MEHATb  crefylolive  napamMeTpsbl:
BKIOYNTL MK BeikNounTb (Enable/Disable) doyHkumnio SPT Switch, a Takke
BbIGpaTh cTaTyC:

- Interface — BbI6op VLAN (no ymonyanumio VLAN1);

- PIM-SM  Enable - BKMOYATb UMW  BbIKMIOYUTL  PYHKLUMIO
(Enable/Disable);

- Hello Interval - BpemeHHon nHtepan (1-65535c¢);
- Hello Holdtime - BpemeHHon nHtepsan (1-65535c);

- DR Priority — npuoputet DR (0-2147483647).

lMocne BHECEHWS MW3MEHEHU B HACTPOWKW, HaxmuTe KHomky Apply

(NpUHATB).
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11.6.10 PIM-SM Mroute Information (UHcopmauums o Mroute)
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Ha panHon ctpaHuue WEB wuHTepdenca npeactasneHa tabnuvua
copepxawasa nidopmauuio o Mroute (Static Multicast Route).

WHdopmaLmsa npegocTaBrneHa TONMbKO ANs YTEHUS.

[ns o6HoBReHns Haxmnte KHonky Refresh (06HOBUTB).

11.6.11 PIM-SM Interface Information (MUHcdopmauus o6 nHTepdeince)
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Ha paHHoi cTtpaHuue WEB wuHTepdeiica npeactaeneHa tabnvua
cogepxawas nHcgpopmaumo ob nHtepdence PIM-SM.
WHpopmaums npegocTaBneHa TOMNbKO AN YTEHUS.

[na obHoBneHusa HaxmuTe kHonky Refresh (06HOBUTB).
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11.6.12 PIM-SM Neighbor Information (UHcopmauus o Neighbor)
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Ha panHon ctpanHuue WEB wuHTepdenca npeactasneHa tabnuvua
copepxaiasa nidopmauuio o Neighbor PIM-SM.

WHdopmaLma npegocTaBrneHa ToNMbKo AN YTEeHus.

[ns o6HoBReHns Haxmnte KHonky Refresh (06HOBUTB).

11.6.13 PIM-SM RP Information (MUHcbopmauus o RP)
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Ha paHHoi ctpaHuue WEB wuHTepdeiica npeactaeneHa tabnvua
cogepxawas nHcgpopmaumo o RP PIM-SM.

WHdopmaLma npegocTaBneHa TonbKo ANs YTEeHUS.

[ns obHoBneHusa HaxmuTe kHonky Refresh (06HOBUTB).
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11.6.14 PIM-SM BSR Information (MHdopmauums o BSR)

Ha paHHon ctpaHuue WEB wuHTepdenca npencrasneHa tabnuua
copepxalias nidopmauuio o BSR PIM-SM.
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WHpopmaums npegocTaBneHa TOMNbKO ANA YTEHUS.

[na obHoBneHusa HaxmuTe kHonky Refresh (06HOBWTB).
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11.7 RING (KonbueBoe noakntoyeHue)

11.7.1 MSTP Global Configuration (OcHoBHbIe HacTpouku MSTP)
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Ha paHHon ctpaHuue WEB uHTepdelica npeacraBrneHbl OCHOBHbIE
HacTponku npotokona MSTP (Multiple Spanning Tree Protocol):
- MSTP (Disable/Enable) — Bkn/Bbikn nogaepxky npotokona MSTP;
- Priority — HacTpolka npuopuTesauun. Yctponctea ¢ 6onee HU3KUM
NPUOPUTETOM NOAXOAAT GonbLue Ans ponv KopHeBoro mocTa(root bridge);
- Forward Time — HacTpoWka 3agepKKn NepechbIikn NakeTos;
- Hello Time — nacTpoiika nHtepsana otnpaskn MSTP HELLO nakeTos;
- Max Age — Bpemsi B ceKkyHOax B Te4YeHWe KOTOpPOro KoMMyTaTop
oxuagaeTt uHdopmauumio o koHdurypauum ST(spanning tree) npexae Yem
3anycTuTb NPoLecC KOHMrypaumnm 3aHOBO;
- Max Hops — kxonnyectBo nepexogos (xonoB) Ao otbpackiBaHns BPDU
NakeToB B JOMEHE;
lMocne BHECEHWS MW3MEHEHU B HACTPOWKW, HaxmuTe KHomky Apply

(NpUHATB).
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11.7.2 MSTP Port Configuration (HacTponka MSTP Ha nopTax)
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Ha panHon ctpanmue WEB wnHTepdenca npeacraBneHsl HaCTPOMKu
MSTP (Multiple Spanning Tree Protocol) ans noptos.

- Port — BbIGoOp nopTa AN HaCTPOWKK;
- Port Priority — HacTtpoiika CIST npuopuTeTa, 3HavyeHMe MoXeT OblTb
TONbKO KpaTHbIM 16 B gmanasoHe oT 0-240. Mo ymonyaHwoo 3HauyeHue
paBHO 128;
- Path Cost — ot 0 — 200 000 000. bBonee Hu3kMe 3HA4YeHUS OOBIYHO
COOTBETCTBYIOT root’am;
- Force Version — Tun oTnpaBnsieMbIX NakeToB;
- Portfast (Enable/Disable) — Bkn/Bblkn coctosHua Portfast pgns
BblOpaHHOro paHee nopta. B coctosiHum Portfast nopT nepexogut u3
COCTOSIHMSA BNOKMPOBKN B COCTOSIHME nepeckinkn(forward) nakeToB MUHysI

cocTosiHne oby4yeHusi(learning) n npocnywwusaHus (listening).

[Mocne BHeCEHWsT W3MEHEHUN B HACTPOWKW, HaxXmute KHONKy Apply

(MpuHATB).
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11.7.3 ERPS Predefined Configuration (MpeaBaputenbHasi HacTpomrka
ERPS)
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Ha  panHom  ctpaHnue  WEB nHTepdenca HaxopATcA
npegsapuTensHble HaCTPONKK paboTbl npoTokora ERPS -
BbICOKOS(OEKTUBHOM anbTepHaTuBe npoTtokona STP (Bpems
BOCCTaHOBMeHUs nuHka 50mc). JaHHbIN CeTeBOM MPOTOKON WUCMOMb3yeTcs
Ons UcknioyeHns obpas3oBaHUs KOMMU3WIM, NPU UCMONb30BaHUWN KOMbLIEBON

TONOoJ1I0rMn NOAKITHOHYEHUA.

- Status (Enable/Disable) — CoctosiHue (BKN/BbIKM);
- Node Type - Bbibop ponu Hoga konbua (RPL owner node, RPL neighbor
node wnn common ring node).

[Mocne BHeCEHWss WU3MEHEHUN B HACTPOWKW, HaxXmute KHONnky Apply

(MpuHATB).
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11.7.4 ERPS Domain Configuration (Hactpownka npotokona ERPS)

Ha paHHon cTpaHuue WEB wuHTepdenca HaxogaTcs HacTpOWKK

ERPS pomeHa, koTopbli MOXET BbITb CO30aH UNu yaaneH.
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- ERPS Domain - Bbibop ERPS pomeHa (1-8), Bo3MOXHO co3gaTb
(Create) unn otmennTb (Delete) ERPS pomet;

- Domain Status — nokasbiBaeT ctaTyc BblopaHHoro ERPS gomeHa;

- Domain Node Role — BblGop ponu Hopa (interconnected wnu non-
interconnected);

lMocne BHECEHWS MW3MEHEHUn B HACTPOWKW, HaxmuTe KHomky Apply

(MpUHATB).
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11.7.5 ERPS Ring Configuration (HacTponka konbLeBoro BKrno4eHUs)
Ha paHHon ctpaHuue WEB wuHTepdenca Haxogstca HaCTPOWKM
ceteBoro npotokorna ERPS, Heobxogumblie npu MpPUMEHEHUU KOMbLEBOW

TONoJ1I0rMn NOAKITIIOHYEHNA KOMMYTaTopa.
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- ERPS ring - Bbibop ERPS konbua (1-32), Bo3amoxHo cosfatb (Create)
unu otmennTb (Delete) ERPS konbLo;

- Rring Status - nokasbiBaeT cTaTyc BbibpaHHoro ERPS konbua;
- Domain — nomeH;
- Ring mode - BbIGop pexwuma konbua (primary wnu subring);

- Node mode - Bbibop ponu Hopa konbua (RPL owner node, RPL
neighbor node nnn common ring node);

- Raps VLAN — VLAN ID, Ha koTopbli OyaeT nepegaBaTbCs CIyXeOHbIN
Tpaduk ERPS;

- Traffic VLAN — VLAN ID, xoTopble He06Xx0AMMOo 3awmiaTtb OT neTenb u
KOMNN3nn;
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- RPL Port - xoHurypaums, otmeHa RPL nopTta mnm common nopTta
ERPS konbua;

- RL Port — koHdurypauusi, otmeHa RL nopta nnm common nopta ERPS
Konbua;

- Restore Behavior - xoHdurypaums ERPS konbua BoccTaHaBnnBaemoe
Unu HeBoCCTaHaBnMBaemoe (recoverable wnu unrecoverable);

- Hold-off Time — Bpemsi yoepxanuss ERPS netnm (0-10000 mcek,
npeayctaHoBneHHoe 3Ha4veHue 0);

- Guard Time - Bpema 3awutel ERPS kombua (10-2000 mcek,
npegyctaHoBneHHoe 3HaveHne 500);

- Wir Time — Bpems 3agepXkM [O MEPEKIoYEHNs K UCXOOHOWM
KoHdurypauun ERPS konbua npu BoccTaHOBREeHWM coeduHeHus (1-12
MWH, NpeayCTaHOBIEHHOE 3Ha4YeHue 5);

- Wtb Time - xondmrypaums ERPS konbua, Bpemsa wtb (1-10 cek,
npegycTaHoBNeHHOe 3HaveHue 5);

- Raps-send time — BpeMsi oTnpaBku naketoB npotokonoe ERPS konbua
(1-10 cek, npegycTaHOBNEHHOE 3HaYeHue 5);

- ERPS ring Enable — BkntouyeHune/oTknoveHne ERPS konbLa;

- Forced switch RPL port — npuHyauTensHoe BkoveHve nopta ERPS
KonbLa;

- Forced switch RL port — npuHygutenbHoe BknodeHne nopta ERPS
KonbLa;

- Manual switch port - py4Hoe oTkntoveHue nopta ERPS konbua;

- Manual recovery — pydHOe BOCCTaHoBneHue koHdurypaumm ERPS
KonbLa npu HeBOCCTaHaBnuBaemom (unrecoverable) pexume wnu Ao
ncrteveHus ycraHosneHHoro spemeHn WTR / WTB.

lMocne BHeceHUs1 U3MEHEHUI B HACTPOWKU, HaXMute KHomky Apply
(NpyHATL). YTOOLI 06HOBUTL MHDOPMaLMIO HaXXMUTE KHOMKY Refresh.
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11.7.6 ERPS Information (MHdopmauuns o ERPS)
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Ha paHHow ctpannue WEB wHTepdenca npeactasneHa obwias
uHdopmaums o ERPS konbuax. Ons npocmoTpa WHdopmaumm crnepyet
BblGpaTb HOMep konbua ERPS ring.

WHdpopmaums npegoctaBneHa TOMNbKO ANs YTEHUS.

[ns o6HOBREeHns Haxmute KHonky Refresh (06HOBUTB).

11.7.7 EAPS Configuration (OcHOBHble HAaCTPOMKK paboTbl NpoTOKONa
EAPS)

Ha paHHoi ctpaHuue WEB nHTepdeiica npeactaBneHbl HacTponkm
npoTokona EAPS  (Ethernet  Automatic  Protection  Switching),

npegHasHa4yeHHOro and 3awuTbl OT 3auUUKinBaHUA Tpacpvn(a B CeTwn.

- EAPS Ring ID — Bbi6op ID ansa EAPS ring;

- Create Status - nokasbiBaeT BblIbpaHHbIN CTATYC;

73



- Mode — HacTpolika pexxuma paboTbl paboyero yana gnsa EAPS pomeHa;
- Primary Port — BbiOop kntoyeBoro nopta ans EAPS;
- Secondary Port — Bbi6op BTOpyYHOro nopta anst EAPS;
- Control VLAN — Bei6op VLAN (2-4094) ona EAPS;
- Protected VLANSs — BbIOOp OQHOrO UIn Heckonbkux 3awmwaemolx VLAN
B AomeHe EAPS;
- Hello Time Interval — HacTponika EAPS gomeHa ans nepuoanyeckomn
otnpaBku naketoB HEALTH. 3agaBaemoe 3HauyeHMe B CeKyHAax AOMMKHO
ObITb MeHbLLE YeM BpeMsi 4o ownbkm (fail time);
- Fail Time — Bpemsi 0o ucTteyeHus cpoka gencteus B EAPS pomeHe
HomkHo 6bITb bonbLue, yem Hello Time;
- Extreme Interoperability (enable/disable) — Bkn/BblkiT COBMECTUMOCTb C
extreme ycTponcTBamu.
- Enable status - BknioyeHue/otknioueHne EAPS Ring.

lMocrne BHECEHUSI MW3MEHEHUM B HACTPOWKW, HaXMuTe KHomky Apply

(MpuHATB).
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11.7.8 EAPS Information (MHdopmaumsa o pabote npotokona EAPS)
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Ha paHHonm ctpanuue WEB wuHTepderica npeactasneHbl obue
cBefieHns o paboTe npoTokona EAPS.

MHdpopmaums npeactaBneHa TOMbKO ANS YTEHUS U He MOXET ObITb
M3MeHeHa Ha 3ToM cTpaHuue. YTobbl OOGHOBWUTL WMHAOPMALMIO HAXMUTE

kHonky Refresh.

11.8 ADVANCED (PacwmpeHHble HacTpPOMNKN)

11.8.1 QoS Apply (HacTtpouka npuoputeToB Tpadmka ans nopToB)

Ha aTon cTpaHuue HaxogsaTca OCHOBHble HacTpoukm QoS. Bbl
MoxeTe BblbpaTb nopt, 3atem QoS pexum (QOS Type) Ana Hero (BKMN/BbIKI)
n npuoputet Tpacduka (User Priority). Mo ymonyaHnio QOS OTKMOYEH Ha
BCEX nopTtax a npuoputeT Tpaduka Hyrnesowu.

lMocne BHeceHUs1 U3MEHEHUI B HACTPOWKU, HaXMute KHomky Apply

(MpuHATB).
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11.8.2 QoS Schedule Configuration (HacTpoika pacnucaHus
Ha oaTton cTtpaHuue npeactaBneHa Tabnuua HacTpoek QoS

npuopuTesaLmy no3sonsioLlas rmMbko HacTpaneaTh NOPThI.
Mocne BHECEHWS U3MEHEHWIA B HAacTPOWKM, HaXXMUTe KHoMKy Apply

(MpuHATB).
AR
i

- - — - - — = -
.
e
e ==
by  am i
= — ==
el i
OTELTIL e e
-
gy ] e e e T e e [ e e g et i T G
P m— : T :
H—= : i :
= = : : m e T
Ny — : : H — -
= ; i u : : -
e[—r [ i - n =
H - : H : "
| i i g ™
T T = T
= : :

76



11.9 LAYER3 (HacTtpouku 3-ro ypoBHs)

11.9.1 VLAN Interface (Hactponka VLAN unHTepdcpenca)

Ha aToM cTpaHuue HaxogaTcss OCHOBHble HacTponku VLAN
uHTepdenca. Bbl moxeTe HacTpouTb IP agpec wmHTepdenca, yganutb [P
agpec v nocmoTtpeTb nHdopmaumio o VLAN uHtepdenice.

Mo ymonuaHuio kommyTaTop MMeeT uHTepdenc vlani, koTopbii He
MoxXeT ObiTe yaaneH. [Ana VLAN moxeT ObiTb CKOHGUrypupoBaH TOSbKO
OLMH UHTepdelc.
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11.9.2 ARP Configuration (Hactpomnka npotokona u Tabnuua ARP)

CtpaHuua HacTpoek  ARP npegoctaensget BO3MOXHOCTb
oTobpaxaTtb BClo Tabnuuy ARP kommyTaTopa, meHsTb Static ARP, yganatb
ARP, meHaTb Dynamic ARP Ha Static ARP.

Mpu HacTpovike static ARP Heobxogumo ykasatb IP agpec u MAC
agpec. MAC apgpec gomkeH ObiTb Tuna unicast. Nocne 3Toro HaxmuTte
kHOMKy Apply (npuvHATb). [Ons yganeHus MCnonb3ynWTe COOTBETCTBYHOLLYIO

kHonky Delete (YaanuTe) B Tabnuue.
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11.9.3 Static Route Configuration (HacTtporka mapwpyTtnsaumm Static
Route)

Bbl MoxeTe 0obaBnsTh U yganaTb 3anvMcy maplipyTmusauun Static
Route ¢ nomouwblo HacTpoek Ha aTow cTpaHuue WEB-uHTepdeiica. lNo
YMOMYaHN0 KOMMYTaToOp He MMeeT Kakux-nnbo 3anucert mMapLipyTv3auuu.
UToObl HacTpOUTb MapLUpPyTM3auMIO MO YMONYaHMK Heobxoaumo agpec
HasHauyeHus/subnet prefix B dpopmarte 0.0.0.0 / 0 3anuck B Tabnuuy.

lMocne BHeECEHMA U3MEHEHU B HACTPOWKW, HaXXMUTe KHonky Apply
(MpUHATB).
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11.9.4 Routing Table (Tabnuua mapwpyTnsaumum)

Ha aton ctpannue WEB-nHTepdenca Bbl MoXeTe npocmaTpuBaTb
MHGOPMaLMIO O NPOM3BEAEHHBIX HACTpoWkax B Tabnvue MapLuipyTusauuu.
HacTpoviku no3BonsaT BbIBOAUTE B Tabnuvuy MHAOPMAaLMIO MO PasfuydHbIM
npusHakam Route State (no ctatycy) wu Route Type (no Twuny)
MapLupyTusauum, BbIGOp OCyLLECTBSETCS Yepes BbinagatLlee MeHHo.

Ona oToGpaxeHua HyXHOMW wWHopmaumm B Tabnuue HaxmuTe
kHonky Display (oTo6pa3nThb).
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11.9.5 RIP Configuration (Hactpowka mapwpyTtusauum RIP)

Ha ston ctpaHnue WEB-uHTepdernica npeactaBneHbl HacTPOWKU
npoTokona mappyTtusauum RIP. Ons BKNIOYEHUS UK OTKITIOYEHUSA YHKLUK
cnenyet BbibpaTtb (Enable/Disable). Ytobbl HacTpouTb MapLUpyTM3aLMIO
Heobxogmmo mHdopmauuio o cetn Network 3anvcb B Tabnuuy B dopmaTte
A.B.C.D/ M (Hanpumep 2.0.0.0 / 24).

lMocne BHeCEHWs U3MEHEHW B HAaCTPOWKWU, HaXmuTe KHOMNKy Apply
(NpUHATB).

79



Baa) -

Flan
LA PR
L s
Sl
A
EARE Ll

A s

- m -y - - -

LIS NS, n - T e

A

.

e

| Pl AL A NTAT

[N N X3

11.9.6 RIP Interface Information (UHTepcpenc RIP)
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Ha panHon ctpaHuue WEB wHTepdenica npeactaBneHbl obuime
cBefeHus 06 nHTepderice RIP.

WHdpopmaLuus npeactaBneHa TOMbKO ANS YTEHUS U HE MOXET ObITb
n3meHeHa. Ytobbl 06HOBUTL UHPOPMaLMIO HAXXMUTE KHOMNKY Refresh.
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11.9.7 RIP Route Information (UHcopmauus o mapwpyTtnsaumm RIP)
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Ha paHHol ctpaHuue WEB wHTepdeinica npeactaBneHbl obuime
cBeeHus 0 HacTpovikax mapwpytusauum RIP.
VHdopmaLuma npeactaBneHa ToMnbko Afis YTEHUS U HE MOXET ObiTb

n3meHeHa. Ytobbl 0GHOBUTE MHPOPMALMIO HAXXMUTE KHOMKY Refresh.

11.9.8 OSPF Configuration (Hactponka mapwpytusaunm OSPF)

Ha aton ctpaHuue WEB-uHTepdenca npeactaBneHbl HacTpPOMKM
npoTokona AvHamudeckon MapwpyTtudaumm OSPF. [Ona BKAOYEHUA unu
oTKNntoveHus yHkumm cnegyet Bbibpate OSPF ID (0-65535), panee
BKMOUUTL/BbIKNOUNTE (Enable/Disable). YTobbl HaCTPOUTL MapLUpYTM3aLMIo
Heobxoommo uHdopmaumio o cetn Network 3anucek B Tabnuuy B dhopmarte
AB.C.D / M (Hanpumep 2.0.0.0 / 24), Area ID (0-4294967295 wnmn IP
Address).

lMocne BHECEHWs U3MEHEHW B HAaCTPOWKWU, HaXmuTe KHOMNKy Apply

(MpUHATB).
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11.9.9 OSPF Interface Information (UHTepcpeic OSPF)
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Ha panHon ctpaHuue WEB wHTepdenica npeactaBneHbl obuime

cBefeHus 06 nHtepderice OSPF.
WHbopmauus npefcTaBrieHa TONbKO OS5 YTEHUST U HE MOXET ObiTb

n3meHeHa. Ytobbl 0GHOBUTE UHPOPMaLMIO HaXXMUTE KHOMNKY Refresh.
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11.9.10 OSPF Neighbor Information (UHcpopmaumusa o OSPF Neighbor)

= -

Ha paHHol ctpaHuue WEB wuHTepdeinica npeactaBreHbl obuine

cBefeHns 06 OSPF Neighbor.
MHdopmauus npeactaBneHa TOMbKO ANS YTEHUS U HE MOXeT ObITb
n3meHeHa. Ytobbl 06HOBUTE UHPOPMaLMIO HaXMUTE KHONKy Refresh.

11.9.11 OSPF LSA Information (MHcbopmauusa o OSPF LSA)

= -

Ha paHnHonm ctpanuue WEB wuHTepderica npeactaBneHbl obuue

cBefeHns 06 OSPF LSA (link-state advertisement).
MHdopMaumsa npeacrasneHa TOMbKO ANA YTEHUS U HE MOXET ObITb

n3meHeHa. Ytobbl 0GHOBUTE MHPOPMaLMIO HaXXMUTE KHOMNKY Refresh.
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11.9.12 OSPF Route Information (MHdopmMaumsa o mappyTmusauum
OSPF)
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Ha paHHol ctpaHuue WEB wHTepdeinica npeactaBneHbl obuime
CBeZleHns 0 HacTporikax MapLupyTmsaumn OSPF.

WHdopmauus npeactaBneHa TOMbKO ANS YTEHUS U HE MOXET ObITb
n3meHeHa. Ytobbl 0GHOBUTE MHOPMALMIO HaXXMUTE KHOMKY Refresh.

11.9.13 VRRP Configuration (Hactpoika mapwpyTtusaummn VRRP)

Ha ston ctpaHnue WEB-uHTepderica npeactaBneHbl HacTpOWKU

npoTokona BMpTyansHon mapwpytusauun VRRP:

- Virtual Router ID — Homep BUpTyarnbHOro poyTepa;

- Virtual Interface — BupTyanbHbIN NHTEPENC;

- Virtual IP Address - BupTyanbHbin IP agpec;

- Priority — npnopwutusauums (1-255);

- Advertisement Interval — nHTepBan BpemeHn aHoHcupoBaHus (1-10c);

- Preempt Mode — pexum ynpexaeHus (Enable/Disable);

- Authentication — ayTeHTUdUKaUUS (BKIN/BbIKN);

- Simple Password — napons;

- Virtual Router State — CtaTyc BupTyaneHoro poytepa (Enable/Disable)

lMocne BHeceHUs1 U3MEHEHUI B HACTPOWKU, HaXMute KHomky Apply
(MpuHATB).
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11.9.14 VRRP Information (MUHcpopmauus o VRRP)
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Ha panHon ctpanuue WEB wuwHTepdelica npeactaBneHbl obuiue
CBELeHNs O HaCTpoKikax NPOTOKONa BUpTyanbHoM MapwpyTtusaumm VRRP.
MHdopMaLumsa npeacTaBneHa TOMbKO AN YTEHUS U HE MOXET ObITb

n3meHeHa. Ytobbl 06HOBUTL UHPOPMALIMIO HAXXMUTE KHOMNKY Refresh.
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11.10 DHCP (HacTpounku npotokona DHCP)

11.10.1 DHCP Client (HacTpowka knueHta DHCP)

Ha aTol cTpaHuue HaxoasiTcsl OCHOBHbIE HAcTpoKku knueHta DHCP
(mpoToKona aBTOMaTMYECKOro HasHadyeHus |IP-agpeca knveHTy). Bbl MoxeTe
Bbibpatb VLAN wuHTepdenc n BknoumTb nnu otknmiounte (Enable/Disable)
dyHkumio DHCP.

lMocne BHECEHWUs UBMEHEHWUI B HACTPOWKWU, HaXmuTe KHOMNKy Apply
(NpuHATB).
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11.10.2 DHCP Relay (HacTtponka DHCP Relay)

Ha aTon cTpaHuue HaxogaTca OCHOBHbIE HacTponikn goyHkyuu DHCP
Relay (npepoctaBneHve DHCP-cepBepy AaHHbIX O MOMy4eHHOM 3arnpoce).
Bbl mMoxeTe BblOpatb VLAN uHTepdelic u BKAOUUTL WU OTKMYUTb
(Enable/Disable) dpyHnkunio DHCP Relay. Maser DHCP Server IP, Backup
DHCP Server IP - IP agpeca DHCP cepsepos.

lMocne BHeCEHWs U3MEHEHW B HAaCTPOWKWU, HaXmuTe KHOMNKy Apply

(MpuHATB).
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11.10.3 DHCP Gilobal Interface (UHTepcennc DHCP)
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Ha paHnHon ctpanuue WEB wuHTepderica npeactasneHbl obuue
HacTponkn DHCP cepsepa.

- DHCP Server - BkntounTb / oTkniountb (Enable/Disable);
- Interface — Bblbop VLAN;

- DHCP Listen — pexvm Bkntountb / oTknoumnTe (Enable/Disable);
[Mocrne BHeECEHUS W3MEHEeHUW B HaCTPOMKMU,
(NpUHATB).

Haxmute KHOMKy Apply
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11.10.4 Address Pool (Hactporka nyna IP agppeco DHCP)
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Ha 9aToil cTpaHuue HaxoOsTCs OCHOBHble HacTpoiiku nyna [P

agpecoB DHCP.

- Address Pool Name — ums cosgaBaemoro nyna;
- Address Range — nnana3soH nyna IP agpecos (Start, End);

- Subnet Mask — macka noaceTu;

- Default Router — PoyTep no ymonyaHuio;

- DNS Server — DNS cepBepbl (Maser, Backup);

- Lease Time — Bpemsi apeHapl |IP agpecos;

- Exclude Address - IP agpeca ncknoveHus;

- Option82 Circuit ID — nobaBneHne nageHTudmkaumMoHHon nHhopmauum

lMocne BHECEHWS MW3MEHEHUn B HACTPOWKW, HaxmuTe KHomky Apply

(MpUHATB).

11.10.5 Address Information (MHcpopmauumsn o IP agpecax DHCP)

Ha paHHon cTtpaHnue WEB wHTepdeiica npeactaBneHa obuias

nHdpopmauwms o IP agpecax DHCP cepsepa.
MHdopMaumsa npegcrasneHa TONMbKO ANA YTEHUS U HE MOXET ObITb

n3meHeHa. Ytobbl 0GHOBUTHL MHPOPMALMIO HAXXMUTE KHOMNKY Refresh.
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11.10.6 DHCP Snooping Configuration (OcHoBHble HacTpoiiku DHCP
Snooping)
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Ha paHHol cTtpaHuue WEB uHTepdperica npeactaBneHbl obine
HacTporkn cyHkumn DHCP Snooping (no3sonsieT oTbpacbkiBaTb Tpaduk
DHCP onpeneneHHbIn Kak HenpueMnuMbIin, onokupyet
HecaHkunoHuposaHHble DHCP-cepBepsl, npegnaratowme IP-agpeca DHCP-
KnueHTam).

- Global DHCP Snooping - Bkniountb / oTkntounTb (Enable/Disable);
- DHCP Server Port 1...4 — nopthbl 1...4 DHCP cepBepa
lMocrne BHECEHWS MW3MEHEHU B HACTPOWKW, HaxmuTe KHomky Apply

(NpUHATB).
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11.10.7 DHCP Snooping Interface Configuration (Hactpoiku
mHTepdenca DHCP Snooping)
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Ha panHon ctpaHuue WEB wnHTepdenca npeagcraBneHbl HaCTPOMKM
DHCP Snooping, koTopble NO3BONSAIT BKMOYATb UM OTKMAYATb OYHKLMIO
Ha OTAenbHbIX MOpPTax KOMMyTaTopa, YuuTbiBasg WM He Yy4uTbiBas
nobasnexve naeHTudgmkaumoHHon nHdopmaumm (Option82 Circuit ID).

lMocne BHECEHWs U3MEHEHW B HaCTPOWKW, HaXmute KHOMNKy Apply
(MpuHATB).

11.10.8 DHCP Snooping Binding Table (Tabnuua npuBsA3ku agpecos)
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Ha panHown ctpaHnue WEB wnHTepdernica npeacraeneHa tabnuua c
uHdopmauven noctosHHon npueaAskm MAC wn IP apgpecos. Tabnuvua
NpuBA3KKM noMoraeT usbexartb aTakv ¢ ncnonb3oBaHmem mncroweHna DHCP.

VHdopmauma npenctaBneHa Tofbko Afis YTEHUS U HE MOXET ObiTb
n3meHeHa. Ytobbl 06HOBUTL UHPOPMaLMIO HAXXMUTE KHOMNKY Refresh.
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11.11 SYSTEM TOOLS (YnpaBneHue cuctemMomn)

11.11.1 Save Configuration (CoxpaHeHue koHduUrypaumm)

Ha aTou cTpaHuue oTobpaxaeTcs Tekylas KoHurypauuss HacTpoek
kommyTatopa. KHonka Save (coxpaHWTb) MO3BONMUT COXPaHWUTb TEKYLLYHO
KOHUrypaumo KommyTaTopa B naMmsiTe KOMMyTaTopa.

Mockonbky 3anuck davina TpebyeT yaaneHws/zanucm Ha FLASH
NamsaTb KOMMYyTaTopa, onepaums MOXeT 3aHATb HEKOTOPOe BpeMms.

Ana  mozo 4mobbl meKywas KoHgbuaypauus coxpaHusachb rocre
nepe3arnycka KoMMymamopa neped 3akpbimuem 3mol CmpaHuubl MeH
06513amesibHO HaxXMume KHOMKy Save (coxpaHuma).
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11.11.2 Backup Configuration file (CoxpaHeHue cparina c HacTporkamm)

CrapToBas koHcurypauus npeacraenset coboi cdann, 3anMcaHHbIN
Bo FLASH namsatn kommytaTopa. Korga kommyTaTtop 3anyckaetcsi U He
HaxoaWT 3anucaHHbIi paHee dawn kKoHdwurypauum Bo FLASH namsatwy,

YCTPOWCTBO MCMNOMb3YyeT hanin ¢ HacTporkaMu no ymonyvanuio (default).
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KHonka Backup (konupoBaHue) WCMNOMb3yeTcs [AMns CKauMBaHWs
KOH(purypaumoHHoro darna Ha MK ns namatm kommytatopa. B guanorosom
okHe BblbepuTe SAVE (coxpaHuTb), a 3aTem nyTb K katanory ¢ darnnamm

KoHurypaumu. Mo ymonyaHuio nma canna switch.cfg
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11.11.3 Restore Configuration file (3arpyska danna c HacTponkamm)
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Ha sTtow cTpaHuue npeactaBnseTca AOCTYyN K 3arpyske paHee
CO3AaHHbIX (hannos KOHMUrypauumn B namsaTbe KOMMyTaTopa.

Haxmute kHonky Browse wunu View (nyTb), 4TOBbl BbIGpaTh HYXXHbIN
dann ¢ koHdpurypaumen Ha [MK. 3arem HaxmuTe KHoOMKy Restore
(3arpysuTsb). ®ann gomkeH nmeTb pacwuperue: .cfg

BuumaHue!

Bo Bpemsi 3arpy3km davina KoHdurypauum B namMsiTb KOMMyTaTopa He
nepexoaute Ha gpyrue ctpanuubl WEB-nHTepderica, He nepesarpyxante u
He OTKNYanTe KoOMMYyTaTtop, WHaye HacTpoukm OyayT 3anucaHbl C

owmbKamu, 4TO MOXeT NnoBreYyb 3a cobon cbon B pabote KoMmyTaTopa.

11.11.4 Software Upgrade file (O6HoBneHue daina npowmBKM)
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Ha aton ctpaHmue WEB wnHTepdeiica npencraBneHa BO3MOXHOCTb
0BHOBUTL (hann NPOLUMBKX KOMMYyTaTopa.

Haxmute kHonky Browse wunu View (nyTb), 4TOObl BbIGpaTh HYXXHbIN
davin obHosneHns Ha K. 3atem HaxmuTe kHOMKy Upgrade (06HOBUTBL).

dann JomkeH UMeTb paclumpeHue: . img.
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BHumaHue!

Bo Bpems 3arpysku cpavina OOHOBNEHMs B NaMATb KOMMyTaTopa He
nepexoaute Ha gpyrue ctpaHuubl WEB-nHTepdelica, He nepesarpyxante u
He OTKIIoYanTe KOMMYTaTop, MHa4ye 3anucb Npou3onaeT ¢ owmnbkamu, 4To

MOXET noBreyb 3a cobor NoBpexaeHne CUCTEMbI.
11.11.5 Factory Reboot (BocctaHoBneHue 3aBoACKMX HACTPOEK)
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Ha paHHon cTpaHnue WEB wuHTepdbenica npencraBneHa
BO3MOXHOCTb BOCCTaHOBUTb 3aBOACKME HACTPOMKKM koMMmyTaTopa. Ons atoro
HaxxmuTe KHonky Factory Reboot (3aBogckve HacTpoviku). B nosiBusliemcs
OManoroBoM OKHe noAaTBepauTe cBoe aencteue kHonkon OK unm oTMeHuTe
ero ¢ noMoLLbto kHonkn Cancel (oTmeHa).

Mocne 3arpy3kM 3aBOACKMX HACTpOeK B NaMsiTb, MpousonaeT
aBToOMaTU4eckas nepesarpyska KoMMmyTartopa, N3MeHEeHNs
aktyanuaunpytotca. B mom 4ducne 6ydym eoccmaHoesneHbl 3asodckol IP
adpec u naposnb, Komopsbie criedyem ucrionb3oeams 0O rocredyrou,e2o

exo0a 6 WEB uHmepelic kommymamopa.
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11.11.6 System reboot (Mepe3arpy3ka kommyTaTopa)

Ha pganHon ctpaHuue WEB uHTepdelica npegocraBnsieTcs OCTYM K
nepesarpyske KOMMyTaTopa C COXpaHeHMEeM TeKyLMX HacTpoek. [na atoro
HaxXmuTe KHonky Reboot (nepesarpyska). B nosiBmBLIEMCA AMANOroBOM OKHE
noaTBepauTe ceoe gencteme kHomkon OK unn OTMEHWTE ero C MOMOLLbIO

kHonkn Cancel (oTmeHa).

e Y.} e SNl RMILEAT (TS Amm o m

S A tirdmiigie TolZ~r =ilwr Mkt

b A e Sl e b v Bn T TR TR e L

= Falza Sz vbaradan i i Aond e e 29 e ree e e ok BT . ey e Bl s nite g
*1hkrrk Al O el 3 Lksngt B2 are ol b sl Lanak 3 sk b ardich i cdazdm

FaTER BAE

Mepen Tem kak HayaTb nepesarpysky ybegoutecb, 4TO TeKyliue
HaCTPONKM KOMMYTaTopa coxpaHeHbl (cm. n. 11.9.1).

[Jo oOKoHuyaHuMs npouecca nepesarpyskum KommyTatop Oyaer
HeLOoCTYMeH.
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12. TexHNn4YecKue xapakTepmCcTUKn®

Mopenb

SW-32G4X-2L SW-32G4X-3L

O6LLee kKon-Bo NOpTOB

28

Kon-Bo noptoB FE+PoE

Kon-Bo noptoB FE

Kon-Bo noptoB GE+PoE

Kon-Bo noptoB GE
(He Combo noptbl)

16 -

Kon-Bo noptoB Combo
GE (RJ45+SFP)

8 8 (c PoE Ha RJ-45)

Kon-Bo noptoB 10G SFP

4 x 1G/10G «SFP+» (10r6ut/c)

BcTpoeHHbie onTuyeckue
nopThbl

MouwHocTtb PoE Ha oguH ) 30 BT

nopt (mMakc.)

CymmapHast MOLLHOCTb ) 375 BT

PoE Bcex noptoB (Makc.)

CraHgaptel PoE - IEEE 802.3af

IEEE 802.3at
Metog A

Metog nogaun PoE - 1/2(+), 3/6(-)
3Bes3qa

Tononornn NoaknNt4YeHns Kackag
KOnbLO

Bydep nakeToB 1.5 M6

Tabnuua MAC-agpecoB 16 K

MponyckHas

CnocobHOCTb

KOMMYTaLMOHHOW 512 out/c

MaTpuLbl

(Switching fabric)

CkopocTb 06CcnyXnBaHus

naketoB (Forwarding 92.32 MPPS

rate)

Mopaepxka jumbo frame 9K

Pa3wmep flash namsaTtu 512 M6
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Moaenb

SW-32G4X-2L SW-32G4X-3L

CTaH,D,aprI 1 NPOTOKOJ1bI

¢|EEE 802.3 — 10BaseT

¢ |[EEE 802.3u — 100BaseTX

o|EEE 802.3ab — 1000BaseT

¢|[EEE 802.3z — 1000 BaseSX/LX
¢|[EEE 802.3ae — 10G Base-SR/LR

¢ |[EEE 802.3x — Flow Control

o |[EEE 802.1qg — VLAN

¢ |[EEE 802.1p — Class of Service
¢|[EEE 802.1d — Spanning Tree

¢ |[EEE 802.1w — Rapid Spanning Tree
¢ [EEE 802.1s — Multiple Spanning Tree

DyHKUMUKM YpoBHS L2

¢|EEE 802.1D (STP)

¢|[EEE 802.1w (RSTP)

¢ |EEE 802.1s (MSTP)

¢VLAN / VLAN Group, Voice VLAN

e Link Aggregation IEEE 802.3ad with LACP
¢ |GMP Snooping v1/v2/v3

¢ |IGMP Static Multicast Addresses

¢ Storm Control

«ERPS, EAPS (for ring topology)

®PyHKuMmM ypoBHA L3

¢ ARP (static/dynamic)

¢« DHCP (server/relay/client/snooping)
¢ OSPF (v1/v2)

o RIP (v1/v2)

*VRRP (RFC 5798)

« Policy Route

KayecTBo 0GCnyXmBaHus
(QoS)

8 ouepenen / nopt

BesonacHocTb

e Management System User Name/Password
Protection

¢ |[EEE 802.1x Port-based Access Control

eHTTP & SSL (Secure Web)

¢ SSH v2.0 (Secured Telnet Session)

YnpaeneHue

e Web-nHtepdeiic

¢ CLI (console/Telnet/SSH)
¢ RMON

« SNMP
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Mopenb SW-32G4X-2L SW-32G4X-3L

¢ PWR — nutaHue

e SYS — cocTosiHME CUCTEMBI
WHaunkaTopbl ¢ 1000M / 10G — ckopocCTb Ha nopTax

e Link/Act — nogkntovYeHne/ceT.akTUBHOCTb
o PoE — nHaukatopbl PoE (SW-32G4X-3L)

lpo3osawmTta 3 kV (8/20mkc)

Knacc 3awmnTbl IP30

MuTtaHune AC90-265V (c pe3sepBupoBaHMEM)
OHepronoTpebneHne <25BTt <<2450%TB; ?9;33 IEC?EE
OxnaxpgeHue KoHBekuunoHHoe (6e3 BeHTMNsaTOpPA)
Pabouas Temnepatypa -20...+50 °C
OtHocuTeneHas 5-90% 6e3 koHaeHcaTa
BMNa)XHOCTb

Cnocob mMoHTaxa B 19” cTOWMKY

Bec (6e3 ynakoBku) kr 3.4

Pa3mepb! (LLUxBxI") Mm 440x45x210

DyHKUMSA yBENMYEHNS] pacCTosHMA nepedaydn
OaHHbIX 8o 250m (ckopocmb ozpaHuyveHa 10
HononHuTtensHo M6um/c);

ABTOMaTN4YeCKoe ONpeaeneHne «3aBUCLLINX»
PoE yctporicts (SW-32G4X-3L)

* I'Ipomsao,qmenb nMveet nNnpaBo UBMEHATb TEXHUYECKMNE XapaKTEePUCTUKU n3oenna un
KomnnekTaumio 6e3 npeaBapuTenibHOro yseaomneHus.

13. NapaHTUA

lMapaHTnst Ha Bce obopynoBaHne OSNOVO — 60 mecsueB c gathbl
npogaxmu, 3a UCKIYEHMEM aKKyMYNATOPHbIX 6aTapen, rapaHTUAHBLIN CPOK -
12 mecsLes.

B TeuyeHune rapaHTUMHONO CpoKa BbIMOMNHSAETCS 6ecnnaTHbIA PEMOHT,
BKIOMasA 3anyactu, Ui 3aMmeHa U3genuin Npyu HEBO3MOXHOCTU UX PEMOHTA.

MogpobHas NMHopMaLums o6 YCNoBuUAX rapaHTUNHOro
0obCcny>XMBaHMA HAXOQUTCS Ha canTe WWW.0SNOoVOo.ru
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http://www.osnovo.ru/support/garanty

