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KoHTponnep orpaHuyYyeHua pocTyna




MpaBa n ux sawura

Bcemu npaBamu Ha AaHHbIA OOKYMEHT obnagaet rpynna komnanui «3JIMKC» He
[JonyckaeTcs KonupoBaHwue, nepeneyartka u noboi apyro cnocob BocnponsseneHus
[OOKyMeHTa unu ero yactu 6e3 cornacusi.
ToproBble Mapku
Proxway® siBRsieTcs 3aperncTprupoBaHHoii Toprosoii Mapkom MK «3NTUKCy.
O6 aTOM fOKYMEHTe
HacTosilee pykoBOACTBO MO 3KCNnyatauuy ONWCbIBAaeT MNOPSOOK YCTaHOBKM,
MOAKMIOYEHNS W 3KCMNyaTauum KOHTPOmnnepa cMcTeMbl yrnpasreHus 4OCTYNoM
(PW-400, PW-400 v.2, PW-400 EU, PW-400 EU v.2, PW-400 AC)
(B AanbHenwem KoHTponnepa). MNeped MOHTaXOM KOHTponnepa TwartenbHO n3yunte
OaHHYI0 MHCTPYKLUMIO.
XapakTtepucTukm 1M napameTpbl  KOHTponfnepa  oOnucaHbl B pasgene
Xapaktepuctukn. B pasgene TepMuHbl gaeTcsl OObsICHEHWUS BCTpevaroLmxcs B
[aHHOM JOKYMEHTE TEPMUHOB.
BHeLHWI BUA KOHTpOIepa, onMcaHue KOHTaKTOB M PEXMMOB paboTbl NpuBoanTCs
B pasgene OnucaHue u pabota. [Mopsigok MOHTaxa, MOAKMIOYEHUS BHELLUHUX
YCTPOWCTB M HAaCTpoWka KOHTpomrnepa onucaHbl B pasgerne AnroputM paboTbl
BHYTPW 1noKarnbHou cetn
BHumaHue! [lepeq MOHTaXOM W MOAKMNOYEHMEM KOHTpomnmnepa cnegyet
BHUMATENbHO  UM3y4NTb  HAaCToOsilee  PYKOBOACTBO MO  3KCMnyaTauuu.
BbinonHeHne MOHTaxa, MOAKMIYEHNA KOHTponfepa [JOonyckaeTcs TOnNbKo
nMuaMyM UM opraHM3aumsiMn, UMELWUMU COOTBETCTBYIOLLME MOMIHOMOYNS OT
npov3BoanuTENS.

OGy4eHue ¥ TexHUYeCcKas nogaepxka
Kypcbl 00y4yeHus, oxBaTbiBaloLMe BOMPOCbI YCTAHOBKM W  UCNOSb30BaHWS
KOHTpornnepa, npoBogdatcs rpynnon komnaHven «JJIMKC». Ons [ononHuTenbHon
WH(OPMaLKN CBA3bIBaWTECH C MEPCOHANoOM KOMMaHuum no TenedoHaMm, ykasaHHbIM
HUXe.
TexHnyeckas nogaepxka Ans Bcen npogykumm «PROXWAY» obecneunBaetcst B
paboyee BpeMs Mo TenegoHy: +7 (495) 788-83-93 ( BpeMsi MOCKOBCKOE)

YKasaHHaa noAadepXka OpueHTUpOBaHa Ha NOArOTOBMEHHbLIX —CMNeuuanvcToB.
KoHeuHble nonb3oBaTenu npoaykumm «PROXWAY» [OOMmKHbI CBA3bIBATbCS CO
CBOMMW Ounepamu WnvM ycTaHOBLUMKaMK, nepeq Tem kak obpawatecs B [K
«QJIUKC».

TexHuyeckas MHopmaums goctynHa Ha cante CKY[: www.pw-plus.ru
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OnucaHue KOHTponnepa

KoHTponnep — ycTponCTBO, NpeaHasHavyeHHoe AN ynpaBneHus 4OCTYNOM B XUIble 1
NPON3BOACTBEHHbIE NMOMELLEHMS, y4eTa BPEMEHN Npoxoda M cobblTuin. B HacTosiwee
BPEMSI CYLLECTBYIOT crnieayowme moamdmkauum koHtTponnepos PW-400:

HaumeHoBaHue Ocob6eHHOCTH

PW-400 Tonbko nnata koHTponnepa PW-400.

PW-400 v.2 Tonbko nnarta koHTposnnepa PW-400 v.2 ¢ nsmeHeHHom
anemeHTHol 6ason ans akcnnyartaumm ao -40°C.

PW-400 EU KoHTponnep PW-400 B MmeTannuyeckom kopnyce.

PW-400 EU v.2 KoHTponnep PW-400 EU v.2 B MmeTannnyeckom kopnyce

PW-400 AC KoHTponnep PW-400 B meTannuyeckom Kkopnyce C
WCTOYHMKOM NuTaHnst u mectom ans pasmereHmsa AKB .

KoHTponnep pabotaeT ¢ ABYMS CUMTbIBATENSAMM, NOAKMIOYAEMbIMU MO UHTEpdency
Wiegand.

KoHTponnep PW-400 obpabaTbiBaeT MHOpMaLMIO, MOCTYNAOLLY0 CO CYATbIBATENS
(cunTbiBaTENEN), M C MNOMOLLLIO YeTblpex pefe OCyLEeCTBNSAeT KOMMyTauuio
NCMNOJSTHUTENbHbIX YCTPONCTB (Hanpumep, 3amMKOB, CUPEHbI 1 T.4.).

Hannune BOCbMW [OMOMHUTENbHBIX BXOAOB C Pas3NuMYHbIMKM BapuaHTamu Unx
NporpamMmmMmnpoBaHNS MO3BONSET KPYrNOCYTOYHO KOHTPONMPOBATb BOCEMb OXPaHHbIX
30H (C KOHTPOMEM MO TOKY).

KoHTponnep moxeT pabotaTb Kak aBTOHOMHO, Tak W B cocTaBe ceTu. [Ons
obbeanHennss B cetb  CKYL cnyxuT wuHTepdpeiic Ethernet (npoBogHas
KOMMNblOTEPHas CeTb).

B koHTponnepe npeaycMoTpeHa hyHKLMSA NPOrpaMMUPOBaHUS CETEBbIX HACTPOEK U
06GHOBNEHMS €ero MUKponporpamMmmel Yepes ctaHdapTHbin nopT USB (mini USB B).
lMWTaHne KOHTporepa ocyLLeCcTBNAETCS OT UCTOYHUKa 12B.

KoHtponnep PW-400 wmeer pas3BuTble  annapaTtHble  BO3MOXHOCTM U
WHTENnnekTyanbHble (yHKUMM Ona  ynpaBneHus OBYMS [OBEPSAMM C  OOHMM
cunTbiBaTENEM M KHOMKOW 3anpoca npoxoa (OABe OAHOCTOPOHHUX ABepu) wunu
OOHOWM ABepblo C OABYMS CuUMTbIBaTENAMW (OBYCTOPOHHSSA ABepb). bonbloi obbem
3HEproHe3aBMCMMOW  NaMATM  MO3BOMSET  UCMONb30BaTb  KOHTponmep  And
opraHv3aumn ynpasneHus AOCTYNOM C KONMYECTBOM MOCTOSIHHBIX COTPYAHWKOB [0
31768 yenosek n ao 1000 noceTuTenemn (BpeMeHHble NAeHTUMONKaTOpPbI).

TwarensHO  MpPOAyMaHHble  TEeXHUYECKME U KOHCTPYKTOPCKME  pEeLLEeHus,
KOMMYHVKaUMs no KomnbtoTepHon cetn Ethernet, sHeproHesasucumas namsatb u
Yyachbl, 3alWmnTa KOMMYHWKALMOHHBLIX MOPTOB M MOPTOB CYUTHIBATENEW OT KOPOTKOro
3aMblKaHWsl, MepeHanpskeHnss U MepenositocoBKM — Bce 3TO  MO3BonsieT
MCMONb30BaTb KOHTPONEP A1 NOCTPOEHUSA CaMbIX PasfNYHbIX CUCTEM KOHTPONS U
ynpasneHus 4OCTYMNOM.
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HasHa4yeHune npubopa

KoHTponnep PW-400 npegHasHaveH Ansi paboTbl B COCTaBe CUCTEM KOHTPOMsS M
ynpasneHusa goctynom (CKY[) pasnuyHoro macwTtaba ot CKY[ HebonbLworo oduca
0o npoxogHon kpynHoro npegnpuatus. B CKY[ koHTponnepbl o6beguHsoTcs no
KOMMbIOTEPHON CETU.

KoHTponnep no3sonsieT opraHu3oBaTb AOCTYN B [Ba pasHbiXx NomeLlleHust nubo B
OOHO MOMELLEHMe, HO C KOHTPOmNeM, Kak Bxoda, Tak M BbIxoda, a Takke cuctemy
CUrHanM3aummn roMmeLLeHUA, CBSI3aHHbIX C AaHHbIMKM TOouYkamu npoxopa. B cryvae
OOHOBPEMEHHOIo KOHTPOMsi BXOAa M Bblxoga M3 rMomelleHus obecnevmBaeTtcs
dyHKuma "Antipassback”.

XapakTepucTuku

MuTaHme - BHELWHWI NCTOYHMK 12B:
=  Tok noTpebneHns OT UCTOYHWMKa 12 B (MpU OTKIIOYEHHbIX
Harpy3skax), He bonee 160 MA
=  AMnnuTyga nynbcauuii UCTOYHMKA MUTaHUSI MOCTOSHHOIO
Toka, He 6onee 500 mB

BO3MOXHOCTb MOAKMIOYEHNUST BHELIHWUX CYMTbIBaTENe GeCKOHTaKTHbIX
naeHTudmkaTopos, paboTatowmx B npotokone Wiegand 26, 37, 42.

Bocemb Bx04oB ANA NOAKMIOYEHWS LUMEAdOB C KOHTPONEM Mo TOKY
(oKOHeuYHbI pe3ncTop - 2 KOM)

[Oea pene (koHTakTbl NO, NC, COM)5 A @ 24 B
[ea pene (koHTakTbl NO, COM)1 A @ 24 B

OpauH nopt USB ana KoHdurypaumm ceTeBbiX HAcTpoek (ansi CBsA3n C
cepeepom CKY[) wu o0OBHOBNEHWs ero MUKpoOMmporpaMmmbl  4epes
ctaHgapTHein noptT USB (mini USB B).

KoHTponb BckpbITMSA Kopnyca npubopa (PW-400 EU, PW-400 EU v.2,
PW- 400 AC)
Mopt Ethernet 10BASE-T/100BASE-TX

MonHasa koHdurypauusa BbinonHsetca ¢ nomowbto MO CKY[L 4yepes
KOMMbIOTEPHYIO CETb

Yacbl peanbHOro BpeMeHu
DyHKumsa «Antipassback»
OHeproHesaBucymas NnamsiThb:

WpeHTtndurkatopos 31768
CobbITuii 47000
Tarim-30H 250
HepgenbHbIX pacnucaHuim 250
Mpa3gHukoB 250
BpeMeHHbIX naeHTugrKkaTopoB 1000

Knumatnyeckoe ncnonHenne koHTponnepa PW-400 v.2 n PW-400 EU v.2 —
B AvanasoHe TemrnepaTyp OKpyKaroLero Boaayxa ot: - 40°C fo +55°C

KoHTponnep obecneunBaeT paboTOCNOCOGHOCTL NPV  OTHOCUTENbLHOM
BnaxkHocTn o 80 % 6e3 koHaeHcauuu Bnaru
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TepMUHBI

UpeHTudmkatopbl
B cuctemax ynpaBneHus JOCTYNOM Kaxabl nonb3oBaTtefls MMeeT naeHTudunkaTop ¢
YHUKanbHbIM KOAOM. MaeHTudukaTopbl MOryT WMeETb BWA NNacTUKOBOW KapThbl,
6pernoka, MobuneHOro naeHTudmKkaTopa nap.

CuuTbiBaTenb
Ona  4yTeHMa  kod4OB  MAEHTUMWUKATOPOB  MpeAHa3HavyeHbl  cyMTbiBaTENW,
nogknioyaemole k KoHTponnepy CKYA.
CyllecTByeT  HECKOMNbKO  PacnpoCTPaHEeHHbIX  TUMOB  WAEHTUAUKATOPOB U
cunTbiBaTEnen Ana Hux. [pyM NOAKMIOYEHUM K KOHTPOMMepy BaxHO, 4TOObI
COOTBETCTBOBAN TWUM UMHTepdenca Mexagy cyuTbiBaTenem u KoHTponnepom. [ns
noakntovenns K koHtponnepy PW-400 ncnonbsyetcsa nitepderic Wiegand.

PIN kon
Ecnn cuutbiBaTenn MMeOT  BCTPOEHHYKW  KnaBuatypy, TO B  KavecTBe
naeHTudmKaTopa MOXET BbICTyNaTb KO, BBOAMMBLIA C knaBuaTypbl. OObIMHO 3TOT
ko4 HasbiBawT PIN  kogoM, OH MOXeET SBNATbCA  CaMOCTOSTENbHbIM
MOEHTUUKATOPOM WU CAYXWUTb  OOMNOMHEHWeM K uaeTHuduKaTopy B Buae
GecKoHTaKTHOM KapTbl unu Gpenoka, Torga
nocne npeabsaBneHus MaeHTUdUKaTopa cyMTbIBaTENb "oXmaaet" BBOAA
PIN koga.

OBepb
MecTo, Touka JocTyna, rae HenocpPeACTBEHHO OCYLLECTBISIETCA KOHTPOMNb AoCTyna

(Hanpumep, ABepb, TYPHUKET, kabuHa npoxoda, obopynoBaHHble HEOOXoAMMbIMU
cpencTeBamMu KOHTpOns).
Touka goctyna
Cwm.ABepb
Touka npoxopa
Touka npoxoga — 910 nornyeckan eguHuua CKY[, ynpaensiowas npoxogom yepes
OBepb B OOHOM HanpasfieHMM K BKOYawLWwas B cebs cunTbiBaTemNb, KOHTpOnep
(M1 YacTb KOHTpOMnepa), UCNONMHUTENbHBLIA MEXaHW3M. Takum obpasoMm, TYPHUKET
C KOHTposiem npoxoga B 06e CTOPOHblI COCTaBnseT ABE TOYKM Mpoxoda, a ABEPb CO
cuUuUTbIBaTENEM TONBbKO C OOHOW CTOPOHBbI — OAHY TOYKY npoxoda. [Bepb, cocTosias
13 ABYX TOYEK NpoxoAa, Ha3blBaeTCs ABYCTOPOHHEN, a ABepb, COCTosAWas U3 OgHon
TOYKM NPOXOAa — OAHOCTOPOHHEN.
KHonka 3anpoca Ha Bbixof
B cnyyae ogHOCTOPOHHEN ABepu Ans BbIXOA4A M3 NOMELLEHUS UCMOoNb3yeTCa KHOMKa,
NOAKITIOYEHHan K KOHTpOmfepy — KHOMka 3anpoca Ha Bbixod. OTKpbiTME aOBepu
ntobbIM ApYrMM cnocoboM: HaaTuem KHOMKU Ha 3eKkTpo3amKe, C MOMOLLbLIO Krtouva
1 T.4. — NPUBOANT K BO3HUKHOBEHMIO cobbiTna B3JTOM OBEPW.
KHonka 3anpoca Ha BbIXO4 MOXET Takke WCMonb3oBaTbCA ANS AUCTAHUMOHHOMO
OTKpbIBaHWS ABEPU.
Hatuuk npoxoaa ([jBepHOM KOHTAKT)
MpaBunbHO cnpoekTMpoBaHHaa CKY[ gomkHa KOHTPONMPOBaTb COCTOSIHME TOYKM
npoxoda: MosnoXeHue ABEpHOro MoroTHa, cTpensl wnarbayma, potopa TypHuKeTa 1
T.4. bnarogaps atomy CKY[ moxeT npegoTBpallaTb cuTyauun, korga no ogHOMY
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naeHTUdMKaTopy NPOXOOAMT  HECKONbKO YenoBek, [ABepb nocrne npoxoga
nonb3oBaTens ocranacb, OTKpbITa U T.4.
[na aTux uenew Kk BXxogy KOHTponsepa NoaknoyYaeTcs MarHUTHBIN AaTYMK 3aKpbITUSE
OBEpU, [OaTyMK MONIOKEHUsI pOTOpa TYPHUKETa, [OaTyvK MOJIOKEHUS CTpenbl
wnarbayma. Bxoa, K KOTOpOMY MOAKMOYAOTCA 3TV AaTUMKW, HasbiBaeTCa BXOA ANS
AaTtyuka npoxoAa (MM ABEPHOro KOHTaKTa).

AntiPassBack
[na npepoTtBpalleHns cuTyauuu, Koraa oguH nonb3oBaterb, NPovas Yepes ABepb,
ynpaensemyto CKY[, B OOHOM HanpaBneHuu, nepegaer CBOW WAEHTUUKATOP
Opyromy, B KOHTponfiepe npegycmoTtpeHa dyHkuma «Antipassback». Ecnn aTta
YHKUMSA BKMOYEHA, TO KOHTPOMMEep OTCREeXMBAaET MOMOXeHWe naeHTudukaTopa —
BHYTpuW/CHapyxu. [Mpu nonbiTke MNOBTOPHOrO Npoxoda B OOHOM HampasreHun
koHTponnep CKY[] oTka3biBaeT B AOCTyne v reHepupyeT coobuieHue: «B OJOCTYIE
OTKA3AHO, ANTIPASSBACK.» BkniounTb  dyHKUMO « antipassback»  moxHO,
TONbKO €Cnn KOHTpOmnep ynpasnseT ABYCTOPOHHEW ABEpPbIO.

Mo6anbHbIn AntiPassBack
OTcnexuBaHve nepemeLleHns wnaeHTudukaTopa 4Yepes BCe MOAKOHTPOMbHbIE
asepu. Mpu rnobanbHoMm «antipassback» BbINONHsETCs pasgeneHve obbekTa Ha
30HblI [0OCTyna, Mpoxod B KOTOpble BO3MOXEH 4epe3 Heckonbko asepew. [pu
nonbITkax  MOBTOPHOrO  NPOX0A4a,  HEeCAHKUMOHUPOBAHHOTO  WUCMOMb30BaHMWs
naeHTudmkaTopa B AaHHbIX 30Hax koHTponnepbl CKY[l oTkasbiBaloT B OOCTyne U
reHepupyloT  cooblierne: «TIOBAJNIbHBIA  ANTIPASSBACK: B [OOCTYNE
OTKASAHO».

WHTepBan "Bpemsa npoxoaa”
Mpw HapyLueHWM OBEPHOrO KOHTaKTa, COOTBETCTBYHOLLEE TOYKa Npoxoda nepexoauT
B pexum "Tpesora" (cm. Pexum "Tpesora" Huxe). TpeBora He BKMHOYaETCH, €crv
KOHTaKT HapyLleH BO BpeMms MHTepBana "Bpems npoxoga“. VIHTepBan HadvHaeTcs,
Koraa KOHTpomnmnep paspeluaeT npoxof nonb3oBaTtento. [OnuTenbHOCTb MHTepBana
3ajaeTcs npu nporpaMMuMpoBaHuW. Takke BpemMs npoxoda 3akaH4MBaeTcs npu
HapyLleHUn 1 NocneayoLeM BOCCTAaHOBMEHUN ABEPHOIO KOHTaKTa.

MonbiTka noa6opa naeHTUdukaTopa
B koHTponnepe npegycMoTpeHa (yHKUMS, BKMOYAOLWAS PEXUM TPEBOrn, ecrnu
Heckonbko pa3 noapsia Obin NpeabsBneH He 3aperucTpUpoOBaHHbIN B CUCTEME
naeHTudukaTop. MpeobsBnexve 3aperncTpmpoBaHHOro naeHTudmkaTopa
cOpacblBaeT CYETUMK KOnM4yecTBa MOMbITOK nogbopa waeHTudmkaTopa. [lpu
NporpaMMMpoOBaHUM  KOHTpOSSiepa MOXHO BKMHOUMTL 3Ty QYHKUMIO W 3agaTtb
KONMYeCTBO NpeabsBneHni.

Pacnucanuus
[Mpn HacTponke npaB AOCTyna Nonb3oBaTenen ykasbiBalOTCA UHTEpPBarnbl BpEMEHN U
AaTbl, N0 KOTOPbIM pa3peLlaeTcsi Npoxog.
B koHTponnepe MoxeT XpaHuTbCa A0 250 BpeMeHHbIX WHTepBanoB, W3 3TUX
BPEMEHHbIX UHTEPBAIOB MOXHO COCTaBuTb A0 250 HeaenbHbIX pacnumcaHui.
Kpome ToOro, cylecTByioT npasgHnYHble AHKW, BCTpevatolmecs pas B rogy, Takux aar
B KOHTpOSINepe MoXeT ObITb 3agaHo Ao 250.




Tanm30HbI (BpeMeHHble NHTepBarnbl)

TarmM3oHa sBNAEeTCA COCTaBHOW YacTblo pacnucaHvsi, U CRyXUT [ns opraHu3auuu
BPEMEHHbIX MHTEPBAnoB W CBA3bIBAHUS UX C npaBamu gocTyna. CnyxaTt Ans npoBepku
npae p[octyna W aBTOpuU3auun nonb3oBaTtend, ANnA BbINONMHEHUA OPYyrux beHKLWIVI,
OCHOBAaHHbIX Ha pacnucaHusix.
3arpyska
[Mocne nporpamMmMuMpoBaHWs BXOQOB, BbIXO4OB, MpaB AOCTyna Ans BragenbueB
MOEeHTUMMKaATOPOB 1 [pyrMX napaMeTpoB KOHTponsiepa, HeoGXoAMMO  BbINOSHUTL
3arpy3ky koHTponnepa. [lpu 3arpy3ke [aHHble O HacTpoWkax nonagalT w3
KOMMbIOTEPA B KOHTPOINEP.



OnucaHune u pa6oTa

YcTporicTBO KOHTponnepa cepuu PW- 400

KoHmponnep PW-400 KoHmponnep PW-400 v.2

KoHmponnep PW-400 EU v.2

Koxmpornnep PW-400 AC

Puc. 1. BHewHun Bua koHTpornnepa cepum PW- 400



Pracly

PacnonoxeHne Ha nnaTte KOHTpOnnepa nepemMmblvyek (p,)KaMI'IepOB), KHOMOK N Cbe€MHbIX KOJ1040K
C pa3'béMaMVI N X Ha3Ha4yeHune nokasaHo Ha puc. 2.
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Facly

Ha3HaueHue KOHTaKTOB KOHTposnsepa

KoHnmakm HaseaHue HasHayeHue
Z1 Z1
Z2 Z2
Z3 Z3
Z4 Z4
75 75 KOHTaKTqu?,ﬁ:ﬂl&())(,)ﬂBKﬂ}OHeHMH
Z6 Z6
7 z7
Z8 Z8
GND GND
NC1 HOpManbHO
3aMKHYTbIN
NO1 HOpPMasrbHO KoHTakTbl pene 1
Pa3OMKHYTbIN
C1 O6wwun
NC2 HOpManbHO
3aMKHYTbIN
NO2 HOpManbHO KoHTakTbl pene 2
Pa3oOMKHYTbIN
Cc2 O6wwun
NO3 HOpPMarbHO
Pa3OMKHYTbIN KoHTakTbl pene 3
C3 O6wun
NO4 HOpManbHO
Pa3oMKHYTbIN KoHTakTbl pene 4
C4 obwmn
1BZ Oy3ep
1GN 3eneHbIn
cBeToauon
1RD KpacHbIN MopkntoyeHre BEIHOCHOTO
cseToauon cuutbiBatens 1
1D1 Data 1 (Touka npoxoga A)
1D0 Data 0
+12V MutaHue
GND GND
2BZ oy3ep
2GN 3eneHbIn
csBetoauon
2RD KpacHbIn MoakntoyeHne BLIHOCHOTO
cBeToamop, cynTbiBaTens 2
2D1 Data 1 (Touka npoxoaa B)
2D0 Data 0
+12V MuTtaHue
GND GND
A+ RS-485 A+ TMopm RS485, 0ns 6ydyweao
B- RS-485 B- UCMosb308aHUS
GND RS-485GND |
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E+ MogxntoveHne BHELLHEro
GND MCTOYHMKA NUTaHNSA
ACG AKKYyMynaTop B
Hopme CwrHanbl OT UCTOYHUKA NUTaHUS
PWG CeTb 220B B
HOpMe
TMP Tamnep [atunk BCKpbITMSA KOpryca
Paszbem USB
USB Mini B USB pasbem Wcnonb3yeTcs ans HavanbHom
KOH(pMrypauum ceTeBbIX HAaCTPOeK U
0BHOBMNEHMSA MUKPOMpPOrpaMmbl

MepeMbiykn
CepBuCHbIe
e  TMP — Tamnep (gaT4mK BCKpbITUSI KOpryca)
. FACT - cbpoc B 3aBOACKME YCTAHOBKU
KHonku

. BUT1 - kHOMKa 3anpoca npoxoAa Ans To4ku npoxoda A
. BUT2 - kHOMKa 3anpoca npoxoAa Anis To4ku npoxoda B

CBeTO3BYKOBasi UHANKaLMSA KOHTponnepa
YKenTtein ceetogunog - LED:

®  QJexypHbIl pexum (nepuoduyecKoe Mu2aHue):
o 1 KOpPOTKMM MMNYNbC pa3 B CeKyHAY — CBs3b C CEPBEPOM
CKY[] B HOpMmE;
0 2 KOpPOTKMX MMNymnbca pa3 B CeKyHAY — CBs3b C CEPBEPOM
CKY[ otcytctByeT

®  yacmoe Mu2aHue — NPOVCXOAWT 3arpy3ka AaHHbIX C cepeepa

®  pexum 3azpy3yuKa:

o cBeToAMOA BKMIOYEH B TeyeHue 5 cCeKyHA - [eTekTupoBaHue
BCKPbITUSI Kopnyca (HapyweHne TMP), BXoa B pexum 3arpysyvka

o YacToe MMUraHue — OXugaHue B pexume 3arpysuvka (ogeTa
nepemblidka FACT), Tarkke Takas MHAMKAUMS yCTaHaBnMBaeTCca npu
HeyaayHoW MonbITke 0GHOBMNEHNS MUKPOMNPOrpaMmbl

o 6 KOpPOTKMX 3BYKOBbIX CMUrHamoB - YCrelwHas 3arpyska
MWKpOMNporpaMmel

O 2 KOPOTKUX 3BYKOBBIX CUTrHana — BbIXOA, 13 pexuma 3arpysunka

® 6 KOPOTKMX 3BYKOBLIX CUrHanoB_(Npu BCKPLITOM KOpryce (HapylleHHOM
TMP) 1 3akopoueHHol nepembivke FACT) — npousBegeH cbpoc B 3aBoackue
YCTaHOBKM

Ceetoanop Link:

®  cBeTuTCcs - Ethernet kabenb ncnpaseH
Csetoanon Act.:

° yacTtoe MuraHme — NpoucxoamT o6MeH AaHHbIMU

CBeTO3BYKOBasi UHAMKALMSA cUUTbIBaTeNen KoHTponnepa

MHoukaumsa  pexumoB  [OCTyna  BbIMOMHAETCS C  MOMOLLBbK — cuuTbIBaTenen
KOHTponnepa. [ns  KaXmoro  KOHTposnnepa  MoxeT  OblTb  BbIMOSIHEHA
UHOMBUAYyanbHas HacTpovka MHOMKauuMM K3 nporpammHoro obecnevenns CKY[.
HacTpoiikn npeactaBneHsbl B Buae tabnuubl ¢ KOMOUHaLMSMM 3BYKOBOW U CBETOBOW
MHOUKaUnn.
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3HavYeHnss HaMKauum no yMoOn4yaHuro

Pexum

MNHOukayus cyumsieamenel

[exypHbI pexum

Bes 3Byka, MuraHue kpacHbIM 1 pa3 B cekyHay

KoHTponb PIN-koga BkntoyeH

bes 3Byka, MUraHvne KpacHbli-3eneHbln 1 pas B cekyHay

CBob60oaHbIVi Npoxof

Bes 3Byka, MUraHve 3eneHbli-Xentbin 1 pas B cekyHay

Bnokuposka Be3 3Byka, MUraHvne KpacHbIi-kenTbivi 1 pa3 B cekyHay
TpeBora Be3 3Byka, KpacHbIN HeNpepbIBHO

Pervnctpauus Bes 3Byka, MUraHve 3eneHbii 1 pa3 B CekyHay
NHnumanunsaums Be3 3Byka, 6€3 CBETOBOW UHAMKALIMM

3arpyska Bes 3Byka, KpacHbIN HeNpepbIBHO

OxupaHne Beoaa PIN-koaa

bes 3Byka, Muranve xentbin 1 pas B cekyHay

[ocTyn paspelueH

be3 3Byka, 3eneHbIn HenpepbliBHO

[ocTyn 3anpelieH

3BYK HenpepbIBHO, KPacHbIN HeMpepbIBHO

Pa6oTa KOHTponnepa

KOHTpOJ'IJ'Iepr NOCTaBNAKTCA B  He3arpy>XeHHoOM COCTOAHMM, B  3aBOACKUX

HacTpolikax. B 3ToM cOCTOSIHUM XenTbl CBETOAMOA Ha KOHTponnepe muraet 1 pa3 B
cekyHay. Onsi paboTtbl koHTponnepa B CKY[L Heob6xoauMmMo 3arpy3nTb B HEro
ceTeBble HAaCTPOVKM € NomoLlbto nporpammel "KoHdurypatop”.

BHumaHue! HacTtosiTenbHO pekomMeHOyeM YCTaHOBWUTbL Ha BCe BXOAbl
KOHTpOSfepa pe3ncTopsbl (M3 KOMMNIIEKTA).

Mocne 3arpy3kM HAcCTPOEK B KOHTPOMMEP, U MpW YCIOBUM HE HapyLUEHHbIX BXOAOB,
KOHTpOMMep nepexoanT B pexum "dexypHbin'.

Cbpoc KoHTponnepa B He3arpyxeHHoe COCTOsiHUE MPOM3BOAUTCH TOMbKO KOMaHOoW
C KOMMNbIOTEPA, CM. MHCTPYKLMIO MO NPOrpaMMUpPOBaHMIO.

KoHTponnep MoxeT ynpaBnsaTb OBYMS He3aBUCUMbIMW TOYKamu npoxoga. Touka

Npoxo[a MOXET HaxoaUTbCH B YeTblpex pexumax: "HdexypHbin', pexum "TpeBora”,
pexum "BnokupoBka" n "CBo6oaHbi npoxon". Cambil BbICOKMA NPUOPUTET Y
pexvma "CBOGOAHLIN npoxop', Tak Kak 3TOT pPexXum BKIYaeTcsa B Cryyae

noxapa, 3aTem nayT pexvmbl "BrnokupoBka", "TpeBora" 1 "dexypHbin".

"[eXXypPHbIN" pexum

JeXypHbIA PeXuM — 3TO OCHOBHOM pexum paGoTbl kOHTponnepa. B aTom pexume
KOHTpONNep MpeaocTaensieT WAM  OTKasbiBaeT B JOCTyne  Bnagenbuam
MAEHTUUKATOPOB.

lMpoxo0d npu npedbsiesieHUU udeHmugukamopa

Ona npoxoga 4Yepe3 [ABepb Monb3oBaTeNlb  MNOOHOCUT  BECKOHTaKTHbIN
naeHTudmkaTop K cuutbiBaTento. Ecnu mgeHtudukatop 3apeructpupoBaH 1 B
AaHHOe BpeMs NPoxo4 paspelleH, TO ABepb OTKPbIBAeTCs (KOHTPOMnep akTuBmpyeT
MNCNOMHUTENBHBIN MEXAHU3M).

IMpoxod npu npedbsieneHuu udeHmugukamopa u PIN koda

Mocne npegbsiBNeHMs  3aperMcTpUpoBaHHOrO  uaeHTUdmKaTtopa  KOHTposnep
npoeepsieT, Tpebyetca nu Beog PIN koga n, ecrnu TpebyeTcs, TO BKoYaeTcs
oxnganve Beoda PIN kopa. MNocne BeBoga npasunbHoro PIN koga oTkpbiBaeTcs
TOYKY NpoxoAa (aKTMBUPYETCH UCMOSTHUTENbHBIN MeXaHu3Mm).
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lpoxod no KHonke 3anpoca npoxoda (GucmaHyUOHHO20 OMKpbIMusi deepu)

Bbixoq 13 nomelleHMss C OOHOCTOPOHHEN TOYKOW MpoXoda MnM  Nponyck
noceTuTenen NPOUCXoaMT C UCMONb3OBaHMEM KHOMKM 3anpoca npoxoda. Haxatve u
OTMNycKaHWe KHOMKW 3anpoca Npoxofa OTKPblIBAeT TOYKYy MNpoxoda (akTueupyeTcs
UCMOMHUTENbHBIA MEXaHW3M).

Omka3 e docmyne npu npedbsiesieHUU uéeHmudgukamopa

Bnapenbuy wnaeHTudukatopa MOXeT OblTb OTKasaHO B AOCTyne MO CreayloLinm
npuynHam:

®  KOHTPOIEpP HaXOAUTCS B HE3Arpy>KEHHOM COCTOSHUM

®  naeHTUUKATOP HEe 3aperncTpmMpoBaH B KOHTponnepe

®  CpOK OEeNCTBUA naeHTMdUuKaTopa uctek

® B JaHHOe BpeMs W/vnu AeHb Hedenu AOoCTyn 3anpeLueH

®  onbiTKa NOBTOPHOrO NpoxoAa npu BKNoYeHHoW doyHKuum "Antipassback”
[ ]

npeabsaBneH MAeHTUAUKATOP, 3aperMCTpUPOBaHHbIA KaK YTEPSHHbIA Unn
3a610KMPOBaHHbIN

KOHTpOnnep HaxoauTcs B pexume "Tpesora"

KOHTpOnnep HaxoauTcs B pexume "bnoknposka”,

®  CpOK Hayana QencTBMA BPEMEHHOro naeHTudmkaTopa ewe He HacTynun,
° ucyepnaH CcYeTYMK MPOXOAOB AN BPEMEHHOro uaeHTudukaTopa

(npeHTndukaTop nocetTmuTens).

Pexum

Pexum

"TpeBora"

Touka npoxoga nepexoguT B pexum "TpeBora" npu HeECaHKUMOHMPOBAHHOM
npoxoae (B3NoM npoxoda), BCKPbITUM KOpMyca KOHTponfepa, npeabsBrieHun
naeHTMdmKaTopa, 3anMcaHHOro Kak YTepsiHHbIA, B Criydae ecnu [Bepb OTKpbITa
CMULLIKOM Jonro (MpeBbILEHO BPEMS OTKPLITOrO COCTOSHUA ABEpU) W, ecnu
BKIIIOYEHA COOTBETCTBYIOLLAA PYHKUMSA, B Criyqae nogbopa naeHtTudukatopa.

B pexume "TpeBora" KOHTpOmnnep akTMBUPYET BbIXOAbl, Ha3HAYEHHble Kak
TPEBOIA n CUPEHA. TpeBOXHbI BbIXO4 OCTaeTCA aKTMBMPOBaHHbIM 0
BblKMoYeHus1 pexuma "TpeBora", a nns Bbixoda, HasHayeHHoro kak CUIPEHA,
nporpaMMmpyeTcs Bpems 3By4aHUs CUPEHbI.

Ecnn Touka npoxoga HaxoguTcs B pexume "TpeBora', To npoxon 4epes Hero
3abnokvpoBaH. [1Bepb MOXET ObITb OTKPbITa HAXATUEM KHOMKM 3anpoca Ha BbIXOA.
Bbikntounte  pexum  "TpeBora" MOXHO npeabsBneHneM  ugeHTudukartopa,
umetoLero npuaHak "CHaTue TpeBorn" nnv no KOMaHge ¢ KoMmnoloTepa.

"CBo6GoAHbIN npoxon"

Mpn akcnnyataumm CKY[ 6biBalOT cuTyauum, Korga HEoOXoaMMO OTKpbITb OBEpU
Anst cBobogHOro Npoxoaa NAew, HanpuMep B CryyYae noxapa, 3eMneTpsCeHns unm
OpYyron akcTpemarnbHOM cuTyaumu. [ins aToro crnyyas B KOHTpornnepe npefycMoTpeH
pexum "CBo6oAHbLIN Npoxon".
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Touka npoxoga nepexoguT B pexum "CBobGogHbLIM npoxod” Mo KoMaHae
ornepatopa C KOMMblOTEPA WMAM HapylweHneM Lnenda, HasHa4YeHHOro Kak
CBOBOOHbLI MPOXOA. Touka npoxoga ocTtaeTcs B pexume "CBOGOAHLIN
npoxog" A0 Tex Mop, foka HapyweH wneiid CBOBOOHLIVA MPOXOO (ecru
wnend HapyLleH, OTMEHWUTb COCTOsiHWE CBOBO[OHbI MPOXOO no komaHze
oneparopa Hemnb3s).

KoHTponnep noseonsieT HacTpowuTb wWrneid Ha yHkumio CBOBOOHbLIV
MPOXOM onsa Tovkn npoxoaa A, B unn ana asyx tovek smecte (A+B).

B TeueHue Bcero BpemeHu, Moka Touka Npoxoda HaxoaUTCs B pexumMe
"CBo60AHbIM Npoxoa", 3aMOK YAEPXXUBAETCA B OTKPbITOM COCTOSIHWMM, KOHTpOMnep
perucTpupyeT npeabsiBeHne MOeHTUUKaToOpoB, BBOA KOAOB M COXPaHSIET MO HUM
B )KypHan cobbiTve «[ocTyn npedocTaBneH», HEe3aBUCUMO OT  COCTOSIHUSA
antipassback, pacnucanHna wn T.0. 3OTO Mcnonb3yeTcs  ONA  KOHTpOns
HanM4ymsl nepcoHana B NOMELLEHMSX B CrydYae 3KCTPEMaribHON CUTyaumm.

Ons obecneyeHns pexxvma cBo6OOHOrO MPOxoda Npu UCMoNb30BaHUM 3anvparoLLmx
YCTPOWCTB C MEXaHU4YeckMM nepeB3BOAOM 00653aTeflbHO HYXHO KOHTpONMpoBaTb
cocTosiHMe ABepu. 3anupalolye YCTPOMUCTBA C  MeXaHMYecKMM NepeB3BOAOM
OTMMPAKTCA MMMNYSIbCOM TOKa U OCTalTCS B OTNEPTOM COCTOSIHUM, MOKa ABEPb He
OyneT OTKpbITa, B MOMEHT 3aKpbITUS ABEPU 3anupaiollee yCTPOWCTBO NepexoanT B
3aKkpbiToe cocTosiHne. KoHTponnep B pexume "CBoO6oAHbIN npoxoa” nposepsieT
COCTOSIHME ABEPHOr0 KOHTaKTa WM MoCfe KaXZoro 3akpbiTusi ABepu OonsiTb nogaet
OTNMPAKLLNIA UMMYNBC HA 3aMOK.

Mpu pabote KoHTponnepa 6e3 ABEPHOro KOHTakTa (repkoHa) MCronb3oBaHune
TMNa BblXOo4a  «UMNYMbCHbIM» AN OTNMPaHWsl  3aMka  KpaliHe  He
pekoMmeHZoBaHo. Pexvm "CBoOGOAHLIN NpoxoA” B JaHHOM cryqae He byner
paboTaTb KOpPpPeKTHO — oOTnepeTb ABepu 6e3 nopgHeceHws uwpaeHTudukaTopa
HEBO3MOXHO.

Pexum

"BnokupoBka"

Mpn BO3HMKHOBEHUW cuUTyauumn, Tpebytowen 3abnokvposaTb ABepu AN Bcex
nonb3oBaTenen CUCTEMbI, B KOHTpOMNepe BkryaeTcs pexum "bnokupoBka". Ecnv
TOYKa Mpoxoda HaxoauTcs B pexuvme "BnokupoBka", TO npoxoa 4Yepes Hero
paspeluaeTcs TONbKO BragenbLlam WAEHTUUKATOPOB C npu3HakoMm "Crnyx6a
6e3onacHocTu". [IBepb He MOXeT ObITb OTKpbITa HaXaTWMEM KHOMKWM 3anpoca Ha
BbIXOA.

Touka npoxoga nepexoant B pexum "BnokupoBka' no komaHge onepatopa C
KOMMNblOTEPA WMW HapyleHveM Lwnenda, HasHadyeHHoro kak BJIOKMPOBKA. Touka
npoxoga octaetcsa B pexume "BnokupoBka" 0O Tex Mop, Moka HapylieH wnend
BJIOKMPOBKA (ecnn wnend HapyweH, oTtMeHutb coctosiHne BJIOKMPOBKA no
KOMaHe oneparopa Henb3s).

KoHTponnep nossonsier HacTpouTb wnend Ha dyHkumio BITIOKMPOBKA gns
TOuKM nNpoxoga A, ans Touku npoxoda B, unu ana asyx Touek BMecTe (A+B).
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CBouncTBa uaeHTMdnKaTopoB

Kod (anekmpoHHbIl k03 udeHmudghukamopa)

Kaxabln naeHTugumkaTtop umeeT CBOW YHUKalbHbIM KoL, KOTOPbIA 3adaetcsd BO
BpeMs ee usrotosrneHns. Coctomt n3 10 wecTHaguaTepuyHblx Ludp.

PIN-k00

[ononHnTenbHbIA koA, Ha3HaYeHHbIN naeHTugukaTopy. [JomkeH coctoaTb He Bonee
YeM U3 WeCTU [ecATUYHbIX uudp. MoxeT wucnonb3oBaTbCs COBMECTHO CO
CYMTBIBATENAMMU, KOTOPbIE MMEIOT BCTPOEHHYIO KnasuaTtypy.

[Mocne nogHeceHus naeHTuduKaTopa K CYMTbIBATENO, Ha BCTPOEHHOW KnaBuaTtype
cuutbiBaTens Heobxogumo BBecT PIN-kog u HaxaTb KHOMKY «#». Ecnv BBegeH
BepHbin PIN-koa, TO KOHTponnep OTONpeT ABepb WM npegocTtaBuT gdoctyn. B
NMPOTMBHOM Cllyyae KOHTPOINfep BblAAcT Npedynpexgalolnin curHan, B XKypHane
OymeT 3apeructpupoBaHo cobbiTne «HeepHbin PIN-kog», a OBepb ocTaHetcs
3anepTon.

Cpok delicmeusi

[aTa ncrevyeHus cpoka 4encTeuda naeHTudukatopa.

CHsimue mpeeozau

Mpwn noaHeceHun Takoro wuaeHTudumkaTopa K cyMTbIBaATENIO asepu,
HaxogsLencs B TPEBOXHOM COCTOSIHAW, KOHTPOINEep Ppeructpupyet cobbiTue
«3aBepLueHne coctosiHna TPEBOIMA» u nepeBoauT ABepb B AEXYPHOE COCTOSHUE.
Ecnu xe K cuuTbiBaTENtO NOAHECTU MAEHTUMUKATOP, HE MMeloLWero npasa CHATUSA
TpeBOrn, TO ABEePb OCTAHETCH B TOM >X€ COCTOSIHWM, a B >XypHarne permctpupyetcs
cobbiTne «lMpoxoga 3anpelueH. CoctosiHue TPEBOIAx.

Cnyx6a 6e3onacHocmu

viP

MpaBo npoxoaa Yepesa 3abnokMpoBaHHbIe ABEPU.

Ecnn OBepb HaxoauTcs B COCTOsiHAM «BrnokvpoBka», To nogHeceHue OObIMHOTO
naeHTudmKkaTopa npuBOAUT K peructpaumm cobbitus  «[lpoxoa — 3anpeLleH.
CocrtosHne BINIOKUPOBKA». [pu nogHeceHun waeHTudpmkatopa c aTpnbyTom
«Cnyxba 6e3onacHOCTM» KOHTpOMnep npeaocTaBUT AOCTyn W 3apernctpupyet
cobbiTne «lMpoxop paspelweH.CocTosiHne BITOKMPOBKAY.

lMpaBo npoxopga Bcerga W Besfde, KPpOMe crfyyas, Korda [OBeEpb HaxoauTcs B
COCTOSIHWUM BITOKMPOBKM.

MpoeHTndmkaTopy C 3TUM NpPU3HAKOM MOXeT ObiTb HaszHadeHo noboe pacnucaHue,
Ha Hero He pacnpocTpaHsaeTca Antipassback n orpaHuuyenve cpoka genicteusi. OH
MOXET UMETb NMUHKOA.

Ecnn pgBepb Haxogutcs B cocTosiHMM «BrnokvpoBkay, TO naeHTUduKaTopy ¢ aTum

NpU3HaAKOM KOHTPOINep He NpefocTaBnsieT 4OCTYn.
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Antipassback oTkntouyeH

[Mpaso npoxoga be3 yyeTa pexuma antipassback. [ocTtyn Takomy
naeHTudgmkaTopy OyoeT npepocTaBneH He3aBMCMMO OT HanpaeneHus
npeabiaywero npoxoda, HO C Y4Y4eTOM Ha3Ha4YeHHOro pacnucaHus u  Apyrux
NPU3HAKOB, Ha3HAYEHHbIX MAEHTUdUKATOPY.

BapuaHTbl 1CNONbL30BaHUA U PEeXUMbI paﬁOTbI BbIXo4o0B

Bce Bbixogbl  KOHTponnepa MoryT ObiTb B NPOWM3BOMBHOM  MNOpsiAKe
3anporpaMmmmnpoBaHbl Ha HECKONbKO BapuaHTOB MCMONb30BaHWSA: 3aMOK, CUpPeHa,
TpeBora, nporpamMmuMpyemMbin Bbixod. Kpome Toro pAns Kaxpgoro Bbixoda
nporpamMmMmpyeTcs pexum paboTbl: CTapT-CTON (BbIXOA OCTAETCA aKTUBMPOBaHHbLIM
MoKka MPUCYTCTBYET COOTBETCTBYIOLLAA KOMaHAa, HampuMep B Te4eHue  BCero
BPEMEHM MOKa KOHTposnep Haxogutca B pexume “TpeBora”),

MMMYNbCHbIA  (BbIXO4  aKTMBMpYeTCSi Ha  3anporpaMMMpPOBaHHOE  Bpems),
TPUrrepHbIn (MO nNepBOoMy COObITUIO BbIXOA4 akTUBMPYeTCA MO CcrneayroLlemy
BbIKIOYAETCA U T.4.), HeNpepPbIBHbIN.

Pa6oTa KOMMyHUKaTopa
KoHTponnep ProxWay PW-400 paboTaeT B aBTOMaTu4eckom pexume. MNocne
3arpysku JaHHbIX C cepBepa BbIMOMHSAeTCA oTpaboTka npaBun gocTyna Ans
npeabaBNseMbIX NAEHTU(UKATOPOB 1 M3BELLEHUS O COOLITUAX AOoCTyna
OTNpaBnsATCS Ha cepBep. KOMMyHMKaATOp KOHTponnepa pabGoTaeT B pexume
HoTUcMKaLMK, TO eCTb MpW HanMuMmM cobbiTus (NPOXoA, HapyLUEHNE 30Hbl)
WHULUMUpYyeTCs nepefadva AaHHblx Ha cepsep CKY[.
KoHtponnep ProxWay PW-400 moxeT ObiTb MOAKIOYEH K KOMMbIOTEPHON CEeTn
nmbo ¢

nomollbio nposogHoro coeguHenns (Ethernet). MNpu aTom obGecneudnBaeTcs kak
pabota BHyTpU NOKanbHOM ceTu npeanpuatusa (cMm. puc 3), Tak U 4Yepes ceTb
WHTepHeT (CM. puc. 4), 4TO NO3BONSET CTPOUTL pacnpenerieHHble CUCTeMbl AOCTYyna
noboro macwtaba.

LnFms
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Puc 3. Mpumep nokanbHoM cetu
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Puc 4. MNpumep pacnpegeneHHon cetn
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Frashlyy

Mpn nocTtpoeHun oO6LWEen ceTu LeHTpanbHoro odwuca u dunmanos ans
OONOMHUTENBbHON 3alwmnTbl pekomeHgyeTcs ucnons3osate VPN TexHonoruu, a
ans  obecneyeHus pes3epBUpPOBaHWS KaHanoB CBA3WM - poOyTepbl C OBYMSI
pa3HOpPOAHbIMU KaHanamun goctyna B IHTepHerT.

Anzopumm pabomsi éHympu s1ioKkasbHoU cemu

5.
6.

7.

Mocne BkntoYeHUst KOHTpOMNepa, BLINOMHAETCS NPOBEpPKA, BKIOYEH U
pexum DHCP (IP agpec npubopa 0.0.0.0), wnu npubop nony4nn
crtatunyeckun IP agpec;

Ecnm BknoyeH pexum DHCP, 6ygetr 3anyweHa npoueaypa
OVHamu4deckoro HasHadeHus IP agpeca;

Mepvognyeckoe  o6HoBneHne cratyca |IP  agpeca  (npoaneHue
3apesepBupoBaHHoro IP, ecnu BkntoyeH pexvum DHCP);

Onpegenenne pgoctynHoctu cepepa CKY[ u koHTponnepa PW A

(no IP unn DNS umeHn);

Mepuopnyeckasi oTnpaBka TECTOBbIX CUrHAIOB;

OTnpaBka n3BeLLEeHWIn 0 CoBbITUSX JOCTYNa;

OxunpaHue KoMaHp;

Anzopumm pabomsi 4epe3 cemb UIHMepHem (nokanbHasi MpoeodHasi cems)

1.

© N

Mocne BKMOYEHWUS KOHTPONSEpa, BLbIMOMHAETCS MPOBEPKA, BKIOYEH U
pexum DHCP (IP apgpec npubopa 0.0.0.0), wnm npubop nonyumn
ctatnyeckun IP agpec;

Ecnn  BknoyeH pexum  DHCP, OygeT  3anyweHa npouenypa
AvHaMumyecKkoro HasHaveHus IP agpeca;

Mepuognyeckoe o6HoBnewve cratyca [P agpeca (npoanexue
3apesepBupoBaHHoro IP, ecnu BkntoyeH pexvum DHCP);

OnpegeneHne BO3MOXHOCTU Bbixoga B MWIHTepHeT (goctynHocTb |IP
apecoB MapLLpyTM3aToOpoB);

Onpegenenne pgoctynHoctu cepeepa CKY[ u koHTponnepa PW-IC A
(no IP unn DNS nmeHwn);

[Meproanyeckas oTnpaska TECTOBbLIX CUrHAMOB;

OTnpaBka M3BELLEHWI O COObITUSIX 4OCTYNa;

OxungaHve kKomaHnp;

Mpu cboe — nepexon ko BTOpoMy 3agaHHomy |IP agpecy mapLupytusaTopa.

AemokoHgpuzypayusi KOHmpoJsiepoe e 0OHopaH20e0l cemu
Wcnonb3oBaHve CeTeBON CyLLeCTBYOLLEN MHPPACTPYKTYpbI, CTaHAAPTHBIX CETEBbIX

npoTokonoB (Hanpumep, DHCP) no3sonunn peanunsoBaTtb NpUHLMN "MOAKMNOYUN U
paboTaewb". Pexum aBTOKOHMUrypauum appeca cepBepa B YCTPOMCTBaAxX
3HauYMTENbHO ObreryaeT pasBepTbiBAHWE CUCTEMbI KOHTPONSA AocTyna (CM. puc 5).
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Puc.5. AsTokoHUrypauus yctponcTea

ABTOKOHUrypaums agpecoB cepBepa
1. Tlocne BKMHOYEHUS KOHTPONEepa, BbIMNOMHAETCA NpoOBepka, BKIOYEH v
pexum DHCP (IP agpec npubopa 0.0.0.0), wnm npubop nonyymn
ctatnyeckun IP agpec;
2. Ecnm BkntoyeH pexum  DHCP, 6yget 3anyweHa npoueagypa
OuHamudeckoro HasHadeHus |IP agpeca;
3. Ecnu He 3agaH agpec cepsepa CKY[ (IP nnu DNS ums), Bknrovaetcs
PEXNM aBTOKOHMIypaLum KOHTponnepa:
a. [pubop BLINOMHSAET paccCbifiky MAKETOB AaHHbIX, OMOBELLAILLMNX
cepep CKY[ o cebe kak O HOBOM YCTPOWCTBE B JlOKanbHOM
ceTu.

XoTs [fOaHHaa paccbinka — LUMpoKoBellaTenbHas, HO  OHa

OorpaHMyeHa OOHOPAHrOBOW JIOKANbHOM CETbl0, W  aKTUBHbLIM

ceTeBblM obopygoBaHueM. [1o3ToMy AN ceTel CO CIOXHOMW

Tononoruen IP agpeca cepsepa CKY[] 3agatoTcs Bpy4Hyto.

b. Tpun nonyyeHnn nakeTa AaHHbIX OT HOBOro npubopa onepaTtopy
cuctembl ByaeT BbldaHO onoselyeHue. [lanee onepaTop AOMKEH
[o6asutb Npnbop B 6a3y AaHHbIX (B).

c. [lMocne po6asneHus yctporictea B B npubop nonyvaeTt naket ¢
otBeToM OT cepBepa CKY[. MHnumanuanpyeTtcs 3anucb agpeca
cepBepa B  HACTpPOWKM  KOHTponnepa W  npekpalwiaercs
LUMpOKOBeLLaTeNbHasi paccbisika.

d. Tlocne HacTporkum napameTpoB KoHTpornepa B B[l onepartop
OOJDKEH BbIMOMNHUTL 3arpy3ky ycTpovicTtaa. [Npnbop 6yaeT cesAsaH
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¢ paHHonm CKY[, 4TO WCKNMOYMT BO3MOXHOCTb NepexeaTta
ynpaeneHus..

YT106bI OTMEHMTL NPUBSA3KY KOHTPONNepa, ero cnegyeTt copocuTb

K 3aBOACKMM HaCTpOMKam.

e. B cnyyae cmeHbl agpeca cepBepa, YCTPOWNCTBO MOBTOPHO
BbIMOSIHUT @BTOKOH(Urypauuo, HO OOMeH pAaHHbiMK OyneT
BO3MOXeH Tonbko co CKY[, k koTopor 6bin npuBsidaH npnbop.

mobanbHbIK antipassback
KonTtponnep ProxWay PW 400 moxeT paboTtaTb B COCTaBe CUCTEMbI
rnobanbHoro antipassback. B TakoM cnyyae rnasHbI KOHTponnep cepun PW A
OTCrnexuBaeT MeCTOMONOXeHNe NepcoHbl No hakTy e€ npoxoaa Yepes ABepu,
nonyyasi faHHble oT koHTponnepos cepun PW 400.0cHoBon  paboThl
rnobanbHoro antipassback sBnseTca 30HHbIM  antipassback. MomeleHne
obbeKTa pasaeneHo Ha KOMHaTbl — 30HbI AocTyna. [pu Takom geneHnu Bxod B
OpYrylo 30Hy - BbIxod M3 npedbiaylien. [poxod B 30HY BO3MOXEH 4epes3
pas3nuyHble OBepum.
KonTponnep antipassback oTcnexwusaeT nepemelleHve COTPYOHUKOB W3 30HbI B
30HY, nomnyyas [fAaHHble OT KOHTposnnepoB pgoctyna. [lpu 3Tom oTcnexusaeTcs
MECTOMNONOXEHNE NEPCOHbI, Y KOTOPOA MOXET OblTb HECKONbKO MAEHTUMUKATOPOB
(cm. puc. 6)

Pwuc 6. PacnpegeneHnne 30H goctyna
M3HavanbHO COTpyAHUK (nepcoHa) nMmeeT nonoxeHne «He onpegeneHo» M TOMbKO
nocrie  MepBoro  MOAHECEeHUs  uaeHTUudukatopa K cCyMTbiBaATENO  €ro
MecTononoXxeHne ukcmpyetcsa KoHTponnepom PW A,
MecTononoxeHne «He onpegeneHo» npucBaMBaeTCs MNpU perncTpaumMm HOBOTO
coTpyaHuka, nmbo nocne komaHabl onepatopa CUCTEMbl  «oOwwmi  cbpoc
MECTOMOMNOXEHUSI».
C nomoLubto cuctemsl rnobansHoro antipassback BoO3amMoOXXHO npeceyveHne NOBTOPHOro
npoxoda, WCMOMb30BaHWUsA  Ay6nukaToB  MAEHTUUKATOPOB,  MPOHWKHOBEHWS
(HeoxugaHHOe MNOsBNEHWE BHYTPW), nepefayn naeHtudumkaTopa ApyruMm nuuam um
T.4. (cm. Puc. 7):
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Pwuc 7. OTtcnexvBaHne HapyLleHun
B cnyyae notepu cBasu ¢ koHTponnepom CKY[, B3noma asepw, nepexoda ABepu B
cBoboaHbIi Npoxod U T.4. KOHTponnep antipassback ob6beauHseT 30HbI JocTyna B
OfHY, CYMTas, YTO NepCoHarn MoXeT HaXOAUTbLCH U Tam U TaMm.
Mo BOCCTaHOBMEHMIO ABEPU WM CBSA3N C KOHTPONIEPOM — 30Hbl pPa3beanHSIIoTCS.
dPakTMyeckoe  MECTOMONIOXEHNe nepcoHana B HUX  ofpegenseTrca  no
nocnegyoLiemMy nogHeceHuo naeHTudunkaTopa kK cumteieatento (cm. Puc 8).

D
Cartgpsnd o, :
ne1 102 ThamE

Puc 8. O6beamnHeHve 30H gocTyna
[Mpun noTepe cBs3u ¢ koHTponnepom PW A koHTponnepsbl goctyna ProxWay cepumn
PW 400. moryT 6bITb HACTPOEHbI Ha ABa BapuaHTa NnoBeaeHUs:
e  Hwukoro He nyckaTb
e [lyckaTb cOrnacHo AaHHbIX O NOMOXEHNW NEPCOHbI A5 NTOKaNbHOro
antipassback

Tpeb6oeaHusi kK Hacmpolike koHmponnepa ProxWay PW A
—  KoHTponnep gomxkeH umeTtb ctatudeckuii (pukcnpoaHHein) IP agpec

22



Facly

TpeboeaHusi kK Hacmpolike KoHmpoJsinepos ProxWay cepuu PW 400.

— B rnoGanbHom antipassback yvactByloT TOMbKO KOHTpomnnepbl C
OBYCTOPOHHMMM  ABepsiMu  (BXO4 W BbIXO4 MO  NpegbsBleHUto
naeHTndumkatopa)

— MNepebiv agpecom cepsepa CKY[ B HacTpovikax KOMMyHuKaummn npnbopa
JormkeH ObITb YKa3aH agpec KomnbioTepa ¢ cepBepHbiM 10 PW-WEB

— Bropbim agpecom cepsepa CKY[] B HacTpomkax KOMMYyHuKauum npubopa
JormkeH ObITb yKa3aH agpec KoHTponnepa PW A

- B NO PW-WEB pns asepv OomkeH OblTb BKIOYEH PEXNUM
antipassback "O6wun"

- B NO PW-WEB koHTponnepy goctyna AorkeH ObiTb ykasaH BeayLumi
KOHTpOMmnep aHTuaybnsa n peakums Ha NoTepio CBA3UN C HUM.

KoHTponnepsl ProxWay cepun PW 400 BbINOMHAT OTNPaBKy M3BELLEHWA O
cobbITMAX gocTyna Mo ABYM agpecam ogHoBpemeHHo. [lepBbii agpec — cepsep
CKY[, ana otobpaxeHus u xpaHeHus cobbiTuin B B[] nporpammbl. BTopon agpec —
KoHTponnep PW A, oTnpaensiowmi B OTBET KOoMaHgy Ha 3anpeT nubo
npegocTasneHne goctyna.

Mocne npeaobaBneHna VI,EI,eHTVICbMKaTOpa 3afepXXKka Ha npegocraBiieHne nméo
OTKa3 B [0CTyne MOXeT COCTaBlidTb A0 1 CeKyHabl B 3aBUCMMOCTU OT
Tonosnorum n I'IpOI'IyCKHOVI CrnocoGHoCTU KOMI'IbI'OTepHOl7| cetn

Mopsagok paboTkbl C yCTPOMCTBOM
Mopsaaok nogknoyeHusn

1.

SN O~

12.
13.
14.

15.

Mepen yctaHoBKOWM Npov3BeauTe HayamnbHYl HacTPOMKY (@ MMEHHO 3apainTe
napamMmeTpbl CETEBbIX HACTPOEK) KOHTponnepa c NMOMOLLBIO  YTUNUTBI
"KoHdpurypatop" yepe3 USB nopt

B MecTe ycTaHOBKM KOHTpOrnepa BbINOMHUTE MOArOTOBKY - pa3MeTbTe U
npoceepnute otBepcTms (cM. PekoMeHaaumnmn no MOHTaxy)

Mpu Heo6Xxo0AMMOCTHM BbINONHMUTE NOABOAKY kKabens oT 6roka nuTaHms
BbinonHuTte nogsoaky kabens oT MCNONHUTENbHbLIX YCTPOMCTB (3amMka)
YcTaHoBUTE BbIHOCHbIE CHUTLIBATENN M BbINOMHUTE NOABOAKY MX Kabenen
BbinonHuTe nogsoaky Wwnendos OT A4aTYNKOB / KHOMOK

BbinonHuTte nogsoaky kabens Ethernet

BbinonHuTe yknagky MOHTaXHbIX Kabenen B CTeHe

YcTaHoBUTe 1 3aKkpenuTe Koprnyc KOHTponnepa,

BbinonHWTe KOMMyTauuio MPOBOAOB Oroka nWTaHusi, 3amka, CyWTbIBaTens,
BXOAOB KOHTponnepa C€O LwWnengamm B COOTBETCTBAM C  pasgenamu,
NPUBEAEHHBIMU HIKE

OcyluecTtBuTe nogknoyeHue kabens Ethernet B pasbem

3akponTe KpbILKy U 3adhUKCUPYNTE BUHTOM

MoagxntounTte B NO CKY[ koHTponnep (B cooTBETCTBUM C MHCTPYKumnen CKY[)

C nomowbto MO CKY[ BbIMONHUTE MOMHYK 3arpysky (HaAcCTPOMKM BXOAOB,
BbIXOA0B, pacnMcaHui, MaeHTUUKaToOpPOB 1 T.4.) KOHTponnepa.

YCTpOWCTBO roTOBO K paboTe
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PekomeHaaLuu no MOHTaxy
Pa3meLlaTb KOHTponnep cnegyeT B MecTe, AOCTYNMHOM AN 06CnyXuBaHus.
Ons yctaHoBku koHTponnepa PW-400 EU, PW-400 EU v.2, PW-400 AC
Ha cTeHe Heobxo4MMO BbIMOMHUTL Cneaywmne 4encTems:
e  OTKPOWTE KpBbILKY KOpMyca, MpUNoXuTe KOpnyc K npegnoniaraeMomy MecTy
KpenneHus 1 BbINOSIHUTE pa3MeTKy OTBEPCTUN;
e  ponycTuTe NpoBoAda B OTBEPCTUS B CTEHKE KOPNYCa;
e 3aKpenuTe KOopryc KOHTponnepa,;
e BbINOMHUTE NOAKIMHOYEHNE NPOBOAOB.
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MopaknioyeHMe BHELLHEro cYnTbiBaTens

KoHTponnep wmeer pgBa nopta dopmata Wiegand ans  nogknioyeHus
cuutbiBaTenerr. COBMECTHO C KOHTPOMNepoM MoryT pabotaTb pasnuyHble
cynTbIBaTENM.

Ha puc. 11 nokasaH npumep NOAKMYEHNS cunTbiBaTENEn
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Puc.11. MNoaknoveHne cuntbiBaTenen

CooTBeTCTBYME LBETA npoBoAoB:

. Genbiv - data 1

3eneHblni - data 0

CVHWI - BKItoyeHue By3epa

KOPUYHEBBLIV - BKITHOYEHME KPACHOro MHaukaTopa
OpaHXeBbIl - BKIIOYEHME 3eN1eHOro HanKaTopa
YepHbli - GND

KpacHbIn - +12 B

Mpyn wncnonb3oBaHMM cuYUTbIBATENEN pPas3NUYHbIX NPOU3BOAMTENEN LBeTa
npoBoAOB MOryT oTnmyatbcsi. COOTBETCTBME LBETOB MPOBOLAOB CMOTPUTE B
WHCTPYKLUMM NO 3KChyaTaumm Ha cunTbiBaTerb.

Tok noTpebrneHnst KaXaoro BHELHEro CYMTbIBaTens MOAKoYaeMoro K kKnemmam
"+12V" He pomkeH npesblwate 100MA. [Mpu nOAKMIOYEHUN K KOHTpoOmnepy
cuutbiBaTenen OonblIoW [danbHOCTU C Tokom noTpebneHnss Gonee 100 MA,
HanpsKeHne NUTaHUsa Ha HUX HeoOXoaMMO NofaBaTh OT OTAENbHOrO UCTOYHUKA.

MoakntoveHue wnencgos
KoHTponnep nveet BoceMb BXOAOB AMsl MOOKIIOYEHUS LINENEOB C KOHTPONEM Mo
TOKy. HasHayeHme kaxgoro u3 BXOAOB 3adaetcs npu  NporpaMMMpoBaHnM

KOHTponnepa. Bo3MOXHbI cnegywwme d)yHKLI,MVI Ana BXo4OB:

e [aTyvK NpoxoAa (ABEepHOMN KOHTaKT)

KHOMKa 3anpoca Ha BbIXOZ,

AaTyuk npoxoAa (ABEPHOMN KOHTAKT) + KHOMKa 3anpoca Ha BbIXOA,
cBoboaHbIn npoxop (A, B, A+B)

6nokuposka (A, B, A+B)

MOHUTOPUHI COCTOSHWS AaTumka (TPEBOXHbIA AaTuMK)
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Hwke onucaHo noaknoveHne BXOAOB pasnuuHbiX Tunos. [locne cbpoca
KOHTpoOMnmepa K 3aBOACKMM yCTaHOBKaM BCe LUnendbl He UMEDT HasHa4yeHus u He
KOHTponupytoTca. Bce wnendbl paboTaldT kak Ha 3aMblkaHue, Tak W Ha
pa3mblikaHue. icnonb3oBaHue Harpy3o4HbIX pe3ncTopoB 06s13aTenbHO.

HopmanbHoe coctosiHue wnenda — ot 1,4 kOm go 3kOwm, K.3. wnenda —
meHee 1,4 kKOm, pasphbiB Wwnendga — 6onee 3 kKOM.

KHonka 3anpoca npoxoga
KHomka 3anpoca npoxoga MpUMEHsieTcs B Cryyae, ecnv npoxof 4Yepe3 ABepb
KOHTPONMPYETCSH TOMbKO C OAHOW CTOPOHbl. OTKpbITME [BEPU MNPOMCXOAUT Mpu
Ha)XaTu1 1 OTMYCKaHUM KHOMKM 3anpoca npoxoaa.
Kpome Toro, kHomka 3ampoca npoxoda MOXeT WCMonb30BaTbCs Kak  KHOrMKa
OVCTaHLUMOHHOTO OTKPbITUS ABepu. Hanpumep, Ons OTKPbITUSE OBEPU BPYYHYHO,
CEeKpeTapem U 0XpaHHVKOM.

Ha puc. 12 nokasaH npvMep WCNOMNb30BaHUS MOAKMIOYEHUS  HOPMarnbHO
Pa30MKHYTbIX KHOMOK 3anpoca Ha Bbixo4 KOHTakToB Z1 n Z2.
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Puc.12. MNoaknioyeHre KHOMKW 3anpoca npoxoaa

an nporpaMmMmumnpoBaHnn Ha3Ha4YeHO COOTBETCTBUE!

e 71 -«kHOMKa 3anpoca npoxogda Touku npoxoda A
. Z2 - KkHOmMKa 3anpoca npoxoaa TouYku npoxoaa B

Wcnonb3oBaHne Ansi OTKPbITUS [ABEPU KHOMKM Ha 3NEKTPO3aMKe WMM KHOMKM
npomnycka Ha nynbTe TYpHUKETa NPUBOAUT K BO3HWMKHOBEHWUIO cOObITUS B3JTOM
OBEPW.

[Ansa npasunbHOU pabombl, npu npoepamMmuposaHuU HeobxoOumMo Ha3Ha4yumb
nooknoYeHHble winelichbl Kak winelighbl KHOMKU 3arnpoca rnpoxooa.
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Datumk npoxopa (0BepHOM KOHTAKT)

C nomoLbl0 [BEPHOTO KOHTaKkTa KOHTpoNnnep onpefenser CoCTosHWe [ABepu
(oTKpbITa/3aKpbiTa) WM MONOXEHWE poTopa TypHukeTa. B cnyyae oTcyTcTBust
[OBEPHOr0 KOHTakTa KOHTPOMNep He CMOXET OBHapyxuUTb HECaHKLMOHWPOBAHHBLIN
OOCTyn Unu crnyyan, korga OBepb YAEPKMBAETCH B OTKPLITOM COCTOSIHAWM CIIMLLKOM
00nro (NPOXo4 HECKOIbKUX YeSIoBEK Mo OAHOMY MPOMYCKy).

Ha puc. 13 noka3aH npumep MCMonb30BaHUS MOAKMIOYEHUSI ABEPHbIX KOHTaKTOB
(HopManbHO 3aKpbITbIX) BXOAOB Z3 1 Z4:
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Puc.13. MNogkntoyeHne ABEPHOro KOHTaKTa

l'lpM nporpaMmMmupoBaHnn Ha3Ha4eHO COOTBETCTBUE!

. Z3 - 4BEPHON KOHTAKT TOYKM npoxogda A
. Z4 - nBepHOW KOHTaKT TOYKM npoxoda B

[Bepb, ynpaBnsemytd CUCTEMOW KOHTPOMNS AOCTyna, peKkoMeHOyeTcs
obopyaoBaTtb 4OBOOAYMKOM.

Adna npaeunbHoU pabombi 08epHO20 KOHMakma, rnpu pogpamMmupo8aHuU
Heobxo0umMo HasHa4yumb OOK/MOYEHHbIe winelipbl Kak — wnelihbl  08EPHO20
KOHMmMaxkma.

KoHTponnep moxeT paboTtatb 6e3 Ha3HauyeHuss OBEepHOro KoHTakTa. B Takom
cnyyae, nocne nogHeceHWss wuaeHTudukatopa W npegocTaBneHus  JocTtyna,
reHepupyetcs cobbitve "lMpoxoad cocTosancs”, KOHTponnep nogaeT oTnupakowumin
MMMNyNbC Ha 3aMOK, U OTCYUUTLIBAETCHA BPEMS NMpoxoaa.
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KoM6GuHMpoBaHHbIN wWinend — KHOMKa 3anpoca Ha BbIXOA4 M AaTyuMK npoxofa (ABepHoWM
KOHTAaKT)
Bxoabl KOHTpoOnnepa MOXHO HacTpouTb Afsi OAHOBPEMEHHOrO UCNOMb30BaHWSA ANs
KHOMKW 3anpoca Ha BbIXOA4 W Afs OBEPHOro KoHTakTa. [py TakoM Mcnosib3oBaHum
pa3pbiB Wrenda 03Ha4YaeT HapyLLleHne OBEPHOro KOHTakTa, a 3akopoTka — HaxaTtue
KHOMKW 3anpoca Ha BbIXOA.

Ha puc. 14 nokasaH npuMep WCMOSb30BaHWUSA MOAKMIOMEHUS KOMOGUHMPOBAHHbIX
wnendos k Bxogam Z5 n Z6:
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Puc.14. MNogknioveHne KOMOMHMPOBAHHOIO LWinenda

Mpu nporpammMmnpoBaHUN Ha3HAYEHO COOTBETCTBUE:
e Z5 - KOMGMHMPOBaHHbIN ABEPHOI KOHTAKT M KHOMKa 3anpoca NpoXoAa TOUKU

npoxoga A
e 76 - KOMOMHMPOBAHHbLIV OBEPHOWN KOHTAKT M KHOMKa 3anpoca npoxoda TOYKU
npoxopa B
Jlrobol u3z 8 exo0oe8 Moxem Obimb HasHa4eH Kak KOMOUHUPOBaHHbIU, ons

obcnyxusaHusi 08epHO20 KOHMaKma U KHOMKU 3arnpoca Ha 8b1X00

WHTerpaums ¢ oxpaHHO-MOXapHOW cUrHanusaumen
Brarogaps Hanuuuio  WneitpoB,  3anporpaMMmUpoBaHHbIX kak CBOBOHbLIN
MPOXOO n BNOKNPOBKA, koHTponnep MNOSNHOLEHHO WHTErpupyeTcsi B CUCTEMY
OXpaHHO-NoXapHow curHanusaumm (cMm. Puc 15).
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Ona  coBmecTHOM paboTbl C  MNOXapHOW  curHanusauuern  Heobxoaumo
3anporpammMmupoBaTh nobon u3 wnendos Ha TMn "CBobogHbii npoxod”. K atomy
Wwnendy MoxeT OblTb MNOAKMHYEH HEMNOCPEACTBEHHO MOXaPHbLIN LWNend munu Bbixos
noxapHoro [MK. TMpu BKNOYEHWM MNOXapHOM TPEBOrM HapyliaetTcsa wnend
KOHTpornnepa, Ha3HadeHHbIn kak "CBoboaHbIi nMpoxoa", Bce ABepu, ynpaensiemble
KOHTPONMepoM, aBTOMaTU4eCcKn pasbrokuMpyrloTcsa M nepcoHan MoxeT cBobodHo
MOKMHYTb 30HY MNoXxapa.
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Puc.15. MogkntoyeHmne wnendos 6okMpoBKn 1 cBOOGOAHOrO npoxoaa

Mpu nporpammmnpoBaHMn Ha3Ha4YeHO COOTBETCTBUE:
e 77 - "Bnokuposka A+B"

. Z8 - "CobogHbin npoxod A+B"
"BrIOKUpPOBKY" MOXHO Ha3Ha4yumbe Ha moyku rpoxoda A, B u A+B
"C80600HbIl NMpox00" MOXHO HasHa4YuUmMb Ha MoY4Ku rpoxoda A, B u A+B
3onbi ¢ munom Bnokupoeka u Ce80600HbIl Npoxod cpabambieatom u Ha K3 u Ha
Obpnbis.

[na coBmecTHOM paboTbl C OXpaHHOW CuUrHanusaumen HeobxoAMMoO 3anporpaMMuMpoBaThb
nobon u3 wnenco Ha Tvn "Brnokuposka”. K aTtomy wnendy MoxeT ObiTb MoakmoyeH
HENoCpeaCTBEHHO TPEBOXHbLIA LWNend wunu Bbixod oxpaHHoro [MK. TMpu cpaboTtke
OXPaHHOro JaTyvKa Uy BKIKOYEHUM OXPaHHOW TPEBOMM HapyluaeTcs wwnend KoHTponnepa,
HasHayeHHbI kak "BbrokupoBka", W BCe [OBepw, ynpaBnsemble KOHTPOSepoMm,
aBTomaTtuyeckn 6OnokvpytoTca. [pyu 3aTom JoCcTyn B OxpaHsemble nomelleHusa Oyger
npefocTaBnATbLCA TONbKo cnyxbe 6esonacHoCTy.

UcnonHuTtenbHbIe YyCTPONCTBA
[ns ynpaBneHust MCMONHUTENbHLIMKM YCTPOMUCTBAMU KOHTPOSSIEP WMMEET 4YeTblpe
pere. C MOMOLLbIO BbIXOZOB KOHTPONSEP MOXET YNpaBnsTb SNEKTPO3aMKOM WM
3allernkon, ynpaBnaTb paboTon wnarbayma, TYPHUKETA, WM BKMKYaTb Apyroe
AononHuTenbHoe obopyaoBaHue.
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Pene 1 n 2 nmetoT HopManbHO 3aMKHYTble U HOPMarnbHO Pa30MKHYTble KOHTAaKTbI.
KoHTakTbl pene no3BonsitoT ynpaBnsTb UCMOMHUTENbHBIMU MEXaHU3MaMu C TOKOM
notpebnenns oo 1A npu HanpsixeHun 24 B.

He AonyckaeTca npumMmeHeHune AOnodoB Mpu NOAKMHYEHUU UCNONMHUTENbHbIX
MeXaHU3MOB K 3J1IEKTPOCETU NepeMeHHOro Toka.

Bbibpocbl vnu  npoBanbl  HAMPSXKEHWS  MUTaAHUS NPU  OOHOBPEMEHHOM
BKIMIOYEHNMN-BBIKIIOYEHUN  BCEX MUCMOSHUTENbHBLIX YCTPOWCTB HE  LOSHKHbI
npuBoauTb K c6osm B paboTe KoHTponnepa. B npotuBHoM cnyyae Heo6xoaumo
NOAKIYUTL A5 NUTaHWUS UCMOMHUTESNbHBLIX YCTPOMUCTB OTAEMbHbIA UCTOYHUK
nUTaHus.

AneKTpo3aMKu
Hanunyne HopmarnbHO 3aKpbITbIX M HOPMarbHO OTKPbITbIX perneriHbiX KOHTAKTOB, a
Takke BO3MOXHOCTb MPOrpaMMMpPOBaHNS BpeMeHn cpabaTbiBaHWs 3aMKa B LLUMPOKMX
npegenax (o 1 p[go 255 cekyHd) nNO3BOMSIET KOHTPONMepy ynpaensaTb
3MeKkTpo3amMkamu 1 3aLlenikamv npaktTnyecku noboro Tuna.
OcobbiM criydaem siBnsietcs Bpemsi, pasHoe 0. B aTom cnyvae Ha pene nopaetcs
nmnynec gnutensHocTbio 200 ms.
Ha pwuc. 16 nokasaH npvmep MOOKMOMEHUS UCMOMHUTENbHBIX YCTPOWCTB, NepBoe
OTKPbIBAETCA Nofayveii HanpspKeHus, BTOPoe - CHATUEM.
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Puc.16. MNoaknioyeHre 3aMmkoB npu ncnosnb3oBaHMM BHELWLHEro UCTOYHMKa NUTaHnA

an MCcnonb3oBaHUM KOHTAakToOB pene ana BKITIOYEHUS/BBIKIMIOYEHNSA TOKa vyepes
MHOYKTUBHYKO Harpysky, Hanpumep, npu ynpasJieHUUN 3NEKTPOMarHUTHbIM 3aMKOM,
BO3HUKAKOT 3NneKkTpnuveckne nmMnyrnbCbl 6onbLuomn aMmnnnTyabl. Onsa npegoTepalleHnda
BbiIXoA4a W3 CTpPOA KOHTakToB perne Heobxooumo WYHTMpOBaTb UHAOYKTUBHYHO
Harpys3ky Aunoaom, BKIMOYEeHHbIM BCTPEYHO HANPAXEHUIO MUTAaHNA KaTyLLUKWU.

CrefyeT yu4nTbiBaTb, YTO HEOOPOrMe 3reKTPOMarHUTHbIe 3alleriku He [AOoMycKalT
ONUTenbHY0 nogady HanpsbkeHusi. [ns Takux 3allernok criegyeT nporpaMMupoBaTh
BpeMs pene Takum, 4Tobbl He AONYCTUTL NEPErpeB KaTyLUKU 3aLLerku.

Ans  npasunbHol pabombel 3aMKos, [Mpu  MpospamMMuposaHuu  Heobxodumo
Ha3Hayump MoOKItoYeHHbIe pereliHble 8biX00bl KaK 8bIX00bl 3aMKO8.

CUpeHbI 1 3BOHKM
OneKTpo3BOHKN (CM. Puc. 17) aBnsoTCS ANA UCTOMHMKA HaNPSDKEHUS MHOYKTUBHOWN
Harpy3Kkon, npy NOAKMHYEHUN 3BOHKA K UCTOYHUKY MOCTOSIHHOTO Toka HeobxoaMmo
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ncnomnb3oBaHWe 3aluMTHOro Auoga (CMOTpu npedynpexaeHne o6 MHAOYKTUBHOW
Harpyske).
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Puc.17. MogkntoyeHne aneKTpo3BOHKOB

[Mpn NoaknYeHUN CUpeHbl U3YYUTEe WHCTPYKLUMIO MONb30BaHUS CUpeHon. Tok
notpebneHuns cmpeHbl He JormkeH ObITb Gonee 1 A.

Mpy wncnonb3oBaHMM HecTaHAAPTHbLIX WCMOMHUTENbHBIX YCTPOMCTB (MarHWTHblE
nyckatenu, TYpHUKETbl U T.4.) PEKOMEHAYETCSA 3a KOHCYNbTauMen Mo MOAKMHYEHMIO
0bpaTUTLCSs K CBOEMY NOCTaBLUMKY 060pyaoBaHUS.

Ons npaBunbHOM paboTbl CUPEHbl, MNpPU MNPOrpaMMMPOBaHUM  HEOBXOAUMO
Ha3Ha4YMTb NOAKMOYEHHBIN PenenHbIi BbIXOA, KaK BbIXOA, CUPeHb (TPEBOMM U T. A4.).

KomMmyHuKauma

Ona cBasm c cepsepom CKY[L koHTpornep PW-400 moxeT wucnonb3oBaTb
NMPOBOAHYIO KOMMBIOTEPHYIO CETb.
HacTtpoiika npubopa BO3MOXHa C MNOMOLLbIO aBTOKOHMrypauum nnm spyyHyto ¢ MK
¢ nomouypsto MO "KoHdurypaTop".

[Mpwn cooTBeTCTBYIOLLEN HACTpOViKe obecnednBaeTcs:

e  Ha3HayeHue cTaTuyeckoro wnuM pauHammyeckoro (DHCP) IP  agpeca
YCTPOWNCTBY;

e pabota ¢ IP wnu DNS (OOMEHHbIM MMEHEM KoMMblOTepa) aapecoMm
cepsepa CKY[;

e Paborta uyepes ceTb VIHTepHeT (obcnyxmBaHue yaaneHHbIXx unmnanos) ¢
BO3MOXHOCTbIO pe3epBMpOBaHUsi nyTei B MHTepHeT u4epe3 BTOpoON
MapLupyTu3aTop (poyTep);

KoHTponnep pabotaeT B aBTOMaTU4YECKOM pEXUME - MOCMe 3arpyskv AaHHbIX C
cepBepa BbINOMHSAET OTpaboOTKy npaBun  gocTyna Ans  NPeabsBrsieMblX
NOEHTU(PUKATOPOB 1 OTMNpaBNsieT U3BELLEHWS 06 3TOM Ha cepBep.

KommyHukaTop koHTponrnepa paboTaeT B pexume HoTudMKauuum, TO eCTb Mnpu
Hanmuum cobbITs (Npoxoa, HapyLueHne 30Hbl) MHULMUPYETCS nepefada AaHHbIX Ha
cepsep CKY[.

Mpn paboTe B KOMMNbIOTEPHOW CeTW KOHTponmnep obecneumBaeT 3almTy OT
HeCaHKLMOHUPOBAHHOMO BMeLlaTenbCcTBa 6naropaps KpMNTOCTOMKOCTM
(wundpoBaHne naketa [AaHHbIX C  MCMONb3oBaHMEM 256-OMTHOro kno4va) u
UMUTOCTONKOCTUN (KOHTPOSb YHWKANbHOrO CEPUMMHOrO HoMepa yCTPOMCTBA), a Takke
KOHTPOMIO KaHana CBA3W MOCPeACTBOM MEePUOONYECKMX TECTOBbIX CWUrHamoB OT
yCTpONCTBA.
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NMpoBogHasa komnbloTepHas ceTb (Ethernet)
WHTepderic Ethernet ncnonbayetcs ana ob6beaMHeHUs KOMMNOHEHTOB cucTembl (MK

M KOHTPOMNepoB)

B ceTb. [OnuHa «kabena Ethernet 6e3 wucnonb3oBaHus

JononHuTensHoro obopyaoBaHus MoxeT cocTaenaTe Ao 100 meTpoB, npu 3TOM
obecneynBaeTcs CKOPOCTb Nepeaayn aaHHbIx 4o 100MéuT/c.

Ha pwuc. 18 nokasaHbl npuMepbl NogkntoveHnst kadens Ethernet.

KoHHekTop 1

| KoHHekTOp 2 1id i EETI

Mpsimon 0GXMM, NOAKMIOYEHNE K CBUTHY UMK poyTepy |

THETE
1. 6eno-xenTbli 1. 6eno-xenTbli I I I ;
2. XenTbl 2. XenTbln s é priraT
3. 6eno-3eneHbli 3. 6eno-3eneHsbli J| || |I Il Il II
4. cnHun 4. cyHun 1 11 |
5. 6eno-cuHumn 5. 6eno-cuHuin J‘ I‘ II I‘ I‘ I|
6. 3eneHbIn 6. 3eneHbIn
7. 6eno-kopu4HeBbIN 7. 6eno-kopu4HeBbIN
8. Kopu4HeBbIN 8. Kopu4HeBbIN

OGpaTHbIN 06:XKMM, NOAKIIOYEHUE K KOMNbIOTEPY [EREPTEE t2aafrte

1. 6eno-xenTbi 1. 6eno-3eneHbii |

2. XenThbiii 2. 3eneHbilit '“I 'jl E 'i !r I!
3. 6eno-3enexbin 3. 6eno-xenTbin |:||1| E iimuamni
4. cuhmit 4. cuhmin |]|| 1 [§Es! |1 || ||
5. 6eno-cuHumn 5. 6eno-cuHuin

6. 3eneHbIn 6. XenTbin i il
7. 6eno-kopu4HeBbIN 7. 6eno-kopu4HeBbIN |||| | I| I I|
8. KOpUYHEBBIV 8. KOpUYHEBBIV

Puc.18. MNogknioyeHne
kabens Ethernet

Mpw HacTporke Ethernet kommyHukaTOpa KOHTpoONnepa cregyeT BbINOMHUTL:
e  PaspelueHune ucnomnb3oBaHns koMMmyHvkatopa Ethernet
e  HacTpoliky ceTeBbIXx NapaMeTpoB KOHTposnnepa (npu ucnons3osanun DHCP —
He 3apaloTcs):

(o}
o}
[0}

IP agpec

Macka noacetu

IP agpec wnto3a (poytepa) nHTepHeT 1(HeobsA3aTenbHO B FIOKanbHOM
ceTn)

IP agpec wnio3a (poyTepa) B UHTEPHET 2 (Heobs3aTenbHO)

IP appec DNS cepBepa 1 (ecnu ncnonb3yeTcs nepegada AaHHbIX Ha
[OMEHHOE UMS)
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o

IP agpec DNS cepBepa 2 (Heobsi3aTenbHO, €Cnu MCMNOMb3yeTcsi
nepegaya AaHHbIX Ha JOMEHHOE NMS)

e HacTpoiiky KOMMyHMKaLMM C CEPBEPOM:

o

[0}
[0}
[0}

IP nnn DNS agpec cepsepa 1

IP unu DNS agpec cepsepa 2 (agpec PW-A)

MopTbl gocTyna (MOPT YTEHMS 1M NOPT 3anucu)

YacToTa npoBepky kaHana cBsA3u (OTMpaBKM TECTOBOrO curHana)

Mopsanok nporpaMMUMpoBaHUst KOHTponnepa

MporpammHoe OenctBus
obecne4yeHue
1. Onpegenenve pexuma paboTbl KOHTpOMEpa: aBTOHOMHbIV
mnu B coctase CKY/[]
no 2. HacTtpoika HavanbHbIX MapameTpoB, @ WMEHHO CeTeBblX
"KoHcpurypatop" HaCcTpOeK KoHTponnepa:
a. Hactponkn cepsepa: IP agpec unu DNS wumsa
Yepes nopt USB cepBepa, NopThl 4OCTYNa (MOPT YTEHWUSI, MOPT 3anuncu)
MyHkT d npn Hannumm DHCP (anHamuyecknx agpecos)
B CETU HE HYXXHO BbINOMNHATb
b. HacTtpoviku yctponictBa: IP agpec ycTponctea B
KOMMblOTEPHOW ceTu, Macka noacetn, [P DNS
cepBsepa, w3 B HTepHeT
no cKya 3. TMogkntoyeHne u peructpaumst yctporctea B MO CKY[ (cwm.
pykoBoacTso no CKY[])
4. Hactpoiika ycTponcTaa ¢ nomouybto MO CKY[
a. Hacrtporika pBepen: OQHOCTOPOHHME OBEPU UIN
ABYCTOPOHHSS aBepb, pexum paboTbl
antipassback,
Bpems BBoAa PIN koaa (unu oTknioyeH)
b. Hactpovika Touek npoxoga: Ne cuutbiBaTens, Bpems
npoxopa, npusHakm "HeTt Tpesoru npu Banome", "Het
TPeBOrun, ecnu OTKPbITO CAULLIKOM Jonro”
c. Hactpoika cumTbiBaTenemn: Tmn cumTbiBaTens 26 nnm
42 BUTHBIN
d. HacTtpoika BXOOOB KOHTpomnmnepa: TWM peakuum u
TOuKa npoxoda (Hanpumep, AaTyMK Mpoxoda, Todka
npoxoga A u B; cBo6GoaHbIN Npoxod, Toyka npoxoga
B).
e. Hactporika BbIXOA0B KOHTponnepa: ™n
ucrnonb3oBaHus (3amoK, cupeHa W T.4.), Pexum
paboTbl, ANMUTENLHOCTE UMNYMbCa (eCny OOCTYNeH B
OaHHOM pexuMme), Todka npoxoda, ynpasnsiowas
AaHHbIM BbIXOAOM.
5. CpegctBamn CKY[l cosgaeTcsa cnucok nosnb3oBatenen c
HabopoM  MOEHTUMUKATOPOB U UX  OOMNONHUTENbHBIX
napameTpoB,  pacnucaHui  npaswn npoxoga  4epes
onpegerneHHble ToYkKn npoxoaa (cm. pykosoacTteo no CKY[)
6. [Mocne dopmupoBaHus n 3arpyskun koHdurypaumm ns NO CKy[
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CepBuUcHoe obcnyxuBaHue

Copoc B 3aBoACKME YCTaHOBKMU
[na Bo3BpaTa KOHTponfepa K 3aBOACKMM YCTaHOBKaM criegyeT BbIMONHUTb

cnepylowie OencTBUS:

1. OrtkpowiTe kopnyc koHTponnepa (Hapywbte TMP)

2. 0O6GecTo4ybTe KOHTpONNEep

3. YcrtaHoBute nepemblyky FACT

4. TlopanTe nuTaHne

5. TMMopoxaute 40-50 cekyHn (MM, ecnu  MOAKMKOYEHbl  CYUTbIBATENM,
OOXONTEChb LIECTN KOPOTKUX CUrHamoB, CUrHanmu3upyloLwwmx o6 ycneHoMm
cbpoce koHTponnepa)

6. Ob6ecToubTe KOHTPONNEP

7. ChHumute nepembluky FACT,  3akponTe  KOprnyc  KOHTposnnepa

(BocctaHoBuTe TMP)

Mepexoa B peXum nporpaMmMuUpoBaHust
[ns nepeBoda KOHTpoOMnepa B PeXUM NPOrpaMMUpPOBaHKS BbIMOHUTE CrieayoLlme
nencTeus:

1.
2.

He Bbikno4as nuTaHus, OTKpowTe Kopnyc kKoHTponnepa (HapywbTte TMP)
Mogkntounte k pasbemy USB kabenb 1 BbINOMHUTE HACTPOWKy npubopa ¢
NMOMOLLbI0 NporpaMmHoro obecneyeHust "KoHdurypatop”

3ameHa MuKponporpaMmmbl ycTpomMcTBa

1.

2.
3.
4

OTKpoWiTe Kopnyc KoHTponsepa (Hapywbte TMP)

ObecTo4bTe KOHTpOMnep

YctaHoBute nepemblyky FACT

Mogkniounte USB kabenb cHayana K KOMMblOTEpy, a 3aTeM — K
KOHTponnepy

C nomoulbio cneumansHoro nporpammHoro obecrneyveHunst BbINONHUTE
3aMeHy MUKpOMNporpaMmbl KOHTpornepa

Mocne 3arpy3km MO B koHTpornep OBASATEJIbHO nogoxgute 15-20
CekyHn (Mnu, ecnu MOAKMYEHbl CUMTbIBATENW, [OXAUTECH LUECTM
KOPOTKMX CUrHarnos, CUTHanMU3npYyLWMX O KOPPEKTHOW 3arpyske
MWKpPOMPOrpaMmbil).

BHuumanue!!! 3arpyska mukponporpaMmmbl ByoeT paspelleHa TOMbKo B TeYEHUU
nepsbix 10 cekyHA nocrne 3anycka KoHTponsepa.

3aBopackue HaCTPOMKKU

KommyHukaTtop

DHCP BkmtouéH (He yctaHoBneH IP koHTponepa), agpeca cepsepa CKY[ He

yKa3zaHsbl

Bxopabi (wnendbi)
Z1 — Z8 — OTKINIOYEHbI

Bbixoabl

Pene 1-4 - oTKIHO4EHBI

CuutbiBaTenu

Wiegand 42bit
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TexHunuyeckoe o6CcnyKuBaHue U PeMOHT
[apaHTMMHOE W nocrnerapaHTMnHOe obcnyxuBaHue KoHTponnepos PW-400
BbINOMHAETCS NUUaMM UNM OpraHn3aumsiMu, NosyuYMBLUMMM Ha 3TO MOMHOMOYMUSI OT
NPOU3BOANTENS.

XpaHeHue

Mpnbopbl AomkHbI XpaHuTbes B ycnosusax 2 FOCT 15150 npu oTcyTcTBMM B BO3dyxe
KMCINOTHbIX, LLENOYHbIX 1 APYTMX aKTUBHbIX MPUMECEN.

® XpaHeHwue npubopoB 6e3 Tapbl He AOMyCcKaeTCs.
® XpaHeHue 3anakoBaHHbIX B MHAVMBUAYANbHYIO UMW TPaHCMOPTHYIO Tapy nNpubopoB Ha
ckrnagax [ornyckaeTcsl npu yknagke B WTabenb 6e3 Npoknagok Mexay HUMMW.
KonnyectBo psgoB B Lwtabene — He 6onblue WeCTu.
® CpoK xpaHeHus NpnbopoB — He Bonee LecTn MecsiLeB C MOMEHTA U3rOTOBIIEHUSI.
® B cknapckux noMelleHnsx AomkHbI ObITb obecneyeHbl TemnepaTypa Bo3adyxa oT 5 o
50 °C, oTHocuTenbHas BnaxHocTb A0 80 %, OTCyTCTBME B BO3AyXEe KWUCMOTHbIX U
LLIeNIOYHbIX U APYTUX aKTUBHbBIX MPUMEeCcen.
TpchnOpTMPOBaHMe
®  YnakoBaHHble Npubopbl gonyckaeTcs TpaHcnopTupoBaTh B ycroBusix 5 TOCT 15150
B AuanasoHe Temnepatyp oT MuHyc 50 go nmoc 50 °C, npu 3awmTte OT NpsMOro
OencTBuUs aTMocepHbIX 0CaKoB U MEXaHUYECKMX NOBPEXAEHUN.
®  YnakoBaHHble B WHAMBUAYyalbHYHD WM TPaHCMOPTHY Tapy npubopbl MoryT
TpaHCnopTUpoBaTbCSA BCEMW BMOAMW 3aKPbITbIX TPAHCMOPTHLIX CpPeacTB B
COOTBETCTBUM CO CreAyrLWUMN JOKYMEHTaMW:
® 'lpaBuna nepeBO30K rPy30B aBTOMOOWIMbHbIM  TpaHcnopToMm" 2 wu3g.,, M,
"TpaHcnopTt", 1983
®  "lpaBuna nepeBo3ku rpy3os”, M., "TpaHcnopt", 1983
®  "TexHuuyeckue ycnoBusi Norpysku u kpennexus rpysos”, M., "TpaHcnopt", 1990
MapkupoBka

Ha npubope HaHeceHa MapKMpoBKa, coaepxallas:

®  Ha3BaHWe NpeanpusTUS UM TOBapHbIN 3HAK NPOU3BOAUTENS;

®  HasBaHwe, yCroBHOE 0603HaYEHNE U BAPUAHT UCMONHEHNS;

®  MOpPsIAKOBbLIA HOMED;

®  BuUA NUTaHUS;

®  HOMMVHarbHOE HamnpsKeHWEe CETU 3MEKTPONUTaHNS;

®  HOMMHarnbHY YacTOTy CETU SMEKTPONUTaHUS;

®  ob603Ha4yeHue coeanHuTenen;

®  0603HaYeHUe KNeMMbl 3a3eMIEHNS;

® "3BHak cooTtBeTCcTBMA" — AN npubopoB, MMetlownx  cepTudmkat
COOTBETCTBUS.

Ha VIH,EI,I/IBVI,EI,yaJ'IbHOVI Tape HakneeHa 3TMKeTKa, Ha KOTOpou 0603HaYeHbI:

° TOBapHbIV 3HaK NPoM3BOAUTENS;
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®  HasBaHuWe M ycrioBHoe 0603HaveHne npnbopa;
®  macca npubopa;
®  faTa U3roTOBMEHUs.
Ha TpaHcnopTHOW Tape HaHeceHa MapkupoBKa:
®  TOBapHbIN 3HaK NPOM3BOANTENS;
®  HasBaHue 1 ycrioBHoe 0603HadYeHne npubopa;
®  MaHunynsauuoHHble 3Haku 1, 3, 5, 11, 19 no FOCT 14192.

YnakoBka
[Mpubopbl ynakoBaHbl B MHAUBMAYamNbHYO Tapy.
YnakoBka npubopoB obecrneynBaeT HEBO3MOXHOCTb AOCTyna K HUM 6e3 noBpexaeHus
Tapbl. YNakoBaHHble B WHAOVBMAYanbHYH Tapy npubopbl ynakoBaHbl B TPaHCMOPTHYHO
Tapy.
B kaxabln KAPTOHHbIV UMW OEePEBAHHbBIN ALK BNOXEH YNAKOBOYHbIA JTUCT.
Ha swmkax HaHeceHbl HaANMCKU B COOTBETCTBUM C M. "MapkupoBka" AaHHOrO OOKYMEHTa.
Hagnvcm HaneyaTtaHbl TUNOrpadCkMM METOAOM UMM HAHECEHbI CTOMKON KPaCKOW.
B TpaHCnopTHYto Tapy BNOXEH YNakoBOYHbIN NIUCT, KOTOPbIA COAEPXKNT:

®  KONMYECTBO yNakoBaHHbIX MPUGOPOB;
®  HasBaHWe 1 yCroBHOe 0603HayYeHVe NpMBopoB.;
®  (hamMunuIo ynakoBLLMKa.

MapaHTMiHbIEe obsA3aTenbLCTBaA

[MponsBoauTens rapaHTMpyeT cooTBeTcTBME koHTponnepa PW-400 onncaHHbIM B AaHHOM
MHCTPYKUMN MNapameTpam B TEYEHWe rapaHTUAHOTO CpoKa XpaHeHWsl U rapaHTUNHOro
Cpoka aKcniyaTauuu Mpu  BbINOMHEHWU  YCMOBUIA XpaHeHUs U1 aKcnnyaTauuu,
YCTaHOBIEHHbIX AaHHbIM PYKOBOACTBOM MO 3KCMryaTaLuu.

["apaHTUIAHbIN CPOK XpaHeHNs1 — 6 MecsLEeB CO AHSA U3rOTOBMEHUS.

[apaHTuUiHBIN CPOK akcnnyaTauunm — 18 mecsueB ¢ MOMEHTa BBEAEHNS B aKCMyaTaumio.
MoctaBky npubopoB, oby4eHVWe nepcoHana, MOHTaX, MyCKO-HanadouYHble paboTbl K
rapaHTuiiHoe obcnyxuaHne koHTponnepa PW-400 npou3BoaMT W3rOoTOBUTENb UMK
opraHu3aumu, NonyYuBLLNE COOTBETCTBYIOLLME NOMHOMOYKS OT U3rOTOBUTENS.

Mpy BbisBNEHUM pedekTa, BO3HWKLIETO MO BUHE W3rOTOBUTENS, BbILLEYNOMSHYTbIE
opraHusaumn obecneumBalT €ro ycTpaHeHue B TeyeHne 14 [Hel C MOMeHTa
NocTynneHus coobLueHus.

B cnyyae npoBefeHust nycko-HanadouvHblX paboT opraHu3auuen, He UMeloLlen
NMONHOMOYMIA  U3rOTOBWUTENSI Ha npoBegeHue 3tTux pabor, noTpebuTtenb nuwaetcs
rapaHTUMHOro obcnyxxmBaHus.

[apaHTUIAHBI PEMOHT He NPOM3BOAMTCS, €CN U3AENWE BbILLIIO U3 CTPOS B Cryvae:

®  HenpaBWJIbHOIO NOAKMHOYEHUS,
®  HecobnoaeHusa TpeboBaHWA JAHHOIO PYKOBOACTBA,
®  MEXaHWYecKuUX NMoBPEXOEHWIA,

L CTUXMIHOro 6eAcTBUS.
®dupma-n3rotoBuTENb MMEET NpaBO BHOCWUTL B KOHCTPYKUMIO n3genna MU3MeHeHusa, He
BNuAOLME Ha OCHOBHbIE TEXHUYECKNE XapaKTEPUCTUKU U HAAEXHOCTb usgenuva.
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