@) optimus

Kparkoe pykoBoACTBO MOJIb30BATEJIA

nas [P kamep IKoHOM cepuu.



www.optimus-cctv.ru

OriiaB/1eHue

OCOOEHHOCTH YCTPOMCTBA: ...cevveuvinriieeurentenneeieetetesieeatesesre et esnesesreeseesnesnesneennenns 3

1. BBemeHHE: THTEPQDEHC. ... eeuveneeeieeieiesieetieteie sttt st 4
1.1 Koprryca [P-E KAMEP ..c..coveiriiriiiiiiiieieeee ettt 4
IP-EXXX(X)XX . teetteteeteiesieeitetesie sttt e et sttt st st testeste st etensesaeeneeneas 4
1.2 VTHTEPMEHC KAOCTISL. ....c.veeveeveeneeteeeeentetenteeeeentestesteeneenteseesseeneeneensesseeneennens 4
1.3 MHCTPYKIMA K (PYHKIHAAM HHTEPPEHCA....eevenveeeeeeeneeeereeeneeieneeseeeneenens 4

2. PABOTA COTH ..ottt ettt ettt sttt st sttt saeeeateeas 5
2.1 IoaxmodeHUE [E-OPAYZEPA ....coverueirieiiirieiieeie et 5
2.2 PaB0Ta B IE OPAYBEPC....eveeueeuieieriieiieienieeieeeete sttt see st eeneeseeeneeneas 8
2.3 KIIMEHTCKOE TMPOrPAMMHOE OOCCIIEUCHHE «.....vvenveerreeeeereereserenseanseenns 11
2.4 Kontpons yctpoiicrBa npu nomomy WAN ("oOmauHslid" cepsep) ....... 15
2.5. HabmomeHue npy MOMOIIH MOOHIBHOTO TEMCHOHA. .....veevreerereanennse 20

R0 1021117 (S0:70) 110701625 USSP 29
3.1 Bompockr o YCTaHOBKE IE activeX. ......ooeeiiiiiniieieieieeieieeeeeen 29

3.2 Tlepemeratomyecss OOBEKTbl CO3JAIOT TEHb IPU MPOCMOTPE B

PEATTBHOM BPEMEHU .....eeeeuurieeenuneieeanuneeeeanueeeesnseeessanseeesasseessnseeesssseessssneees 33
3.3 [TocrostaHOE nepeximoueHrne MK-QHITBTPa ...o.voveeeieiiiieiieieieicee, 33
3.4 OOHOBIICHUE TIPOIIIHBKH. ........eeeureenreesseenseeaseeensseesnseessessssesssseesssenns 33
3.5 YCTPOMCTBO HE TOMKITFOUACTCS ... veeuvveeereernreeansreesreennseesseesssesssssesnseennns 33

3.6 Bxom Ha "oOmauHbli" cepBep OCYLIECTBIEH, HO BHJEOCUTHAI

OTCYTCTBYET . ...c.uviuriiurientienrieteeteeteesueesseesseesae e st e st esaeesaeesaeesaee s e e s e e s e esaeesais 34


http://www.optimus-cctv.ru/

www.optimus-cctv.ru

Oco0eHHOCTH yCTPOHCTBA:

91

1. HamexxHOCTh M COBMECTUMOCTH

2. CoBpeMeHHBIN CTaHIapT cxkatus qaHHbix H.264/H.265
3.
4

HuzkockopocTHOM MOTOK 1 BEICOKOE pa3pelieHre BUICO

. [Tonneprxka HeckobkuX cepBepoB, IP anpecos, DDNS, "o6ma4ynbrx"

TEXHOJIOTUH

. [lonnepsxka ABOMTHOTO MOTOKA TaHHBIX

. [ogeprxka ynajaeHHoro HabIroeHHUS Ha Oa3e onepalMoHHbIX crcteM iPhone,

Windows Mobile, BlackBerry, Symbian, Android.

. [lomneprkka Bcex tumoB Opaysepos: IE, Chrome, Firefox u Safari

. Mognepxka ONVIF (Bepcus 2.0 u BbIe).
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1. BBenenue: Unrepdeiic

1.1 Kopnyca IP-E kamep
IP-EXXX(X)XX

Puc. 1.1 Kopnyca IP xamep

1.2 UaTepdeiic kadbens

pa3bEeM IMMUTAHUA

o
: RJ-45

1.3 UHCTpYKIMH K PyHKIMAM UHTepPeiica
PaspeM muranua nocrosgHHbli  Tok  12B.  HenpaBuiabHo
BBIOPAHHBIIT MCTOYHMK THTAHHSI MOXET TNPHBECTH K

MOBPEKICHUIO YCTPOICTBA.
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2. Pabora cetn

2.1 Nogxmoyenue IE-6pay3epa
e Hcnonp3yiiTe KOPPEKTHBINM UCTOYHUK MTATAHUSA.

e Jlocne 3arpy3ku MHOAKJIIOUUTE YCTPOHCTBO K KOMMYTATopy WU

MapHIpyTH3aToOPy, CM. H300paskeHHE HUXKE.
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Puc. 2.1 Ctpykrypa cetn
e Y0enurech, uto IP aapec ycTpoiicTBa B TO ke JIOKAJIHHOU CETH,

4TO U poytep, IP anpec no ymonuanuro 192.168.1.10

® IIJ'ISI N3MCHCHH CETCBBIX HACTPOCK KaMCPbI BaM HYXXHO

ycTaHoBuTh «Device Manager», mporpaMmMa HaXOJUTCS Ha caiTe
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e 3amyctute Device Manager, Haxkmute "IP Search". Ha skpane
Oynyt oTtoOpakeHpl HaiifeHHBIe 1O [P ampecam ycrpoiicTBa, CM.

u300paKeHnEe HIKE.
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Puc. 2.2 Kondurypamwus IP

e Bribepute ycrpoiicTBo st koHburypanuu IP, cM. n3obpaxeHue

HIKe. J{71s mpuMeHeHns HacTpoeK HaKMUTE KHomKy “Modify”
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Puc. 2.3 Kondwurypanus IP

e 3aBojckue HacTpoiiku [P, ncnosb3yembie MO0 yMOIYAHUIO:
IP address: IP agpec 192.168.1.10

Subnet Mask: Macka noaceru 255.255.255.0

Gateway: Illmo3 192.168.1.1

User name: Mms nonbs3oBarens: admin

Password: ITaposib: mo yMOJTYaHHIO HET MAPOJIA

BHUMAHUE!!!  JUIA  VYBEJMYEHUA  BE3OITACHOCTU
OBOPYJIOBAHHS I CHUOKEHM S PUCKOB BO3EMCTBUI B
PE3VJIBTATE XAKKEPCKUX ATAK OBA3ATEJIBHO
YCTAHOBUTE ITAPOJIb K YYETHOM 3AIIMCHU
AJIMUHUCTPATOPA
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[TomMumo nHpOpMaLIUU IO KOHPHUTYpALIUH, MOXKHO YBUIETh
JlonomHUTENbHYIO HH(OPMAIIHIO KaMEPHI:

HTTPPort — noctym yepe3 web-0Opaysep.

TCPPort — focTtyn ais IporpamMm U NpUII0KEHNUN

Mac Addres — Mak agpec Kamepsl.

CloudID — asnst moakIIt04eHUs! 00JaYHBIX CEPBUCOB (HUKE B 1M.2.4 U
2.5 TpeboBaHuUs JUIS 3aIIOIHEHUSI. )

QR-Kopn — yrmpornieHus A 3ar0JIHEHUs] Ha MOOMIIBHOTO
npuitoxkeHus. (1. 2.5 )

2.2 Paoora B IE 6pay3epe

e Orxkpoiire IE BBenute IP-anpec, ycranoBure miarux ActiveX ,
3ateM BBIOEpHUTE SI3BIK HHTEpdeiica, aanee BBEAUTE JIOTUH U
napoJb A J0CTyNa K Kamepe, BOMAWTE NMpU MOMOLIM WMEHH
MOJIB30BATENIS M TIAPOJIs, CM. n3o0pakeHue Huxe. JlormH admin,

1apoJist 10 YMOJTYAHUIO HET.
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Puc. 2.4 Be6-untepeiic BbIOOp A3bIKA.

Puc. 2.5 Tlocne perucrpamuu B CUCTEME, TIEPeXol K HHTEpQEcCY,
M300paXEHHOMY Ha PUCYHKE HIDKE
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Puc. 2.6 BeO-unrepdeiic mocne perucrpauuu B cucreme. Kvem
«OTMEHa»

Puc. 2.7 BeG-untepdelic mociae BKIIOYaEM IMOTOK, IOSBUTCS
n300pakeHue.

10
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2.3 KiiMeHTCKOe IporpamMMHoe o6ecrneyeHue

e (CMS HaxomuTcsd Ha caliTe www.optimus-cctv.ru.

e Ycranosure u 3anmycture CMS. Tlo yMoIyaHUIO yCTAaHOBJIEHO UMS

TOJIb30BATCJIA: SUPCT, MMApOJIb OTCYTCTBYCT.

Puc. 2.8 CMS untepdeiic

e Vmparnenue yctpoiictBoMm: Cucrema -> YCTpOMCTBO: YIpaBieHHE

ycTporictBoM. CM. N300pakeHHE HIKE:

11


http://www.optimus-cctv.ru/
http://www.optimus-cctv.ru/

(@) optimus
S .
www.optimus-cctv.ru
fm = » W b & "
Gifem Ilrm s rhon vy pEeserh DR S o LSO H M Tde—
-]

Puc. 2.9 Ynpasnenue yctpoiicTBOM

| Tec|

ChnacTE

updens |
| [ | [BETE ]

Puc. 2.10 dobGasnsiem 061acTh

12
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e Jlo6aBbTE yCTPOMCTBO, CM. H300paKEHHE HIDKE
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Puc. 2.11 Jlob6aBneHue ycrpoiicTea

JloGaBuTh pexxuMsbl ycTpoiicTsa: IP agpec, noMeHHOE UMS, CePHITHBII

Homep, MAC aapec.
Ho6asuts IP agpec ---- mouck IP u pyunoe no6asnenue IP agpeca

nouck IP. Haxmure "IP momck" u BeiOepuTe IP aapec nmus

no0aBIEHHs YCTPOUCTBA.
Pyunoe no6asnenue IP agpeca.

Haxxmure "nobGaButh yctpoiictBo", 3arem BBenute IP anpec, TCP

nopt1(34567-110 yMOJTYAHHUIO. ), ©UMS TTOJTH30BATEIIS, TAPOIIb.

13
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Puc. 2.12 loGasmnsiem IP xamepy

o [lonkiroyeHne YCTpOMCTBA: MABAXKIbl KIUKHUTE 10 UMEHHU
YCTPOWCTBA, 3aTeM BBIOEPUTE THI TIIOTOKA - OCHOBHOM WJIH

JOTIOTHUTENBHBINA. CM. H300paKeHUE HITKE.

14
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Puc. 2.9 Ycnennoe nogxkitoueHne yCTpocTBa

2.4 KonTpous ycrpoicra npu nomouu WAN ("o6/1auHbIii”
cepBep)

e Ecmu BH BIICPBBIC TMOCCHIACTC JTaHHBIN CaﬁT, HU3YYUTC C€To

noApoOHO.

(1) Peructparus 8 XM Cloud  http://xmeye.net

15
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e 3apeructpupyiitece kak [lonbp3oBarens uisl  yIpaBIICHUS
YCTPOUCTBOM (BBl MOXKETE YMPABIATh HECKOJIBKUMH YCTPOUCTBAMH,

€CJI 3aPETUCTPUPYUTECH KaK MOJIb30BATENb).

(1) Perucrpaums http://xmeye.net , nHaxkmure "Perucrpanusa’,
p p

BBEJUTE M3 MOJIb30BaTENsl, DIEKTpOoHHYI0 nouTy [locie HekoToporo
BpPEMEHHU MPUET KOJ Ha MouTy, BHecuTe B nojie «Kon Bepudukanmm»
Y TIOCJI€ BHECUTE MapoJib.

16
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(2) Tocne perucrpaiuu Haskmute "Jlucrerdep ycrpouctsom" ->
"Jlo6aBuTh ", Bel m00aBnsieTe ycTpoicTBO . CM. n300paskeHne HIDKE.

Beenute ID ycrpoiicTBa, JIOTUH W mapodib, [locMOTpeTh MOXHO B
nporpamme «DeviceMeneger» cMm. yHKT 2.1.

S e T e e S R = — P

e - -

(3) Ilepetiaute B " Moe ycTpoiCTBO", B IbI KIMKHHUTE [10 UMEHU
ycTpoiicTBa. Temepb Bbl CMOXKETE YIPaBIATh YCTpoHCTBOM. CwM.
M300paKeHUE HIKE.

17
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e Perucrpauus mox HMMEHEM  YCTPOMCTBA M yIpaBleHHE
YCTPOHCTBOM.
[lepeiinure Ha caiT http://xmeye.net , Haxxmute "YcTpolicTBo",

BBCIUTC CCprIHBIfI n KOHTpOJ'ILHBIfI HOMCpa, W JIOTMH MapoJb
IIOJIB30BarcJIA.

18
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(2) Iepeiiaure B pasuen «KUBOT0» HAOIIONEHUS, CM. H300pasKeHHE
HIDKE.

19
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2.5. Ha6/1iogeHuie Npyu NOMOIIM MOGHIbHOTO TesiedpoHa

YcranoBute mnporpammHoe obecrnieueHne XMEye Ha MOOWIBHBINA TenedoH.

[Tocne ycTaHOBKH, CM. H300paXEHUE HIDKE

Puc. 4.1. IIporpammuoe obecrieueHne MOOMIIBHOTO TenedoHa

e 3amycTuUTe NpOrpaMMHOE OOECHEUYEeHHE HOBOTO KIHMEHTa, CM.

N300paKeHUE HIKE:

Puc. 4.2. OyHkuuu HaOMIONEHUS B NPOTrPaMMHOM OOECIeUeHUH

MOOWIJIBHOTO TenedoHa
20
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. Habmronenue, cM. n300paxxeHne HIKe

I T L]

[ier

| S

ot HD1 |

Puc. 4.3. U3o0paxeHne B pealbHOM BPEMEHHU Ha SKpaHe MOOMIBHOTO
TeneoHa, C KHOTIKaMH YIpaBIeHUSI.

B BepxHem mpaBoM yrily €cTh KJIaBUIIA JIJIs TIEpexo/ia B
MOJTHOAKPAHHBIN pexxkuM. Haxxnmaem u nepexoauM B MOJTHOSKPAHHBIN
PEXKUM.

21
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Puc. 4.4. IlonHOAKpaHHBIN PEXUM, C KHOIIKAMHU yIIPABICHHUS.

HasBanue
byHKIIUN

Onwucanue GpyHKIHH

KauectBo
BOCITPOU3BE
EHUA

CmeHa pexxuma H300pakeHHsI.

MowmenTans

- HBII CHUMOK
[y 9KpaHa

3axBar n300pakKeHHS

m JlokanbHast

3aIlliCh

3anuce B pealbHOM BPEMEHH U COXPAaHEHUE
Ha MOOWJIBHBIN TenehoH

22
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KonnuectBo
OTo0pakeHNEe KaHAIOB Ha HAa9aTbHOM
KaHaJoB Ha
HKpaHe, KOJIMYEeCTBO OTOOpakeHHE KaHAJIOB.
JKpaHe
PTZ VYrpasnenue ¢yakiusvmu PTZ
4 : ¥
L
VYnpasnenue
| dynkuusmu | Beepx, Buus, Bieso, Bipaso
N .}
PTZ
I,' Zoom
Zoom | (M3MeHeHHE | Zoom mpuOIMKeHHe/ ynaleHue
|', MacmTada)

towye | Dokyc

JloGaBnenue /ymeHbiieHue Qokyca

Ouad. | Jwmadparma

JloGaBnenue /ymeHblieHue auadparMol

TlepeBepHyTh

IIepeBepHyTH KaMepy.

o 0. Crmcox YCTPOMCTB: CM. H300paKCHUE HIDKE

23
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Puc. 4. 4. Cnicok ycTpoicTB

o H: JloGaBiieHue ycTpoicTBa: CM. H300paKEHHE HIKE

1%paim ki | Wil s

] ﬁ

Mniars

Puc. 4.5. JloGaBnenue ycTpoiicTBa
24
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KOJIa, BHECTH KaMepy. 3aTeM Ha)KMUTE “ JUISI 3aBEPLICHHUS.

. o
o Pe]laKTI/IpOBaHI/IC JAAaHHBIX YCTPOUCTBA: CM. I/I306pa)I(GHI/IC HIMXKC

Puc. 4.6. PenaktupoBanue ip HaCTpPOEK yCTPOICTBA

o : YimajeHue yCTpoicTBa: cM. H300pakeHne HUKE

Puc. 4.7. Ynanenue yctpoiictea

25
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Puc. 4.8. Konduryparnus ycTpolicTBa: cM. H300pakeHUE HIDKE

Puc. 4.9. Kondurypanus yctpoiicTBa

. @: yIaJeHHOE BOCIIPOM3BEICHUE, CM. N300pakeHIE HUKE
26
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Puc. 4.10. Ynanennoe BocrpousBeicHNE
[Mouck 3ammcu TO BpEeMEHH, YCTPOWCTBY, KaHAITy, CM. H300paKeHHE
HUXKe

Gl ] B = 0al ol LERGT

=l MokanLHE1E 38MWcH 4

Puc. 4.11. Ymanennoe BocmpousBeaeHue: Kmukaure mo ¢airy mns
HavaJia BOCIIPOU3BEICHHUS, CM. U300paKCHHE HIDKE

27
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Puc. 4.12. Ynanennoe Bocpou3BeAeHUE

. : AnpO60oMm. B anb0oMe HAXOmSITCS CHUMKHU, CM. M300paKeHHE

HUXKE

Puc. 4.13. N300pakeHne CHUMKA dKpaHa

28
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e Uudopmamus o mporpaMmmHOM oOecriedeHuu: Mubopmanms o

JTAHHOM TIPOTPaMMHOM 00€CTICUCHUH, CM. U300paKeHHUE HIDKE
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Puc. 4.16. Uadopmanus o mporpaMMHOM 0O€CTICYCHUN

3. O0mme Bonpocsl

3.1 Bonpocsl no ycranoBke IE activeX.

YcranoBka IE activeX aias WIN7
(1) YMmeHbIIMTE YPOBEHB 3alUTH KOMITbIOTEpa: System: Cucrema ->
Run: 3amyck, BBemuTe "msconfig", 3arem Haxmute Enter. Cwm.
N300paKeHUE HIKE.

29
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3anaiiTe ypoBEeHb MOJIb30BaTENs
Bxnaaka CepBuc, HacTpoika KOHTPOJISL yUETHBIX 3amucei
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YcraHoBUTE MHUHHUMAJIbHBIA KOHTPOJIb, KaK IMOKa3aHO Ha PHUCYHKE
HIXKE.
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(2) VYcraHoBuTe ypoBeHb 3amuThl Opaysepa IE

Internet options: CBoiicTBa 0003peBaTes

i -
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Security Level: YpoBens 6e3o0macHocTH
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B nynkte «JIpyroii» BeiOepute "enable" BKIIOUHMTH WM TIpeaJiararh
JUI  CIICAYIONIMX ITYHKTOB: 3arpy3ka HEMOANHMCAaHHBIX JSJIEMEHTOB
ActiveX u Hcnonbs3zoBanue 31emMeHTOB ActiveX HE MTOMEUEHHBIX Kak
0e30macHbIe IS UCTIONIb30BAHMS.
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YeranoBka IE ActiveX mias XP
IIpu ycranoBke g XP He0OXOMMMO HACTPOUTH TOJIBKO

YpOBEHb  3amuTHl  Opay3epa. HacTpoiiku  oCyIIecTBISIOTCS
aQHAJIOTMYHO C Win7.
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3.2 llepeMeaIecss 06bEKThI CO34aI0T TEHb IPU
NMPOCMOTPE B pea/ibHOM BpeMeHH

OTO BBI3BAHO HEIOCTATOYHOM YACTOTOM KaJApOB MPU BKIIOYCHHUH
3JIEKTPOHHOTO 3aTBopa. B TemHoe Bpems cyrok IP kamepa Oyaer
ABTOMATUYECKH BKJIIOYAaTh (YHKIUIO 3JIEKTPOHHOTO  3aTBOpa,
oOecrieunBasi HU3KUH MOTOK, YTO MPUBENET K MOSBICHUIO TEHU. BBl
Moxkere mepeth Kk CMS/WEB, dro0bl OTKIIOUNTH (PYHKITHIO
"371eKTPOHHOTO 3aTBOpa".

3.3 llocTtosinHOe nepekaoyenue UK-puasTpa

B maBHOM MeHI0O -> Cucrema -> IlapaMeTpsl KaMepbl - HaCTpPONTE
UK-¢punstp: "IR  synchronous switch: CuHXpoHU3aIHA
nepeximouenuss MK". Ilpu orcyrctBum manenu ynpasiaenus WK
BeIOepuTe "Automatically switch: ABTomaruueckoe nepekitoueHue”

3.4 O6HOBJ/IEHM e NIPOILIUBKH

Ecniu  BcTpoeHHOE  MHKPOIpPOrpaMMHOE  OOecrieueHHue  He
cootBeTcTBYeT I[P kamepe wmnm QyHKIIMM ycTapenud - cooOmmuTe
pa3paboTUMKy YCTPOWCTBA MU CKA4alTe C CaliTa MPOIIHBKY.

3.5 YcTpoiicTBO He OAK/II04YaeTcs

1. Hcnomwayiite UpgradeTool: MuHcTpyMeHTB OOHOBICHHS IS
noucka IP azmpeca unm mpoBepsTe C IMOMOUIBIO Pping-3ampocoB
nanHbi [P agpec kamepsl.

2. ITpoBepsre LAN: nOKaJIbHYIO CETh.
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3.6 Bxoa Ha "06/1a4HBIA" cepBep OCylIeCTBJ/IEH, HO
BH/AE€O0CUTHaJI OTCYTCTBYeT

IE ActiveX He ycraHoBineH. ClieqyiTe HWHCTPYKIIUAM, YTOOBI
ycTaHOBUTh ActiveX. 3akpoiliTe aHTHBUPYCHOE TIPOrPaMMHOE
o0OecrieueHre  Mepel  YCTaHOBKOHM,  JaHHOE  IPOrpaMMHOE
o0ecrieueHne MOXKET CTaTb NPUYMHOW OMIMOKM TpU YCTaHOBKE
ActiveX B IE.
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